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Abstract

Current areas of research, such as ubiquitous and cloud computing, consider execution
environments to be in a constant state of change. Dynamic applicationd where components can be
added, removed and substituted during execution | allow software to adapt and adjust to changing
environments, and to accommodate evolving features. Unfortunately, dynamic applications raise
design and development issues that have yet to be fully addressed.

In this dissertation we show that dynamism is a crosscutting conc ern that breaks many of the
assumptions that developers are otherwise allowed to make in classic applications. Dynamism
deeply impacts software design and development. If not handled correctly, dynamism can silently
corrupt the application. Furthermore, wr iting dynamic applications is complex and error -prone,
and given the level of complexity and the impact dynamism has on the development process,
software cannot become dynamic without (extensive) modification and dynamism cannot be
entirely transparent (al though much of it may often be externalized or automated).

This work focuses on giving the software architect control over the level, the nature and the
granularity of dynamism that is required in dynamic applications. This allows architects and
developers to choose where the efforts of programming dynamic components are best spent,
avoiding the cost and complexity of making all components dynamic. The idea is to allow architects
to determine the balance between the efforts spent and the level of dynamism required for the
ExxOPEEUPOOzUwWOI 1 EUS
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dynamism. This serves to identify components that can be corrupted by dynamism and to | at the
EUET PUI E Uz vendeb YeteCrétibddipnénts resilient to dynamism. The application
becomes a weltdefined mix of dynamic areas, where components are expected to change at
runtime, and static areas that are protected from dynamism and where programming is simpler and
less restrictive.

At runtime, our framework ensures the application remains consistent| even after
unexpected dynamic events| by computing and removing potentially corrupt components. The
framework attempts to recover quickly from dynamism and to minimize the impact of dynamism

on the application.

Our work builds on recent Software Engineering and Middleware technologies | namely,
OSGi, IPOJO and APAM | that provide basic mechanisms to handle dynamism, such as
dependency injection, late-binding, service availability notifications, deplo yment, lifecycle and
dependency management. Our approach, implemented in the Robusta prototype, extends and
complements these technologiesby providing design and development -time support, and enforcing
application execution consistency in the face of dynamism.
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Chapter 1

Introduction
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1.1Motivations and Overview

Dynamic applications| where components can be added, removed and substituted during
execution| are becoming an ever more important part of software engineering. Adapting software
EQwUUOUPOI wi EUwI OOUOOUUwx OUIT O oapdeity to ladust toz Rakging
execution environments, to become more resilient!, and to continuously accommodate evolving
features. Current areas of research, such a ubiguitous and cloud computing , are pushing the need
for dynamic applications. Unfortunately, dynamic applications raise design and development
issues that have yet to be fully addressed. Designing and developing dynamic application sis still
mired with pitfalls that complicate the adoption of dynamism in real world systems. It is
particularly difficult to decouple components sufficiently to ensure they behave properly after
dynamic changes.

Current solutions to handling dynamism are split between two ver y different programming
models: distributed solutions (e.g, cloud computing, multi -process programs)where consistency
and robustness guaranteesfor dynamism are obtained at the cost of programming complexity and
often a lack of runtime efficiency; and centralized solutions, which allow for a very flexible
programming model that can exploit shared memory and run very efficiently, but cannot
guarantee sufficient levels of decoupling to ensure the application is robust and remains consistent
in the face of dynamism.

Our approach focuses on decoupling components and ensuring proper dynamic behavior in
centralized dynamic applications. More specifically, our work targets multi -threaded,
synchronous, centralized?, dynamic, component-based applications. We propose a programming
model that is less restrictive than that of distributed programming, yet retains guarantees such as

1 Resilience is the capacity of the application to continue to function correctly and provide an acceptable level of

2 Centralized applications execute in a single address space, commonly known as a process in most operating
systems. They maybe multi-threaded, where threads share data and references €.g, global variables) allowing them to
communicate effectively and efficiently.
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1.1Motivations and Overview

UT 1 wEx x OPE E U D Gien isupdp@ldbity Bnlheveldpigiddmplex systems, our approach
focuses on components that are programmed usng the Object-Oriented paradigm .

Component-based programming is a necessarystep towards decreasing coupling among
software entities, but it is not sufficient by itself to ensure dynamism. We use the term static
decouplingo describe the level of decoupling afforded by current component frameworks , which is
insufficient for dynamism. Indeed, dynamism is a broad cross-cutting concern that affects
EUET DUl EUUUEQWE]T EPDUDOOUO w(kt @d z00rCel cile) ahd weglgd te@is)O1 OUE
packaging components into modules, and deployment and runtime management. Dynamism is
neither transparent nor orthogonal; quite the opposite, it is very invasive. We propose dynamic
decouplingto achieve a level of decoupling sufficient to allow for dynamism and still retai n

consistency guarantees.

Notwithstanding the complexities in programming dynamic components , dynamism is not
necessary forevery component. Moreover, the same componentused in different applications may
require different levels of dynamism or resilience to dynamic change. It is not difficult to conceive
that, in a dynamic application, some components require being added, removed or substituted,
while many others simply do not (e.gOQwUT I WEx x OPEEUDPOOzUWEOUI andE OO x O
should be selectively pursued and highly target ed. Simply put, t here is a clear tradeoff between
development effort and dynamism | development efforts should focus on dynamic concerns
where it benefits the application the most.

In large and complex systems, we believe the sofivare architect is best positioned to decide
U1 1 wE x x Gpriarkid) eddiéements. This allows decisions regarding the tradeoff between
effort and dynamism to be madeexplicit DPOwUT | wEUET PUI EOUUI wESdfiwareé | wWE UE
architecture approaches, based on component approaches themselves provide a level of
abstraction that is useful for structuring and reasoning about software. Software architecture
moves focus from programmingin-thessmallto programmingin-thelargegO WEDUI EUDOIndiEl Y1 C
EUET PUI E UUZz wE Uléyél inpl@@@atioh defails wohighp-level integration and design
concerns Software architectures are ided for reasoning about dynamism.

Executing dynamic applications becomes notably punctilious given this flexible
programming and design model for dynamism. The runtime can no longer suppose everything is
simply the same, that is, that components are programmed either purely statically or completely
dynamically. There is a large gray area of components in between that canreact differently to the
type of dynamic change at hand. The levels of resilience and the dynamic behavior components
will show at runtime are different because the components have been designed and programmed
with these varying dynamic restrictions and requirements. The runtime must interpret design -time
Ol UEEEUEwWPPUT wUOT T wxUUxOUI wOi wxUOxIT UGawl EOCEOPOT wU!
models assist us in reifying design-time concepts at runtime, allowing for a better integration of
the commonly distinct processes that begin to merge. Reifying and sharing concepts between
runtime and design -time aides in the analysis of design-time dynamism decisions and their effects

on running application s.
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Top-Down Dynamic Application
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Figure 1: The process d designing, building and executing dynamic applications .

The role architects and developers play in the design and construction of dynamic
applications are cyclic and interactive. Figure 1 shows the relationship between developers,
EUET PUI EVUUWEOE wUT 1 Aufhitectsu® EchttaiRo@ @ approddi bOoChi: énhpdweared
PPDUT wUITT wEI UPT OwEOEwWEOOUUOOWIDh dwpidovnufaghiox, Grént EUD O G
specification to implementation, architects dictate the dynamic req uirements of components and
the levels of resilience of their dependencies. In essence, they specify the dynamic behavior of the
components.#1 Y1 OOx1 UUwbOx Ol O1 OUWEOOx 001 OUUwi 6000pDOT wl
an architect is also tasked with integrating existing components into dynamic applications , forcing
Ul 1l wEUET PDUI EOwWwUOWET EOQwbPPUT wE wE OdeedXielip@dess betvend UU D C
EI YI OOxDPOT wiOT 1 wEOOXxOOI OUUWEOGEWET UPT OPOT wUIn WEx x
gradual refinement; both a process of integration and one of specification are necessary.Once a
dynamic application has been designed and built, it is executed. Indeed, following our approach of
Ul O1 EUDYI wEaOEODPUO WU OWI b Uniddtiblilds Ere apfliafoR with éxPectedduO1 1 E (
points of dynamism which are made explicit in the architecture. The runtime must execute the
application and, when dynamic events occur, make the necessarychanges to the application to
ensure it continues runnin g while still remaining consistent . This process is also cyclic. he
runtime ensures consistency and eliminates potentially corrupt components , which is possible
thanks to having knowledge of the dynamic behavior and resilience the components have been
imp lemented with. This information serves architects in the design and improvement of the
dynamic application. Yet, becausenot all components are resilient to dynamism | the application
has been built selectively implementing dynamism | some components may be carupted and
need to beremoved for the application to continue executing properly. The consequences of design
decisions and the results of dynamic change are used to improve and refine the architecture.

Silent corruption | arisk when programming centralized dynamic applications| can lead to
memory leaks or unexpected and undesirable behavior. Dynamic decoupling and resilience
ensures that corruption does not occur by clearly separating components from one another,
allowing them to be independently added, remo ved or substituted. However, the effort of
decoupling is selective and optional; it is a dynamic requirement that is specified by the architect
and used where dynamism is expected and deemed useful In spite of the architect carefully
enabling dynamism, th e origins of dynamism are impossible to completely predict and control.




1.1Motivationsand Overview

Unexpected dynamism (e.g, a forced update to a component, a failure) can and doesoccur, putting

at risk of corruption components that are not resilient to change because they were nad expected to
change, leaving a choice to be made about what to do with such components. Thisinvolves a
second tradeoff, the risk of continuing to use a potentially corrupt ed component versus the
downtime involved in replacing it | availability versus consistency. We believe that consistency
always trumps availability and should be enforced. It is preferable to err on the side of safety The
risk of corruption caused by dynamism is too great and, in our minds, an important deterrent to

building dynamic appli cations that we attempt to overcome. The runtime, when a dynamic change
occurs, calculates the propagation of corruption through the components and across the
architecture and removes all potentially c orrupt components. Design-time metadata and the

Furthermore, the runtime attempts to minimize the impact of dynamism on the running
application by gracefully passivating components that are to be removed and branching the
architecture at safe-points to new components.

Our work throughout this dissertation is focused on the following aspects:
T %UOOWEWEAOEOPEWEXxxOPEEUPOOZUwxOPOU WOl wYPI bo
o Determine the inhibitors to effectively using dynamism in current Component
Models, both in theory and in practice
o Determine the requirements to design and program dynamic components

0 Understand the roles architects and developers play when constructing dynamic
software
9 %UOOWEOQWEUET PUT EUzZUwx OPOUWOI wYPI pPo
o Promote dynamism into the design and managem ent of software architectures,

where it can be handled as an architecturalconcern instead of in an ad-hoc manner
in each component

o Allow selectively enabling dynamism where it benefits the application most in
order to minimi ze complexity and wasted effort, and protect sensitive zones of the
application from the instability generated from dynamism

dynamic behavior
T %UOOWEWET YI OOx1 UzUwxOPOU WOl wYDI bo
o Provide an approach and guideline s for the construction of dynamic components

that ensure they are sufficiently decoupled to ensure proper dynamic behavior in
spite of dynamism

o Provide tools for assisting and verifying dynamic components are properly
programmed

 From aU U O U gpairit gf Wiaw:
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o Produce a framework that manages the application's dynamic behavior during
execution, distinguishing between dynamic components, their levels of resilience to
change and statically programmed components

o Ensure the application remains consistent despite the effects of expected and more
importantly, unexpected dynamism

0 Minimize the impact of dynamism at runtime

Finally, our work builds on recent Software Engineering and Middleware technologies like
iPOJOG® and APAM 4 that provide basic mechanisms to handle dynamism, such asdependency
injection, late-binding, service availability notifications, deployment, lifecycle and dependency
management. Furthermore, as do both iPOJO and APAM, we rely on the OSGis framework as a
dynamic module system that enables deployment. Our approach, implemented in the Robusta
prototype, extends and complements these technologiesby providing design and development -
time support, and enforcing application execution consistency in the face of dynamism.

1.2Dissertation Structure

The remainder of this document is divided into three parts, namely, the state of the art, our
approach to building dynamic applications, and our conclusions and perspectives. This section

presents an overview of each chapter of the document.

Chapter 2 presents the general concepts and background information useful for
understanding this work. Namely, we introduce the concepts of Software Architecture, CBSE,
Modules, Service Oriented Computing and Service-Oriented Components.

Chapter 3 introduces Software Evolution and compares it to Software Maintenance.
Evolution is part of the development process and plays a special role in regards to software
architecture.

Chapter 4 moves onto Dynamic Software Evolution, which involves changing and adapting
software at runtime. We go over similar approaches to architecture-based software evolution and
we present the main research issues.

Chapter 5 presents Robusta,our approach to building dynamic applications. We present the
main concepts we use and how our approach functions at a high-level of abstraction.

Chapter 6 explains what Dynamic Decoupling is and how it works. We describe howt o
decouple component implementations such that they can be added, removed, or substituted
individually. We also describe the restrictions on decoupling component instances such that they
continue to function properly should their dependencies be changed. O ur approach focuses on the
Service Contract concept and describes the insufficienciescaused by reducing the contract to a
simple Service Interface.

3 http://felix.apache.org/site/apache -felix-ipojo.html
4 http://wikiade le .imag.fr/inde x.php/APAM
5 http://www.0sgi.org/




1.2Dissertation Structure

Chapter 7 details how we protect components from failure and dynamism by means of
isolation barriers and recovery mechanisms. We also detail the mechanisms necessary at runtime
to ensure consistency. These mechanisms and calculations are sired at design-time in order for
architects to understand the expected dynamic behavior their applications will exhibit.

Chapter 8 provide s an overview of our approach, from design to runtime and back. We also
describe the types of analysis that can be performed at the architectural level as well as at the
component im plementation level, to assist architects and developers respectively in their quest to

build dynamic applications.

Chapter 9 describes the implementation and validation of our approach, the Robusta
framework. Robusta relies dir ectly on the APAM framework for designing, executing, deploying
and running dynamic applications, and indirectly relies on the iPOJO component model and OSGi
dynamic module platform .

Chapter 10 presents our conclusion and the perspectives of this work.
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Chapter 2

Background

"Those who forget the past are doomed to rep&at it
| Adage

2.1Introduction

(OwUOT PUWET ExUTl Uwpkbl wxUIT Ul O0wUT 1 wOEPOWEEEOT UOUOE
interest, namely, that of dynamic applications and dynamic components .

Modern software and their increasing size and complexity have continuously pushed the
boundaries of what was thought as feasible [Northrop et al.2006] Software architectures have
come to be recognized as one of the most promising solutions for mitigating complexity [D. Perry
and Wolf 1992][Richard N. Taylor and Van der Hoek 2007]. The desgn and specification of the
overall structure of a system becomes a critical issue and a decisive factor in its success or failure.
Architecture design can impact performance, reliability, scalability, interoperability, maintainability
and portability [Garlan 2002].

Software architecture describes structure, the key elements of a software system, its
organization and interaction. Seen as a discipline, it is a key issue in the development of large
systems. Software architecture focuses orprogrammingin-the-largerather than programmingin-the-
small [DeRemer and Kron 1975] and as swch takes a step back from low-level details related to
algorithms and data (e.g, variables, types, constants) and focuses on architecture€¢.g, components,
modules, interfaces, dependency relations), variation (e.g, variants, compatibility) and evolutio n
[Favre 1997] In general, software architecture helps us to understand the system while hiding low -
level details.

This dissertation focuses on managing dynamism in dynamic applications and in giving
EUET DUl EUZUWEOOUUOOwWOYI UwE a O EEaekprdundzanoeptd rélatetd ©i U b E U
our goal, such as software architecture, components, modules, and others are explained in this
chapter.
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2.2 Software Architecture

11 Ul EUET T UUWET T EQwUOwI OE U PwaSsbrmnan @99Q; Bérdlahaul 891U DT O w
3T PUWPEUWET EEUUT wWEUUDPOT wUT T wt YZUwDOPUPEOwW xUOE OI
discovered and gaining recognition [Brooks 1995] The importance of these issues rapidly
prompted researchers to differentiate between the processes of implementation and design, both
requiring their proper technigues and tools, which notably lead towards Computer Aided
Software Engineering technology (CASE) [Premkumar and Potter 199516 ww ( Ow UT T wwy z Ut
design seemed to fade away while software engineering research leaned more towards integrating
designs, which itself lead to a blur between implementation and design since languages began to
integrate previous notations and techniques for large systems. IOwUT I wi EUGa wNYRPUOw/ 1 U
Perry and Wolf 1992] introduce a deep contrast between the ambitions of software design and
those of software architecture. Software architecture is supported by notions of codification and
abstraction, by formal training, by standards and by style. They conclude their work with a simile
in an attempt to give insight into why software systems are so difficult to evolve and by promoting
architecture as a solution and an interesting subject for future research:

?Perhaps the reason for such slow progretsardevelopment and evolution of software systems is
that we have trained carpenters and contractors, but no architécts

[D. Perry and Wolf 1992]

These initial works, driven by the intuition that there was an important aspect of software
engineering that had yet to be properly addressed and on which the future of ever more complex
systems would need to rely on, gave way to a flurry of interest in the domain. Nowadays, we can
look back and see with a much clearer eye the common ground regarding the concepts, techniques
and methodologies that have been found (e.g, component, connector, configuration, binding) .

Some of the works of interest that further contributed to the foundations of software
architecture as a discipline include the first book written on the subject , by Shaw and Garlan [Mary
Shaw and Garlan 1996] which provides an overview of industrial and research projects along with
a large collection of relevant definitions. Other books that contributed to the discipline began to
specialize on certain aspects, as for example, on software architecture patterngBuschmann et al.
1996] architecture modeling [Hofmeister et al.1999] and architecture evaluation [Paul Clements et
al. 2002] Further research leading to the consolidation of software architecture as a research
discipline in software engineering include [M. Shaw and P. Clements 2006][Richard N. Taylor and
Van der Hoek 2007} and [R. N. Taylor et al.2009] Thus, architecture has become centric to the
development phase and is moving into the runtime phase of software engineering, especially as
the line between development and runtime blurs [Baresi and Ghezzi 2010] Architecture will only
grow in its importance across the entire lifecycle of software [R. N. Taylor et al.2009]

It is well understood that a software system without an appropriate architectural design is
more difficult to evolve and customize. The architecture of a system gives us much insight into the
tradeoffs between the various properties that system attempts to ensure and the constraints that
follow with them. Architecture styles have shown us some of the advantages when attentive detail
is paid [Richard N. Taylor et al.2009; Fielding 2000] We take particular interest in two phenomena
that contribute to the fragility of architectures, namely that of architectural driftand architectural

10
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erosionTo better understand these concept$ both related to architecture degradation| we need to
UOEI UUUEOEwWUT 1T weDi I 1 prestiptiverakchitéttarand Gsw &sariptivelauchi®cuicew
A prescriptiv earchitecture DU wUT T wET UDT OWETI EPUDPOOUWOEET wxUPOUwWU
such, is the asconceivedr asintendedarchitecture. A descriptiv e architectur e describes how the
system is really built, i.e, it is asimplementedor asrealizedarchbUl EUUUI 6 w ( E1 EOQOOa
prescriptive architecture should be modified and then its descriptive architecture should follow. In
practice, the descriptive architecture is commonly directly modified. Architectura | drift occurs
when the original design of the system and the asimplemented design diverge; yet, these design
dec‘:is‘ior]sAar\e not ipcluplgd, en‘co‘mApassedA or iAmpIied‘ py th[s presqrip,tiveAarghitectu\re,A thu;, the~ ) o
xUl UEUDPxUDPYIl w EUEI DUI EUUUI zUw EArddie¢tudal kerbsto® UsbtheO Uw E U
introduction of design decisions into the descriptive architecture that violate its prescriptive
architecture. In general, architectural degradation hinders evolution, maintenance and
comprehensibility [VanGurp and Bosch 2002] If degradation occurs, it will be necessary, sooner or
later, to recover the architecturérchitectural recovery is the process of determining a software
UauuUl OzUwWEUET PUIT EUUU i-levél artitetisyR. WUTayiOex &D. 2009 OUE U D OO

The rest of this chapter will go over the basic concepts regarding software architecture,
including structure (a Ua UUTl OzUwUUUUEUOUUI wbUwEI UA.E,BeéNpdhents a wE UE
and connectors, and their interactions) and description languages (which are used to describe
structure).

[2.2.1Definition s for Software Architecture

Various definitions for software architecture have been proposed. We will present those that
we have considered the most relevant.

Perry & Wolf in 1992 define software architecture as a 3-tuple:

Software architectgfgements, Form and Rationale>

ElementsEUT wUT 1 wUauUUl OzUwWwEUPOEDPOT WwEOOEOQUB W31 1 Ul u
processing elements (transform the data elements), data elements (contain the
information) and connectin g elements (glue that hold the pieces together).

Form consists of weighted properties and relationships. Weighting distinguishes
importance. Properties are used to constrain the choice of Elements (e., they define
constraints), while relationships constr ain how the different elements may interact and
how they are organized.

Rationale captures the motivation for the choice of architectural style, the choice of

elements, and the form. The rationale explicates the satisfaction of the system constraints.
These constraints are determined by considerations ranging from basic functional aspects
to various non -functional aspects such as economics, performance and reliability.

[D. Perry and Wolf 1992]

11
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This definition is very popular and various derivations or further explanations of it have
been proposed. One of the more interesting ones is from Taylor, Medvidovic and Dashofy who
explain the definition in terms of What, Howand Why?

Elements help to answer the What questions about the architecture: What are the elements
of a system? What are their primary purpose and the services they provide?

Form helps to answer the How questions about the architecture: How is the architecture
OUT EOPAl Eyw' OPwWEUT wUT T wil 01 01 OUUWEOOXxOUI EwUOw
are the elements distributed?

Rationale helps to answer the Why questions about the architecture: Why are particular
elements used? Why are they combined in a particular way? Why is the system

distributed in a given manner?

[R. N. Tayloret al.2009]

Furthermore, Kruchten comments on the elegace of the formula provided by Perry and
Wolf, and proceeds todefine software architecture as follows:

Software architecture deals with the design and implementation of thdenighstructure of the
software. Itisthe result of assembling a certain hemof architectural elements in some well
chosen forms to satisfy the major functionality and performance requirements of the system, as well
as some other, nefunctional requirements such as reliability, scalability, portability, and

availability.

Software architecture deals with abstraction, with decomposition and composition, with style and
esthetics.

[Kruchten 1995]

Another definition that was based on Perry & Wolf was that of Shaw & Garlan:

Software architecturanvolves thedescription of elements from which systems are built,
interactions among those elements, patterns that guide their composition, and constraints on these
patterns.

[Mary Shaw and Garlan 1996]

A definition that considers the needs of stakeholders as a necessary concept to complete
software architecture is that of Gacek et al:

A software system architecture comprises:
1 Acollectio of software and system components, connections, and constraints.
T wEOOOI EUPOOWOI wUaUull OwUUEOI T OOET UUz wlOl 1 E
1 A-rationale which demonstrates that the components, connections, and constraints define a

system that, if implemented, would satisff tu E OO OT EUPOOwWOI wwa uul ¢
statements.

12
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[Gaceket al.1995]

They argue that software architecture has a different meaning and use for different
stakeholders. Given that stakeholderszneeds will vary from system to system, the software-system

EUET DUl EVUUIT zUwl OxT EUPUWPPOOWEOUOWYEUawi UOOwUaUuUI
The IEEE Standard provides a definition for software architecture or system architecture in

2000. IEEE 1471 is he short name for a standard formally known as ANSI/IEEE 1471-2000,

Recommended Practice for Architecture Description of Software-Intensive Systems. As a

framework, IEEE 1471 defines architecture (including a metamodel in UML), presents a conceptual

framework and embodies a theory and practice of architectural descriptions based on that

conceptual framework.

Architecture. The fundamental organization of a system embodied in its components, their
relationships to each other and to the environment and theiptes guiding its design and
evolution.

[Mark W. Maieret al.2004]

Finally, a more recent definition is provided by Taylor, Medvidovic and Dashofy in their
book:

wUOI UPE UI wUa UditeGeg df prificip&l deBighldécisidht)dbaut the system.
Design decisions encompass every aspect of the system under development, including: system
structure, functional behaviour, interaction, nonfunctional properties and implementation.

Principal is aterm that implies a degree of importance and topicality that grants a design decision

architecture).
" OpwOOl WET I DOT Uw? x UP O hEesta kvtdenddbfiDedasitid sysier® goal® O w k
[R. N. Tayloret al.2009]

This definition places software architecture at the heart of the development process. Software
EUET DUl ECUUT whbUwUT 1T wEOUI xUDPOUwi OUWE wU Qérdhie&twsd wUa Ul
does not simply describe structure, but also behavior (e.g, data processing, storage, visualization),
interaction (e.g, synchronous or asynchronous communication, procedure -based communication,
RPC), extrafunctional properties ( e.g, quality of service) and technology (e.g, Linux, Python,
Java). Furthermore, Taylor et al, in their recent book, have opted to provide liberal definitions for
the various concepts related to software architecture, turning it into a more all -enclosing concept,
which is consistent with their desire to extend its use.

Although each definition has its particular focus or unigueness, there are two main
characteristics to all of them. Software architecture refers to structure and behavior. Structure
describes howthi wUa U0l Oz U wE|WibierEne @ill novie calld Eopbnents are assembled
Behavior is the visible interaction of the systems components to achieve a functional system.
30T 1T UTTUOWUT T AawET I POT wUOT 1T wUOI UPEUI zUwWE Westribedl EV UL
using an Architecture Description Language or ADL, which we will explain later.
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2.3ComponentBased Software Engineering

Software Engineering is, relatively speaking, a young discipline , especially when compared
to other engineering disciplines, such as civil engineering or mechanical engineering. Modern
software emerged recently in human history and the fact that software is itself an intangible,
abstract element does notfacilitate its definition in terms of science and engineering. The novelty
of this new discipline involves many abstract concepts, which are constantly evolving with our
growing knowledge in the area; it is difficult to find a consensus on its definitions and
terminology.

Component-based Software Engineering (CBSE) is a branch of Stévare Engineering in
which the basic concept is that of componentlts goal is to bring a wide range of benefits to Software
Engineering in terms of development, integration, maintenance, reusability, separation of concerns,
among others. In this section, we present the key concepts of CBSE, and bynclusion, to software
architecture (which we have introduced previously). Furthermore, these concepts are necessary for
the proper comprehension of what an Architecture Description Language is (which we will exp lain
in a following section), and what developers attempt to express in source code and externally (e.g,
in metadata). Most of these concepts are not new and have been introduced and refined over the
years, and as such, we will focus on the most important definitions based on popularity, (our)
preference and/or general consensus.

2.3.1A little bit of history

24ax1 UUODPzUwE OO QSaydiski FOM is Gnd bf @he thast cited references on
component software. He is considered by many to be the precursor of the software component
concept in its current form. It is not surprising that his explanations and work tend to gravitate
towards the practical and concrete, being as he worked under, and was undoubtfully strongly
influenced by, Niklaus Wirth at the ETH (Swiss Federal Institute of Technology), whose work
includes the Pascal language[Wirth 1971], along with other important yet surprisingly less well
known projects such as Modula [Wirth 1977], Oberon the language [Wirth 1988] and Oberon the
operating system [Wirth 1992].

To give the reader an idea of the principles of Niklaus Wirth, in his article A Plea for Lean
Software [Wirth 1995], Wirth expresses his fears in what we might call software bloaand feature
creep He felt that it was necessary to fight ? %E U w2 Gdndhie &jplding that its tolerance comes
f UOOwW pPAw EEYEOEDOT wi EUEPEUTI wUxI 1T EUOwW pbPBAw EVUUC
continuously add more features to the peril of th e system. He proposes a hard return to the
essentials and to develop systems using disciplined methodologies.

Regarding Wirth, Michael Franz in a chapter called Oberon: The Overlooked Jewel
[Boszérmenyi et al.2000]wrote:
3UUI wOOwePUUT ZzUWOERDOWUT EQwUOI UPEUI wET UBT OI UL
themselves, each of the Ph.D. students who hadgOitberon onto a new platform subsequently
used Oberon on that particular platform as his main (and often sole) work environment. Only

recently is this sentiment making a comeback in the software developer community, under the
somewhat flippant moniker @f1 EUD OT wODI0DEwG O Gl OwET Ul-Uwl EY
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generating loader for my machimependent codieansportation format, | actually wrote my
EOEUOUEOQWEDUUI UUEUDPOOWUUDOT WEwWYTI UUPOOWOI w. ET
afresh orthe-fly by dynamic compilation each time that | started it.

Franz also went on to write:

Moreover, few people know that Ceres and Oberon not only provided the backbone of all research at
the Institute for Computer System, but also for most eféducation. ETH was probably the only
UOPYI UUPUa wbOwUT | wel UUT UOwPOUOEwWUT E0wPOwUT 1 w
education in Computer Science using workstation computers (of the Ceres family) Hhalise,
running an operating systa (Oberon) developed-house, and teaching a programming language
(Oberon) created by one of the resident professors. And the resulting education was arguably better
than anywhere else, because instead of merely explaining to students how to use éideavalil
Il EUEEUDOOEOQWEOOXx UUI UwUauUUl OUOWEUw$ 3" wUT T wl EUI
the motivation behind individual design decisions.
Although commonly k nown as 6 DU Ul z WikiasEWirth attributes the following
computing adage to Marti n Reiser.

2201 UPEUI wbUwl 1 UUPOT wUOOPT UwOOUT WUExPEOGa wlI
Martin Reiser later wrote in his book on the Oberon System [Reiser 1991]

31T 1T wi Ox]1 whbUwUT E0wUT 1T wxUOT Ul UUwbOwi EUEPEUI wpHf

may observe that software managesto outgrow UE PE Ul wbOwUPal wg OEwUOU

As we see, Wirth has had an enormous influence in computer science, which has been
expressed by his pupils, including a chapter by Szyperski, in the book The school of Niklaus Wirth:
the Art of Simplicity [Boészérményi et al. 2000] Szyperski compares modules and components.
Modules, which are a common concept in the writings of Wirth, h e argues, are not components,
and components are not modules. Yet at the time there were clearly| and arguably still are|
overlaps in their concepts, which he attempts to| in our opinion satisfactorily | clarify. It is
interesting to note that Wirth was adding the notion of module to procedural languages (i.e,
Pascal) while Szyperski was working on components in the Object Oriented Paradigm [Pfister and
Szyperski 1998] which led to, in our opinion, much of the confusion between the various concepts
and the proposed solutions. We will clarify each definition later on in this chapter and compare the
two in section 2.3.10(Modules vs. Components), but we will avoid going further down history
lane.

2.3.2Component

As we mentioned before, Szyperski is one of the leading authors on component software. His
second edition book [Szyperski et al.2002]regroups fourteen different definitions for component.

We will start with an early definition:

OEWEOOXx GQUPAWEHIIPDEWE EUVUUEEUDPOOwWPDUT wx OUT U-»

[Nierstrasz and Dami 1995]
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2.3ComponerBased Software Engineer

The authors refer to a software entity that is long lived, opaque or encapsulated, whose shell
EOI UwOOUWET EOT 1 OWOEODPOT wbUwUI UUEEOI 6 w3T 1T awEEOOWUI
have a persistent existence independent of their context,just like many software entities, such as
procedures, functions and classes. In contrast, classes may have object instances that are dynamic
elements. Furthermore, it should be insertable, or plug into, the system. This implies that
communication and compo nent interaction must be specified. It is a somewhat primitive

definition, yet very flexible, since we could apply the definition quite broadly.

Szyperski provides a stricter definition, which also provides more guarantees and specializes
what a component is:

A software component is a unit of composition with contractually specified interfaces and explicit
context dependencies only. A software component can be deployed independently and is subject to
composition by third parties.

[Szyperskit al.2002]

Therefore, Szyperski sees components as composition units with clear interfaces and explicit
dependencies. To him, components are fundamental building blocks of software systems that will
be used by third-parties, which is key to his vision on how future software will be constructed by
integrating third -party, independently developed, components, which is what we commonly see
nowadays thanks to the open-source and free software movements large production of reusable,
off-the-shelfcomponents. A definition from Meyer which was published after the latest edition of

24ax1 UUOPZUWEOOOwWDUOG
A component is a software element (modular unit) satisfying dhi@ing three conditions:
1. (VwEEOWET wUUl EWEawOUT 1 UwUOi UPEUI wil 01 O1 601
2. It possesses an official usage description, which is sufficient for a client author to use it.
3. lItisnot tied to any fixed set of clients.
[Meyer 2003]

The definition is interesting in that it clearly decouples clients from provider components,
and that it requires an official usage description, whichisabrOEE] UwEITI I DPOPUDOOwWUIT E

functionality and/or data, (2) restricts access to that subset via an explicitly defined interface, and
(3) has explicitly defined dependencies on its required execution context.

[R. N. Tayloret al.2009]
31T PUWEIT I pODPUDOO WL UwUB O privtuneriid indivaddakdepldym@rd. 2n) O wE O E

any case, a component is an architectural element used to structure a system, in which one can find
I DUT T UwUT 1T wUaulUl OZUWEEUEwWOUwWPUUwi UOEUPOOEODUA wWpO
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interfaces, thus to clients, they appear as blackboxes. Furthermore, their dependencies need to be
explicit, which is useful in analyzing a system for completeness.

2.3.3Connector

Mary Shaw was the first to introduce explicit connectors in order to separate what she saw as
different concerns, namely those of computation (components) and coordination (connectors):

Connectors are the locus of relations among components. They mediate interactions but are

OOUR2 U1l POT U? wOOWET wi 0001 Euwp) Facgzonectoahasapiot©anlU E U |
specification that defines its properties. These properties include rules about the types of interfaces
it is able to mediate for, assurances about properties of the interaction, rules about the order in

which things happen, and commints about the interaction such as ordering, performance, etc.

[Mary Shaw 193]

Shaw presents the connector asa software entity that captures the nature of component
POUI UEEUDPOOUS w2 T 1 wUT OPUwWUUwWUT ECWEOUT OUTT wlOT 1 wUavu
properties of the system strongly depend on the character of their interactions. She proposes
promoting connectors to become frst-class citizens in software architecture and in their
description languages.

Allen & Garlan [R. Allen and Garlan 1997] formalize the semantics of connectors, where
connectors are specified as a protocol where each parti® x EOUz UwU OO wbOwUl I wb
Further work from [Lau and Elizondo 2005] show that connectors are a mechanism for
transferring not only data but also control around a system. When a component interacts with
another, by, for example, method invocation, it passes data (in parameters) and the execution
control. Lau proposes to decouple communication from control using exogenous connectors.

(@}
(=)

Other studies have provided taxonomies of connectors [Mehta et al.2000} while some have
argued for or against the need to provide connectors as first-class citizens. The argument
establishes whether or not the functionality in connectors can be, when necessary, encapsulated
POUOWOUT T Uw?EOOOUODPEEUDOO? wcandittons Gud tod i ihiEatios bré) UO w D |
necessary, such as communication cardinality (e.g, fan out), then this can be included into a
distinct component instead of a new entity called a connector, which simplifies the model. Balek
EOQEw/ 04aj BOw E U edhninally safd)tas dvordl cnmebtorsu by including them into the
Software Architecture (and its ADL), deployment mechanisms can generate them on-the-fly or
choose them among a collection, making the system more flexible.

Connectors can provide much more functionality than just redirecting invocations between
components; they can encapsulate extrafunctional services, such as quality of service constraints,
persistence, logging, transactions, and many others. It is likely that the advantages of adding
connedors or avoiding them relates to the problem being solved. As we see in distributed
communication platforms such as CORBA, .NET or RMI, such functionality are servicesprovided
by the platforms that add value and ease development, but they are not connectors. Other
examples of component models that do not provide explicit connectors are Fractal [Bruneton et al.
2006]and iPOJO [Escoffier et al.2007]
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The concept of connector tends to shine in problems regarding dataflow, mediation and
application integration, where complex communication patterns [Hohpe and Woolf 2004] between
heterogeneous distributed components are necessary, as in the Cilia component model[Garcia et

al. 2010}

Taylor et al.in chapter 5 of their book [R. N. Taylor et al.2009] describe four classes of
services a connecter provides:

1 Communication : transmission of data among components
1 Coordination : transfer of control among components

1 Conversion : transform the interaction required by one component to that provided by
another

1 Facilitation :services that mediate and streamline component interaction. For instance,
load balancing, scheduling services or concurrency control.

In any case, be there formal connectors or communication components, we do not believe
this changes the essence of Software Architecture. Weadd an interesting reflection by Szyperski
regarding pragmatic ingenuity in software developers and informally introduce the notion of
adapter:

It is obvious that components need to be connected to be useful. It is also obvious that such
connections followtandards to make it at all likely that any two components have compatible
‘connectors'.

Comection standards solve an important problem. [...] However if everything works except the

wiring, then people usually find a way around this problem and calhiadapter.
[Szyperskiet al.2002]

In this case he talks about adapters, and, of course, standardized interfaces between
components leads us to simpler integration and increased possibilities for component
substitutability, breaking the system free of lock -in and making it more flexible and evolvable. Yet,
we could also say that in a component world, if the right connector is not found, practic ality would
instead lead us to create a component that does the same job. From the perspective of our work,
connectors are of little importance for the time being; we see their use more applicable to semantic
analysis of component communication paths or maybe for improved causality analysis, like the
work done by Aguilera et al.[Aguilera et al.2003]in analyzing causally -related communication
paths between nodes in a distributed system.

2.3.4Composite component

Methods to describe architectures with different granularities are commonly desired. The
possibility of encapsulating parts of the ar chitecture into other components (components inside of
components) helps provide a uniform view of applications at different abstraction levels. Such
that, a composite component is a component with sub-components [Andrade et al.2003] In some
component models the basic building block is called a primitive-component and composite
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components are built of primitive and/or other composite components [Bruneton et al.2006]
Generally speaking, from an external perspective, a composite component is not distinguishable
from a primitive component; composites add encapsulation and structure to the architecture.

Some component modelsthat include composite components are Darwin [J. Mageeet al.
1995] ArchWare [Oquendo et al.2004] ACME [Garlan et al.2000], Fractal [Bruneton et al.2006]
and iPOJO [Escoffier et al.2007]

2.3.5Configuration

SOWEEEOOxOPUT wUOI 1T wlauUUl OzUwWOENIT EUDPYI UOWEOOXx OOI
Ux] EPDI PEwPEAd w3l PUwUI xUI Ul OUUwUT T wUa UUsitapatogyt E OO 1 DI
Taylor et al.provide the following definition for configuration:

An architectural configuration is a set of specific associations between the components and
EOOOI EUOUUWOT wEwWUOi UPEUI wUauUOIl OsUwWEUET PUI EUU
[R. N. Tayloret al.2009]

That is, a configuration is a specific structure for a concrete system. In many formalizations,
OT1T wUavull OzUw EOCOI PTUUEUDPOOwW DUwW Ul xUIT Ul 601 Ew EUw E
components and edges represent their associations (the direction indicates who invokes who)
[Hirsch et al. 1998] This facilitates operations, such as calculating reconfigurations, since graph
theory, and the extensive knowledge on graph transformations, can be used to solve architecture
problems.

2.3.6Ports

Ports are the communication channels that components use for interacting with each other. A
component can generally have many ports, and as such, can receive information or data from
different places. Ports seem to be most useful in component models that use asynchronous
communication schemes. The idea of distinguishing one port from another in these cases can be
important. In one such case, ports provide a useful abstraction for distinguishing data transit
points because, in many asynchronous models, one cannot distinguish the data before sending it to
a component because the data is generically typed (e.qg, it is amessager standard data formatlt is
also useful when the applications structure is particularly static, that is, the bindings between
components have been setup for a particular reason and should not change freely.

For synchronous communication component models, the use of ports is not common. Their
needarguably disappears since bindings between componentsuseinterfacesnd each interaction is
carried out using an executiorthread which is sufficient to dis tinguish the communication channels

and the current interaction or interactions .

6 We prefer and will utilize the term configuration throughout the re st of this document
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'2.3.7Bindings

Binding is the process that establishes connections among components through their
interfaces and interaction channels [Crnkovic et al.2011] Binding is also often called component
compositio®@w PT PET WEUUUOI UWEWE OO x OUDUD OO wdid asdmiodk anE OO x O
EOOxOUDPOT OWPOWEEEDUDOO WU Ow findtignalprogeried.w U1 1T WEOOx OOI
Sometimes authors refer toConnection$D. Perry and Wolf 1992] and distinguish them from
bindings. This is generally done in cases where connectors are firstclass citizens and when the
notion of port also exists. In these cases, bindings become a hierarchical composition mechanism,
used between different granularities, while connections are a flat composition mechanism, used
among the same granularity. We do not utilize this distinction.

2.3.8Component framework

Components run in environments that provide them support services, which we call
component frameworks.Such services may include deployment, automated assembly,
communication, third -party binding, scheduling , quality of service, persistence, among many
others. To better understand the concept, generally, components are atomic structural elements
used to construct an application, and once provided to the framework, they are instantiated and
started by said framework. To this extent, framewo rks are containers that manage the components
(e.g, their lifecycle) and their interactions with other components (e.g, their bindings) and with
provided services. As stated, components should make dependencies explicit[Szyperski 1997]Kon
and Campbell 2000], although it is often tolerable for t he framework to be the only implicit
context-dependency a mmponent has. This is accepted because components are made for specific
component frameworks, and as such, declaring the framework or its mandatory services as a
dependency is redundant.

Frameworks may themselves be seen as components and embedded in otheframeworks,
giving way to hierarchical frameworks or framework nesting. The open source Java Enterprise
Edition JOnAS application server”is an example of embedded framework s. At its core, JONASruns
on an OSGi framework, yet JOnAS provides containers for various other specifications, namely
Enterprise Java Beans versions 2.1 and 3.0, servlets andther Java EE Modules €.g, jar, war, ear,
rar). Application developers can then write Java Bean components that run in the EJB container,
while the container itself runs in an OSGi framework. Taking this concept further, Dysoweb 8 is an
OSGi container for developing dynamic web applications and is provided as a Web Archive that
can be run inside of JOnNAS. Thus, we have servlets than run in OSGi, that runs in a sevlet
container, that runs on JOnAS, that runs on OSGi..

2.3.90ther concepts

There are other relevant concepts related to Software Architecture that remain to be defined.
For instance, the concept of Architecture Style [D. Perry and Wolf 1992] is relevant to define
general design decisions about the architectural elements and to emphasize important constraints

7 http://jonas.ow2.0rg
8 http://mww.re que a.com/xwiki/bin/view/Main/Dysowe b
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on the elements and their relationships. Architectural styles are used to represent families of
software architecture descriptions that belong to software systems that have something in
common: resource types, configuration patterns and constraints [Garlan 2002]. Examples of styles
are: event-based, publish-subscribe, blackboard, pipe-and-filter, client -server, objectoriented, etc.
Also relevant are the concepts of property [Garlan 2002] and constraint [Andrade et al.2003]to
describe the semantics associated to architectural elements or the restriction of the design,
respectively. The reader can refer to [R. N. Taylor et al.2009]to get further details about relevant

topics within software architecture.

52.3.9.1Deployment

Component deployment is a process that enables component integration into the system.
Although software deployment may be viewed asthe| very large| process of getting software to
the point where it is available for actiYl w UUl wbDUT DPOWEwW UUI UzUwEOOX UL
installing, activating, deactivating, adapting, updating, version tracking, uninstalling and retiring,
we prefer using a more limited definition of deployment to simply describe the phases of
obtaining| commonly downloading | and installing the software (which involves dependency
resolution).

Deployment is achieved by means of deployment units. These are units that provide the
(binary) code and resources needed to construct and run the application. Deployment units and
modules are generally the same entity, which, although not mandatory, is felt as a comfortable
best-practice since their commonness eases comprefansion of the architecture and its assembly. In
general, deployment units and modules are a natural fit together, since they both provide
constructs around code structuring and attempt to provide reusability.

52.3.9.2Architecture Description Languages

2 O1 U b Erutiure Gan Be described using an Architecture Description Language (ADL).
ADLs have emerged as formal languages to define the architecture of software systems[R. N.
Taylor et al. 2009; Basset al. 2003; N. Medvidovic and R.N. Taylor 2000]. ADLs facilitate
communication and assist in expressing, verifying, and imposing properties upon the software.
400POT wxUOT UEOODPOT WwOEODT UET T UOwWUT T awUl OEwWwUOWET wEl
as a set of components, connectors, bindings and configurations.

There are many ADLs that have been developed, such as Darwin [Jeff Magee and Jeff
Kramer 1996], Acme [Garlan et al. 2000] Rapide, and Wright [R. J. Allen 1997] Furthermore,
architecture-centric software developmenttools also exist, including ArchStudio and Acme -Studio.
Koala [Van Ommering et al.2000]and Fractal [Bruneton et al.2006]are some of the few ADLs that
have been used in practice.
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HelloWorld
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Figure 2: Graphical example of a Fractal Composite component (from Fractal °)

A graphical example is used to describe a simple Fractal application in Figure 2. The
HelloWorld application is composed of two components called Client and Server An equivalent

application, using an XML syntax is shown in Figure 3.
<definition name="HelloWorld">
<interf ace name="r" role="server" signature="java.lang.Runnable"/>
<component name="client">
<interface name="r" role="server" signhature="java.lang.Runnable"/>
<interface name="s" role="client" signature="Service"/>
<content class="Cli entimpl'/>
</component >
<component name="server 2>
<interface name="s" role="server" signature="Service"/>
<content class="Serverimpl"/>
</component >
<binding client="this.r" server="client.r"/>
<binding client="client.s" ser ver="server.s"/>

</definition>

Figure 3: Declarative description of a Fractal Composite component

Fractal components can be composite components or primitive components. Primitive
components define their implementation classes (in the case of the Julia of Fractal

implementations are in Java).

In general, ADLs manage complexity by describing hierarchical compositions, which are
needed for scalability. In the figure, if a (client) component points to another (server) component,
the server component provides an interface, while the client component requires an interface. The
lines represent bindings between the components that require and provide interfaces. Fractal
provides a structural description of software architecture. However, different systems need to
associate functional, behavioral and system properties with the architecture. With the Unified
Modeling Language v.2 (UML 2), some ADL proposals are profiles that extend UML by means of
stereotypes that extend structural elements with additional properties and constraints.

9 http:/ /fractal.ow2.org/tutorials/he lloworld.html
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Although very useful, Software architectures and ADLs are not enough: management and
maintenance of these systems still requires great effort [Dewayne E. Perry 2008]

2.3.10Modules vs. Components

M odules are used to structure code, and assuch have generally existed at the programming
level (language-level) [Wirth 1977; Wirth 1992]. In modern frameworks, such as in the case of
OSGi, this is different because, historically, the Java language has not provided amoduleconstruct,
instead Java provides packages which are an attempt at structuring the namespace problem
(packages are private, protected and public to work as pseudo-modules), originally using reversed
internet domain names, although the current trend is to use trademarks. Most propositions for the
Java language orJavaframework 1° to include have aimed at providing components instead of
modules [Aldrich et al.2002]and have not beensuccessfutt. OSGi, on the other hand, has been
very successful butis provided as a dynamic module framework on top of the JVM instead of as a
series of language constructs. It has become the ddacto modular Java solution and provides ad -
hoc modules and components that exist outside of the JVM and the Java language, avading
having to alter the Java specification and retaining compatibility across all Java platforms.
Although we will better introduce OSGi later on in this dissertation, one could argue against

2 &Pz Uw [Uénodliti® @idy large -grained| and say that modularization could be better
achieved at a finer grain-level. However, other Virtual Machines, such as .NET, have created
similar module-like concepts (Assemblies in the .NET framework 12) that are not visible in the
programming language s but serve many purposes, among them, as deployment units.
Furthermore, OSGi is more of a hybrid approach that brings a mix of module, component and
service oriented-architecture concepts simultaneously and with a bit of confusion (we will explain
OSGiin more detail in Chapter 9).

Modularization is important in that it enhances code reuse, thanks to modules being
referenceable from different parts of code or from different applications. Modules are singletons,
their definitions exist once and only once in the framework (except for frameworks that support
multiple versions of modules that coexist!3, which is generally not the case), there is no notion of
instances of modules. The analogy towards operating system libraries is illustrative. Modules, just
as shared libraried which are loaded, initialized and shared among different processes| are only
loaded once. Private libraries, being a particular type of module where the module is loaded into a
xUPYEUI wUI EUDOOwWOI wUOT 1 w x Uférént dihtezthleum®dul® © BadeduakdU 1 w U O
initialized once for every program that requires it. Even so, it should be noted that this is not the
same as an instance, since private libraries are loaded and initialized still only once per-process.
Furthermore, it is interesting to see that the developer of the library statically determines if a

10 Jtis important to distinguish betwe en the Java language and the Java Virtual Machine. Many languages run on
the JVM, both interpreted (e.g, Jython and Groovy) and compiled (e.g, Java and Scala).

11 Project Jigsaw (proposed for Java 8http://openjdk.java.net/projects/jigsaw/ ) is an attempt by Sun, and now
Oracle, to provide a standard module system for the JDK. Jigsaw, apparently, would not be visible att he application-
level.

12 http://msdn.microsoft.com/en -us/library/k3677y81(v=vs.71).aspx

13 For example, Erlang provides modules and can dynamically move newre quests fromone version of a module to
the next [Virding et al. 1996].
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library is shared or private beforehand, a user has no say in this. Thus, a library is programmed to
be shared or not.

There is confusion as to what constructs may betterprovide for modules and/or components,
whether it be a class or a package, visibilty and scoping, super-packages, or some other
import/export mechanism, and what constructs should be avoided [Pfister and Szyperski 1998;
Szyperski 1992] Differ ent approaches have been proposed with varying results. When analyzing
the propositions, component approaches are common for object-oriented languages (e.g, C#, Java),
and modular approaches are mostly proposed for procedural or functional programming
languages .9, Pascal/Modula, Erlang).

The differences and similarities between components and modules are a matter of
discussion. Szyperski mentions that both modules and components are about partitioning
software. Furthermore, he establishes the following:

Where modules partition the implementation description of software systems, components partition
the systems themselves. It is clear that the independent existence of a component implies the
existence of an independent description of its implementaktant is, componentizing a system
naturally leads to modularized implementation descriptions. The inverse does not generally hold,
though. Quite the contrary, blobs of bits are fused fommpilationsteps in linking stages.
Whether the source was modulamnet is not relevant, but it has no effect on the fact the blob is at
best a single component. Modularization does not necessarily lead to componentization. Whether
the source used at construction time was modular or not is relevant for many reasatisalsuto

impact on the fact that the resulting blob, is, at best, just a single component. In other words,
modularization does not necessarily lead to componentization.

[Szyperski 2000]

In general, a module should encompass a series of cohesive classes and should bleosely
coupled to its external dependencies. Modules may require initialization ( i.e, an initializer), a
single piece of code that is to be executed before using the module, and finalization (.e, a
finalizer), which are to be executed once they are nolonger used and before they are removed.
Initialization and finalization are commonly used with physical devices.

In practical terms, when using a module an explicit dependency needs to be declared
towards it (possibly including the version or range of acc epted versions, among other metadata),
making a module a code-level construct (albeit in C a module is implicitly created and is formed
by the practice of using separate files, no clear module construct exists) and also a deployment
construct (think of lib raries such as dll, .a or .sowhich are loadable modules).

There is reason to have modules and componentscoexist, each with their clearly defined
tasks. In our view, code and resources are contained in modules, which are deployment units that
can deployed dynamically onto the framework , and are used to construct the components. A
component definition can be spread over many modules, and modules may participate in more
than one component definition. Once a component is complete (i.e, all its code is there), it can be

instantiated and provide s services.
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Chapter 2 Background

2.4ServiceOriented Computing

Service-oriented computing (SOC) [Papazoglou 2003; Huhns and Singh 2005]is a paradigm
that defines a service as the fundamental unit for application design. Services are seltdescribing
components that support composition of distributed applications. Among the objectives of SOC i s
to define and reduce dependencies between functional units and to promote substitutability. By
reducing dependencies, each element can evolve separately, so the resulting application becomes
more flexible than monolithic applications. SOC is based on thr ee actors:

1 Aservice provider offers a service.

I Aservice consumer uses a Sservice.

9 wUIl UYPEIT wUI T HPUUUawl OOEVUwWUI UYPEIT UzwUxI EPI PEE U/

Services are described using a service specification, which is a description of its fundionality

(i.e, a service interface), and which may include its non-functional characteristics and semantics. A
service provider publishes its service specification and the reference to the service implementation
using the service registry. Consumers may search for services using the registry and then invoke
them once they have a reference to the implementation (called servant in distributed object
oriented frameworks) . This provides discovery, selection, binding and composition of services.
Figure 4 depicts the interactions that take place in a Service-Oriented Architecture (SOA). The
service registry is a role always played by the framework, while the service consumer and provider
are roles played by components. A subtle differen ce between the basic SOA and a dynamic SOA
concerns the notifications from the service registry towards the service clients. These notifications
are independent of the lookup, and may arrive at any time informing of the registration and
withdrawal of servi ces. Service clients can thus choose the most suitable service provider
dynamically .

Service

Client | |
| |
! I
! I

Component

Figure 4: The Service Oriented Architecture

In general, SOC provides the means to achieve substitutability, which is the basis for
dynamism, by supporting the following properties that are exploited for dynamic applications:

9 Loose coupling: a consumer needs only to know what is specified in the service
specification.
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2.5ServiceOriented Components

1 Late binding: a consumer may consult the registry at any time to bind to a service
implementation.

1 Dynamic resilience: service consumers do not rely on the same service implementation
being returned.

1 Location transparency: providers and consumers are oblivious of the underlying
infrastructure.

In order to build complex service -based applications it is necessary to compose services to
provide higher -level services. Furthermore, service providers may require other services in order
to operate correctly. This entails service-dependencies, where providers publish their services
when their dependencies are met, and they may retreat them when not.

Service-oriented applications require additional attention because of inherent dynamism,
making them difficult to implement and error -prone. The complexity involved has led to
component-based approaches that use the SOC concepts but advocate the separaticof-concerns
principle. The next section describes how SOC concepts are merged into component models to
provide dynamically adaptable software systems.

2.5ServiceOriented Components

As we have seen, CBSE provides us with a divideand-conquerapproach to reducing
application complexity. By structuring software into modular units with clearly defined roles and
interfaces, we facilitate the construction of compatible implementations. Replacing parts of an
application comes down to choosing a compatible building block and integrating it. Initial
approaches using components defined the architecture of the application at design-time and
compile-time introducing tight coupling between components, making it di  fficult to replace them
at runtime. Newer techniques have provided mechanisms for achieving this at runtime but still
lack a level of flexibility that the component approach tends to inhibit. One current limitation we
find is that when constructing applica tions we choose a specific implementation and not a desired
functionality. Late binding may partially solve this by performing the component bindings at
runtime; however, code is still coupled to a given implementation. For example, when choosing a
logger for an application, normally we would specify requiring Log4jinstead of being more general
and specifying a Persistent LoggerOf course, one could use an additional layer of indirection,
perhaps with abstract factories, but if we need to do this for each case, we end up with
cumbersome solutions (e.g, factories, abstract factories, multiple approaches). Using the Service
oriented Computing approach, we delegate to a centralized entity decisions regarding finding and
instantiating required functionality. The application now becomes specifiable at a higher-level, that
of functionality instead of implementations, and this increases decoupling and flexibility. Service -
oriented Components are the result of applying the Service-oriented Architecture to componen t
models, bringing more flexibility and increased decoupling.

A component is a software package that encapsulates a set of functions or data. Components
can be seen as blackboxes whose functionality is expressed by clearly defined interfaces
[Szyperski 1997] These interfaces are used to connect components for communication and to
compose them to provide higher-level functions. The interface acts as the signature for the
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component, consumers need only know the interface and can be naive of its implementation.
Cervantes [Cervantes and R. Hall 2004] presented the general principles of the ServiceOriented
Component Modelwhich we have come to appreciate as an SOA extension to component based

development. The proposed principles are the following:

1 A service isaprovided functionality.

1 Aservice is characterized by a Service Specificationthat describes its syntax, behavior, and
semantics.

Components implement service specifications.

The service-oriented interaction pattern is used to resolve service dependencies at runtime.
Compositions are described using specifications.

Service specificaions provide the basis for substitutability.

= =4 -4 -

The model that results from these principles promotes service substitutability because
compositions and dependencies are expressed in terms of specifications. This makes it possible to
develop constituent services independently as well as have variant interchangeable
implementations. As in SOA, locality is largely irrelevant. In centralized implementations ( i.e,
single memory space) such as OSGi, a component may provide a service but internally act as a
proxy, transparently providing distribution. The selection process for service -oriented components
occurs at runtime. Component instances are resolved (and possibly created) by the execution
1 OYPUOOOI OUWEOGEwWUIT 1T wEx x OPEEUD OO w U U endiés dre saiisied w 0T 1
The service-oriented component model is thus flexible and powerful. Recently, an industrial effort
called ServiceComponent Architecture (SCA) [Marino and Rowley 2010] has been trying to

standardize a technology agnostic srvice component model.

[2.5.1Abstraction levels

Dynamism relies on the service-oriented computing paradigm (i.e, consumer, provider,
registry, service specification) to provide substitutability Depending on the specific
implementation technology, concept mappings may vary, but here we provide an overview of
implementations using the object-oriented paradigm. Although explained previously in th is
chapter, we will go over three main concepts:

Deployment unit or module: is used for installing, updating and removing components. A
deployment unit provides component types (and other resources) and contains me tadata related to
dependencies andfeatures.

Component type: is the component specification. It defines the implementation of services
ECEwWUT 1 wEOOXxOOI OUzUwWET x1 OEI OEPI UwpEawlOl EOUwWOI wUl
implements services, itis UUT EwUOWUEUPUT awdOUT T UWEOGOxOOI OUUzwUI U

Component instances: these are theruntime entities that are composed during execution. A
single component-type may be instantiated many times. Components are bound (i.e,, bindings) in
order to commun icate (.e, invoke services), letting them perform calculations, share data, etc.
Component instances are the functional units that implement and provide services at runtime.
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2.5ServiceOriented Components

'2.5.2Mapping components to objects

Service-oriented component-models are usually writ ten in object-oriented languages.
Component abstractions are not natively supported by many platforms (e.g, .Net or Java),so they
exist in amore or less transparentmanner depending on the underlying framework or language?4,
the abstractions being used, and the development model. It is important to visualize component -
to-object mappings to better understand the dependencies that exist, which go further than clear -
cut service specifications. These mappings become more interestingin centralized component
models because they show datatypes and service references that are shared among component
instances. There are two concepts we are interested in that affect dependencies: class and object
definitions.

Class definitionsare the basic unit of design in objectoriented programming. They specify
attributes and methods, which make them a mix of data and behavior in an encapsulated entity.
Developers are constantly dealing with classes when creating components. They write glue -code
classes® for binding and assembling components and they directly create their component
abstractions by means of classes$ O1 O1 OUUwi UOOwWUT 1 wEOOx OOI OUWOBET OC
business functions, the actors {.e., consumer, provider, registry), services, specifications, datatypes
(including in the specification), are also mapped to their implementations in the object oriented
language. The execution platform ( e.g, Java, .NET)does not distinguish between a type of object
that represents a component, service or datatype, they all consist of the same abstraction.

Object instancesre the instantiation of classes. Theseruntime entities hold the state of the
application. There is no mapping that tells us that an object belongs to a specific component
instance or component type since these abstractions are generally not reified by the framework.

In Figure 5 we show the abstraction levels that exist in service-oriented component
frameworks at runtime, along with their implementation mappings to the object orien ted
paradigm. The deployment and design levels show higher abstractions and are the views a user
will generally work with. At the deployment -level we see modules {.e., deployment units) on the
framework and we can manipulate them, including installation a nd removal, which are the two
basic primitives. Modules contain component types (i.e, component definitions), which are
instantiated by the framework to create component instances. Component types and component
instances are also commonly reified when a user requires more details at runtime. Component
types are in fact a set of class definitions. At the class level, classes inside modules may reference
classes from other modules. This is common, for example, for datatypes which are specified in the
service specification and shared. These crossreferences of classes exist precisely because of data
and implementation sharing. At the runtime level, we show object instances and how they
reference objects that are defined by classes in different modules. Referenes can be entangled
between modules even when we follow a service-oriented computing approach that promotes
loose-coupling. The dynamism lies on the runtime view where, although not illustrated here, the
service providers could come from different modules and also be replaced during application
execution. As a note, we provide an outlined module in runtime and design view (dotted

14 Some projects such as DarwirfJeff Magee and Jeff Kramer 1996] ArchWare [Oquendo et al. 2004]or [Odersky
and Zenger 2005]have attempted to remedy this.
15 |n newer approaches, containers or frameworks handle much of the glue -code transparently for the developer.
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rectangles) as a reference to which module the elements came from, but this abstraction is not
actually reified beyond the deployment view. We have also included color coding to show that
classes, and hence objects, can later be referenced by other modules which will help understand
the issue of dangling objects and static dependencies we will explain later. Furthermore, the
combination of the IPOJO component model and the OSGi platform provide similar concepts for
centralized application in the Java framework.

, Service-Oriented Component Model | Object Oriented Implementation
------------------------------- o o= e e e e o e e o o o o e e e o om
Service Component instances 1 Object instances
1 T T T e T T .
T T Y T Y T Ty T T 1
| v GEERC 1
. I | | emmme 1
Run time = | '
view ! 1
| ‘:f-H I
| [ 1
1
1
_______________________________ r

Service Component Types
[ B S I I
|

-

Design time
view

sloe

f
|
|
“

Deployment
view

EXECUTION FRAMEWORK

Deployment unit repository

Deployment platform

Figure 5: Abstraction levels in service -oriented component model implementations

2.5.3Dependencies

Dependencies areone of the primary constraint s to performing dynamic reconfigurations.
Missing dependencies affect the lifecycle of components because they cannot run if their
requirements are not satisfied. Implementation code is provided by modules in th e form of
component types, and the granularity of updates is the module itself. Changing the architecture at
a finer grain (that of component instances) is possible, but since no new implementation code is
provided, the changes are limited to creating (or destroying) new instances and changing bindings.

For the sake of this work, we have defined the concepts ofimplementation dependenciggich
are static, andservice dependenci@gich are dynamic. These concepts will be further developed in
our proposition.
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'2.5.4Dependency types

Two types of inter -component dependencies have been previously identified for systems that
allow loading components at runtime: prerequisitesind dynamicdependencig&on and Campbell
2000] They are similar to our definitions of static and dynamic dependencies, respectively
EOOEI UODPOT wUT 1 PUw BOx EE U wirdiditiéh OWexsPelify @ UHitg leve ofi 1 E a E (
dependency, which we call resource dependencyvhich is not limited to inter-component
dependencies since it may depend on things provided by the environment.

Static dependenciexxist when a reconfiguration requires restarting and reinitia lizing the
module, causing its full state to be lost and all its components instances to be destroyed. Because
the units of deployment are modules, and implementation dependencies are handled at the
module -level, the module is clearly the granularity that is directly affected. State-loss and instance
destruction are required when a module imports implementation code from another, and the
provider module changes. For example, if module A requires classes from module B, and B is
updated, we must also update A to use the newimplementation of B. This type of dependency is
common for datatypes specified in service specifications and for modules that provide libraries.
Implementation dependencies are always mandatory for a module to operate correctly (i.e, they
are prerequisites) EOEwW EUTl w EOUUOAWET EEUUT wUOT T AwEEUUTI wUT T w
component instancesqpb i DET wl O OE w U dtate)wihenxciiabgestate Bpplied, U

Dynamic dependenciese those where a reconfiguration is possible without restarting the
module and loosing state. These dependencies occur at the service level and benefitlirectly from
the principles of service-oriented computing. Required services may be optional, degrading
functionality of client components when not available. Dynamic dependencies affect the
component instance and cause rebinding to a compatible service if a change occurs. If no
compatible dependency is found and the service is mandatory, then the component instance is
stopped, and its provided services removed from the registry until its dependencies can beonce
again resolved.

Resource dependencigsnerally regard configuration, and can beeither static or dynamic. For
example, a communication port, according to how the component is implemented may be static,
and require re-initialization of the module to change, or may be dynamic having the component
internally handle the change. Also, a port may not be used by two components simultaneously, so
declaring these dependencies hel avoid conflicts at runtime. Other examples include hardware
devices and files. In general, these dependencies specify if the resource they require can be shared
or not (e.g, a file might be read simultaneously) and if the dependency is static or dynamic. The
effects at runtime are the same as for static dependencies if the resource is static and dynamic
dependencies if the resource is dynamic.

2.6 Conclusion

We have given a short overview of the background concepts recommended for
understanding this dissertation. We have shown that components are an inherent part of software
architectures and that there are many concepty at different abstraction levels| that must be
managed when building dynamic applications.
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Much has been gained from the move to components. Component based software help us
tackle complexity, and to prove it, we can take a look at the size of software and confirm that we
have moved from large software being thousands of lines-of-code to being millions and tens of
millions of lines -of-code.

Components themselves have also largely benefited from the increased decoupling
introduced using services. In general, programming using a service -oriented component model
increases application resiliency, substitutability and reusability . This is partly because service-
oriented components are developed with fewer assumptions regarding the availability of their
dependencies, which may disappear at any time, and because they are developed using common
specifications and interfaces that make them easily replaceable

Moreover, we have started to see if current frameworks sufficiently support the construction
of dynamic applications. Unfortunately, there are still many shortcomings in current frameworks
in order to properly handle dynamism. As we have seen, it is possible to introduce and tolerate
dynamic behavior using service-oriented components, however, this is not done while covering the
various abstraction levels simultaneously. Indeed, dynamism is a transversal concern that affects
design, source code, packaging, deployment and execution of software. A framework that
integrates and handles dynamism across these levels is still missing.

In our mind, a framework for the support of dynamic applications should provide at least
the following functionality:

1 General suitability. The framework should s upport single and multi -threaded
applications in order to exploit the underlying resources and to provide better
reactivity. Components should be allowed to freely create internal threads and allow
threads to cross component boundaries. Reentrant invocati ons (i.e, cycle callst calls
that include the same component more than once) to components should be allowed,
permitting cyclic architectures. Stateless and stateful objects should be permitted .
Blocking calls should also be permitted (calls that under some circumstances block
the calling thread).

1 Correctness. Theframework must ensure that dynamism results in a correct system
and that corruption does not take place.

1 Consistency. The programming model should allow safe -stopping components to
ensure consigency and avoid corruption.

1 Minimal impact on execution. The framework should maximize availability and
minimize the nu mber of components impacted by dynamism . Requests currently
running in the application should be interrupted as little as possible. Furth ermore,
state-loss incurred from component removal should also be avoided when possible.

1 Maximum transparency. Application developers should not be burdened with all the
intricacies involved with each dynamic reconfiguration. A clear programming model
should be established in order to ensure that components follow the minimal
requirements for dynamism . Although complete transparency is not possible
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because it leads to inconsistencies, the impact on source code can be mitigated.
Furthermore, dynamism should be separated from business logicwhere possible.

Proactive and reactive change. Theframework should tolerate top -down changes that
are under its control, as well as bottom-up changes to which it must react.

Unexpected dynamism. Developers and architects should not be forced to identify all
origins of dynamism . On the contrary, they should be allowed to constrain dynamism
to certain parts of the software while allowing more flexible changes in others.

Recovery. Should inconsistencies or corruption be intro duced into the system because
of dynamism, the framework should automatically recover and re-establish normal
system execution and correct behavior. Such examples includeunexpected sources of
dynamism, such as component failure s, disconnected physical devices, failed remote
services.

Impact analysis. Analyze the collateral impact of a dynamic change event .qg,
update, substitute, remove).

Change impact analysis. The collateral impact, or side-effects, of dynamism (e.g,
component update, substitute, removal) must become explicit because asingle
change to an individual software component will, evidently, affect its dependents, but
less clearly it may have cascading effects across the application. Indeed, one
component can affect the entire application. The impact of each change should be
calculable before it occurs.
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Chapter 3

Software Evolution

"The reasonable man adapts himself to the world. The unreasonable man persists in trying to
adapt the world to himself. Therefore, all progress depends on the unreaswarable
| George Bernard Shaw

Evolution is a crucial process for all living creatures. According to Futuyma in his book on
evolution [Futuyma 2009]O aewv@lution is the change over time in one or more inherited traits found in
populations of individuals. The theory of evolution explains that all li ving organisms have evolved
from a common ancestor. The diversification and variations of life are described by Charles
Darwinas ? 1 OEOIT UUwi OUOUwO O U U wE [Ddvin 850] (E¢uiutiodistne@ddss Gorup O OE |
speciation. This has led to an enormous quantity of both, highly specialized and more generalized,
yet very diverse species. Speciation happens because living creatures need to adapt, and they
adapt because they need to become better suited to their environment. Because all life is under
these pressures, there is an effort toadapt quickly and to gain an edge in each environment. The
well adapted are more likely to survive, and those who stop adapting or have less beneficial traits
perish, which is otherwise known as Natural Selection

Software is not living in the same sense & species. Furthermore, it does not suffer from the
decay problems that hardware face. It is intangible in this sense. Yet, software suffers from
continuous external pressures to change. The power and logical flexibility of computing systems,
the extending technology of computer applications, the ever -evolving hardware, and the pressures
for the exploitation of new business opportunities all make demands [Belady and M. Lehman
1976] Thus, software, much as living creatures, must also evolve or perish.

In this chapter we present the state of the art of software evolution. Software evolution is, in
many senses, the precursor to dynamic software evolution, and as such, it is a precursor to
building dynamic applications.

3.1Definitions for software evolution

The Merriam -Webster dictionary defines evolution as ? Ew x UOET UUw O1 wET E O1
dirl E U bA@ISter New World Dictionary definesitasa? x UOET UUwOIT wET YI OO x Ol
EWEOOXxOI Rwi OUOOwWOUWOI wi UEEUEOOwWxUOT Ul UUmbegd wET
definitions are, in each case, very general and can applyto much more than just software. Their
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generality lacks precision. Mittermeir mentions that evolution is neither revolution (a complete,
pervasive, radical change) nor complete stand-still [Mittermeir 2002] , which is important in putting
evolution into perspective. It is a more fluid ¢ oncept, where one can find endemic change.

M. M. Lehman, who focused much of his research on understanding of software evolution,
provides the following definition of evolution:

?a Z 6 process of discrete, progressive, change over time in the charastertstibutes, [or]
properties of some material or abstract, natural or artificial, entity or system or of a sequence of
U 1T Ul wgET EOT 1 U¢~35

[Cooket al.2006]

Regarding software evolutionthere is no single accepted definition [Mittermeir 2002] . There
have been two main fronts on the study of software evolution, 1) the whatand why, and 2) the how
[M.M. Lehman 1980]. The former has focused on the properties of evolution, its causes and
identification of its drivers. The latter, concernedwith howevolution works, studies the activities,
methods, tools and technology to provide the means to control software change [Meir Lehman and
J. Ramil 2001] Both views are complementary, though the latter is more common. However, to
master the technology and justify the deployment of good practice in industrial processes,
understanding the what and why is also important. Such understanding provides insight into
achieving the goals of the how.

The following table, known as LehmaO 2UtiE b Wi QdbuE2U | w $ ¥ @ajotidairidudion
to identifying the causes and processes of this complex phenomenon. The eight laws are
summarized in Table 1. They describe a set of generalprinciples for the evolution of software
systems. Their purpose is to capture knowledge about the common features of frequently observed
behavior in evolving software systems.

Systems must be continually adapted else they become progressively

| Continuing Change (1974) less satisfactory

As a system evolves, its complexity increases unless work is done to

1 Increasing comple xity maintain or reduce it 16

The evolution processis selfregulating, with a distribution of product

111 Self-Regulation (1974 . .
9 ( ) and process measures over time that is close to nomal

Conservation of . - . . .
The average effective global activity rate in an evolving system is

v Organizational Stability e s NV
POYEUPEOUwWOYI| UWwEwxUOEUEU
(1980)
Vv Conservation of Familiarty | During the active life of an evolving system, the average content of
(1980) successive releases is invariant
L The fi ti I tent of t t ti lly i t
VI Continuing Growth (1980) e functiona cgn gn of a sys.em n_1us be gon.lnu.a y increased to
maintain user satisfaction over its lifetime
. ) ke hol ] i h lini [ I i I
VI De clining Quality (1996) Stakeholders will perceive to have declining quality unless rigorously

maintained and adapted to its changing operational e nvironment

The evolution processes constitute multi-level, multi -loop, multi -
agent feedback systems and must be treated as such to achieve
significant improvement over any reasonable baseline

Feedback System (1974

Vil 1906)

Table 1: Laws of software evolution adapted and simplified from [M M. Lehman et al. 1997]

16 For example, refactoring is a common method of reducing complexity when systems grow.
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Our work has focused on the how of software evolution. As such, the rest of this dissertation
will be related to the technologies, techniques, tools and methods for achieving software evolution.

3.2 Software Maintenance vs. Software Evolution

Software maintenance and software evolution are often considered to be synonymous with
one and other. This is in part, as explained before, due to the lack o consensus regarding their
definitions, and, possibly due to the only recent success of software evolution as a discipline in the
software engineering community.

Software maintenance was popularized by the Waterfall life -cycle introduced in 1970 by
Royce [Royce 1970] In this process, maintenance is the final phase. Only bug fixes and minor
adjustments are supposed to take place during that phase. This view lasted a long time, it even
influenced the IEEE 1219 Standard for Software Maintenance [Mamone 1994], which defined
software maintenance as:
?200EDPI PEEUPOOWOI wEwWUOT UPEUI wx UGEUEUWET Ul UWET ¢
attributes, or to adapt the prabE UwU O wE wOOE DI Bl Ewl OYPUOOOI O6UB »
The limitations of the Waterfall process took some years to become apparent. Namely, the
model is too strict and inflexible, and it should not be assumed that the requirements are known
before starting the software design phase or that they do not continue to change during the
UOI UPEUI ZNens@aoiB]l Farr@atelyunewer software processes that increase flexibility have
been proposed and are quite popular, such asextremegprogramming[Beck 2000]or Scrum[Schwaber
and Beedle 2001]

More recently, the ISO/IEC 14764 IEEE Std 14762006 defined software maintenance as:

The totality of activities required to provide cestective support to a software system. Activities
are performed during the prdgelivery stage (planning for pedelivery operations, supp@bility,

and logistics) as well as the paldlivery stage (software modification, training, and operating a
help desk).

[ISO/IEEE 20086]

Mens argues, from a linguistic point of view, that use of the term software evolution, as
opposed to maintenance, is preferred because of the negative connotation of the latterterm.

? ,aintenanceseemsto indicate that the software itsalfeiriorating which is not the case. It is
ETEOT 1 UwbOwUT T wi OYPUOOGOT OUwOUwWUUT Uwdl T EVwUT E
[Mens 2008]
From an engineering perspective, software evolution encompasses the activities of software
maintenance. Maintenance activities focus on keeping a product operational and usable. They

correct faults, improve performance and make changes to prevent problems. However, new
features are not considered maintenance they are normally considered evolution. Many projects
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use semantic versioning (e.g, Apache!” or OSGit8) to reflect the differences between maintenance
activities, such as bug fixes, which change only the minor version number, from important changes

such as new features, which are an evolutionary activity and change the major version numb er.
Changing the major version number generally also indicates that the specification for the

component is no longer compatible, which implicitly implies evolution.

In short, evolution involves substantial changes at both an individual component -level and at
an architectural-level. Maintenance involves minor changes, mostly in individual components. As
such, maintenance can be a part of evolution, but not the other way around. Evolution is more
general than maintenance. To integrate evolutionary changes int o software it is necessary to handle
them at an architectural-level.

3.3Evolution as part of the development process

Several authors have usedsoftware evolutioms the term of preference to refer to the phases
starting from the initial creation of the softwa re until its retirement. Several methods, including the
Staged model [Bennett and Rajlich 2000]and Agile Software Development [Schwaber and Beedle
2001] have been introduced that consider evolution as an important process to software
development.

3.4Evolution and System Architecture

The relationship between evolution and architecture is an interesti ng one, since changing an
architecture can influence the overall system, making it evolve. The IEEE Standard 14712000

provides an interesting definition of architecture that mentions evolution:
2371 wi UOEEOI OUEOwWOUT E O BrécEnp@nén,uh@ir relefioshipa tt) €aichO wi O
OUT 1T UOWEOQGEwWUOwWUT T wl OYPUOOOI OUOWEOCEwWUT 1T wxUDOE
[M.W. Maier et al.2001]

Thus every system has architectural properties, which may be deliberate or accidental. In
either case, they crystallize assumptions about the expected evolution of the system. However, the
1 YOOUUPOOwWUT EUWEEUUEOOAWOEEVUUUVUWOEAaWOOUWET whkl E
expecting at the tme wl | OWEUET PUI EVUUUEQWET OPEI Uwbi Ul wOEEI
incorporates assumptions about the real world that no longer hold and the discrepancy cannot be
OYI UOOOOI EOwUT T OwUT T wUauUl OzUwWUUEOI T O GdchitgdiingO E a w E
the system. If a software system models a realworld domain, there will always be a risk that this
situation could arise.

o O

u
u

17 http://[commons.apache .org/releases/versioning.html
18 http://www.0s gi.org/wiki/luploads/Links/Semantic Ve rsioning.pdf
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3.5Conclusion

Software evolution is a very large discipline of study, that, as of recently, covers much of the
software developm ent process. There are two general groups d research on software evolution,
the whatand why U wE O EQ$ &lthbugh our interest is in the mechanisms and tools to achieving
software evolution, the why we evolve software is important in providing a solu tion that is
practical, usable and feasible.

We provide our own definition of software evolution:

Software evolution is the activities that adapt software by correcting, improving, extending or
reducing its functionality to satisfy the ewvehanging requiementestablishefly its users and by
its environment.

Finally, if we accept the fact that software architecture and software evolution are strongly
linked, taking dynamism into account at the architectural level is anatural step in the process of
supporting software evolution. We conclude that architects should define the application z U
architecture with dynamism in mind. The design environment should support the architect by
calculating the extent the proposed architecture will be capable of accommodating dynamic
change, and conversely, assist the architect in finding ways to better resist and accommodate
dynamic change. Clearly such support does not exist today and is an important objective of our
work.
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Chapter 4

Dynamic Software Evolution

61 EUZ UwU OteciuerE U1 wE
"It's the stuff that will be hard to change™
| Martin Fowler

Many systems are deployed by companies that require them to be constantly available.
Halting software to make changes, such as updates, bug fixes, add new features, or other
enhancements cannot be afforded. Such services may include life-critical systems, financial
systems, telecommunications, and air traffic control, among many others. Therefore, techniques
are needed to change software while it is running. This is a very challenging problem and is
known under a variety of terms, such as, but not limited to, runtime evolution, runtime
reconfiguration, dynamic adaptation , dynamic upgrading , hot updating and, our preferred term,
dynamic evolution.

However, updating the executable code is the last step of software evolution. As we saw
before, all artifacts produced during the entire life of a software are subject to change, including
source code, requirements and executable code. In thisdissertation, the focus will remain on
adapting a systemz UWEUET BDUI E U Uhbsewltadytsal Eurtim@ a B O1

4.1From code to execution

To help understand where dynamic software evolution occurs, it helps to understand the
processesthat are necessary for the construction of software systems. Software is organizel into a
set of modular units be it classes, components, files, procedures or so forth. The source code that
composes these units is compiled into a target language (often binary) by a compilerfor it to be
executed. Separate files are generatedife., searate compilation) for each module (e.g, Java class
files, C object files), which a linker can then use to construct a final executable binary or a library
(e.g, .dll, .so, .a) if desired. Each module header has a symbol table with information that defines
its dependencies (.9, shared libraries).

When running an application, the process of dynamic linking takes place. This is in fact
different from the previous linking phase, a dynamic linkeris a special loader that loads external
shared libraries into a running process and then binds the shared libraries dynamically to the
running process. Dynamic linking is operating system dependent.
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4.2Introducing changes at runtime

In the case of interpreted languages the compilation phase does not occur, an interpreter
program reads and directly executes the source code. Some hybrid systems, such as Java and .NET,
use a mix of compilation and interpretation. The languages are compiled to an intermediate format
(e.g, bytecode), which is then interpreted by a virtual machine. Furthermore, in Java dassloading
is lazy, i.e. classes are loaded only when needed and not earlier.

In this environment, to introduce changes to a program, first, the source code must be edited
and then recompiled. The binary code generated must be relinked to generate a new executable.
The old executable program must be stopped in order to start the new executable, causing
application downtime. This is necessary because the new binary has changed symbols and
references. This process is known asffline or static evolutim because the system is restarted.

Static evolution causes the current state of the program to be lost, as well as all open
transactions. In addition, the application becomes unavailable during the time it stops and restarts.
Some solutions have attempted to address this issue by using redundancy (another application
takes on the load) and performing soft-restarts to avoid current transaction losses (where the
application stops accepting new transactions but finishes current ones). Other research has
addressedthe fundamental issue of introducing new changes at runtime.

The phases we have explained have been categorized according to when software changes
are applied. At least three categories are apparent, based on when the change specified is
incorporated into the software system. Specifically these are:

1 Static. The software change concerrs the source code of the system. Consequently, the
software needs to be recompiled for the changes to become available.

1 Load-time. The software change occurs while software eements are loaded into an
executable system.

1 Dynamic. The software change occursduring execution of the software.

In this dissertation we will be focusing on dynamic changes, i.e, changes applied at runtime.

4.2 Introducing changes at runtime

R.S. Fabry introduced the need for updating systems at runtime [Fabry 1976] In his article,
he mentions the cases where updating a module is easy €.g, the modules does not have
permanent data structures and the interface does not change), to those where updating is more
complicated (e.g, the module uses permanent data structures) and he provides a solution to the
OEUUI UBw' I wEI UEUDE I Uarktruding & § Sdmunsudhuelna Pthbabtite prageathé and®
Ul 1 WEEVUEWUOUUEOUUT UwkT PET wUOT 1 a wOE OFE TFdbry Eoledthe | WE T
process asonthefly program modification

Other terms have emerged since the work of Fabry, yet their goal (and sometimes their
solution) is similar. To mention a few, there is dynamicprogramupdating [Segal and Frieder 1988]
dynamic changemanagemerjt]). Kramer and J.Magee 1990] on-line versionchangg¢Gupta et al.1996]
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runtime evolution[P. Oreizy et al.1998] dynamic evolutiofMalabarba et al.2000] live updating[Y
Vandewoude and Y Berbers 2004] or online evolutiofQ. Wang et al.2006}

4.3 Dynamic software evolution definitions

Kramer and Magee provided, albeit in an informal way, in their article that introduces
guiescence, a definition for what we consider to be dynamic evolution:

?22%YOOUUD O maWRvalvE inddlifichtions or extensions to the system which were not
envisaged at design time. Furtimeore, in many application domains there is a requirement that
the system accommodate such change dynamically, without stopping or disturbing the operation of

those parts of the system unaffected by the change.
[J. Kramer and J. Magee 1990]

Their view on evolution gives us insight. They see evolutionary changes as unpredictable or
unforeseeable at design time. Furthermore, they place emphasis on the need to apply changes
while minimizing disruption.

Wang provides a clear description of what dynamic evolution is:
2. 00DPOI wUdIi U P inddf softwar® €dluild hdd upbdiesitnniay programs without
POUI UUUxUDPOOwWOI wOi I PUwI BT EVCUDOOG
[Q. Wanget al.2006]
3T T awlUl wOT T wOl aPOUEUWRUUOODOT wxUOT UEOU? WEOE w?
are the target software sygems, while no interr uption is the constraint from the end user. They

explain that during an evolutionary process, requests should not be refused or canceled, but the
guality of service may decline a little.

Although there are other definitions, by many such authors, most of t hem are lacking, either
by being too specific or by being too abstract and not addressing the issues at hand. Other
definitions relating to dynamic updating or live updating tend to gravitate around updating single
modules at a low level. It has been argued that approaches like these, focusing on programmingin-
the-small [DeRemer and Kron 1979, are too low a level, too detailed and impractical due to tight
coupling of program elements. Instead, approaches at the component-level (programmingin-the-
large) should be used [J. Kramer and J. Magee 199Q]We provide the following definition for
dynamic evolution:

Dynamic software evolution is a guided continuous process of change that enhances, improves,
I 301 OEUwOUwWUI EVUET UwUOI UPEUI zUwi UOCEUPOOEODUA wt
execution, while minimizing the perceived impattervice interruption.

In this definition, we would like to make evident a couple of terms we have chosen.

1 Evolution should be guided; there should be an objective to the changes that the
software should attempt to attain.
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4.4Dynamic software evolution characteristics

1 Evolution is a continuous proce ss of change.
9 Dynamic evolution is performed on a running application, without stopping it.

1 The impact of changes should be minimized.

4.4 Dynamic software evolution characteristics

There are many different attributes or characteristics regarding dynamic evolu tion. We have
touched upon a couple of them, such as when evolution may occur (e.g, runtime). Buckley et al.

[Buckley et al.2005] have proposed a taxonomy of software change. Their taxonomy is focused on
the larger picture of software evolution, and as such is not exclusive to dynamic software
evolution. We will focus on characteristics of interest to dynamic evolution and specif ically to our
work, and we invite the interested reader to lookup their work for more detail.

Specialized fields have emerged in dynamic evolution that focus on particular attributes.
These fields may be classified by the granularity of their changes (dynamic reconfiguration and
dynamic updating, and by the activeness of such changesrgactive evolution, programmed proactive

evolution, nonprogrammed proactive evolutipn

4.4.1Granularity of changes

The scale of the artifacts to be changedis known as granularity, and can range from coarse
through medium, to a very fine degree. Traditionally, many researchers have distinguished only

between coarsegrained and fine-grained artifacts with the boundary specified as being at file
level. Anything smaller than a file is generally considered a fine-grained artifact [Buckley et al.

2005] Furthermore, most solutions only provide changes at a single granularity -level, leaving open
the possible exploitation of providing fine -grained and coarse-grained changes.
§ CoarsegrainchangesE Ul wET EOT 1 UwUOwWEwWUaUu0i OzUWEUET PUI E
large subsystems or the entire software system.Dynamic reconfigurations a field that

has focused on architecture changes at runtime, by adding and removing components
and bindings.

1 Medium -coarse changesaffect component compositions, modules, classes and all of
their instantiations. Dynamic Type Evolutiors a field that addresses this type of dynamic

evolution. It provides the modification of types at runtime.

1 Fine-grain changes are applied to individual variables, functions or statements.
Dynamic updatingHicks 2001], which are generally language based solutions, focus on

providing these features.

It is noteworthy to mention that higher granularity levels imply changes at lower levels,
since, for example, changing a component implies changing its classes and inner variables. The
inverse is not true; a fine-grained change does not imply that the architecture is different.
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[4.4.2Activeness of change

Software systems can bereactive(changes are driven externally) or proactive(the system
autonomously drives ch anges to itself) [Buckley et al.2005]

somewhere else €.g, a user interface). Support for reactive change enables unforeseen changes
(changes not initially predicted during the design of a system).

A proactive system must typically contain monitors ( e.g, sensors and actuators) and some
logic for self-change based on the information the monitors receive. There are two types of
proactive changes:

1 Programmed evolution: changes are designed into the system and are activated when an
event occurs or a condition becomes true. This approach hasbeen applied to software
architecture and is known as programmed reconfiguration [Endler and Wei 1992] which
uses architecture specifications to determine when a reconfiguration occurs and what must
change. Many projects have taken this approach[Bradbury et al.2004]

1 Non -programmed evolution: changesare automatically created at runtime by the system,
which decides when to apply them. This is the most difficult type of change to evolve
systems, but it is also the most powerful. Few works of research have addressed this type of
change. An example is the work of Sykes on generating reconfiguration tasks from high -
level goals using a double control-loop [Sykeset al.2008]

Both types of change, reactive and proactive, should be supported in order to introduce
unforeseen changes and to reconfigure autonomously. They are complementary and increase the
flexibili ty of the system.

4.5Dynamic software evolution issues

Many (difficult) issues must be handled when dealing with dynamic software evolution. Two
issues that are of importance to this work are:

1. How to deal with stopping artifacts that need to be changed while leaving the system in a
consistent state; and
2. Transferring state from stopped artifacts to new artifacts.

The first problem deals with maintaining application consistency while minimizing the
impact of changes to the system; and the second onestate transfer, refers to the migration and/or
transformation of the internal structure of data and information (otherwise known as state of an

artifact at runtime.

Although many of the concepts presented in this section refer initially to distributed systems,
they are applicable to component-based systems, either centralized or distributed.
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4.5Dynamic software evolutissues

'4.5.1Safestopping of running systems

It is a crucial property to leave systems in a consistent state after a change is performed.
Detecting when it is safe to actually change the sdtware system is key to ensuring a consistent
state. Furthermore, an executing system will potentially have requests that are being serviced at
the time the change is to be applied. These requests should preferably not require cancelation, and
changing the individual artifacts should not lead the application to an inconsistent state (such as
removing an active artifact). For this reason, affected artifacts should be put into a safe stat¢hat
guarantees no inconsistencies will be introduced into the system. In addition, it is desirable to do
this with as little disturbance to the system as possible. In doing so, the primary design concern is
to find the right trade -off between minimal application disruption and timely exchange.

In this section we present the various approaches for achieve safe reconfigurations, including
the main two methods: quiescencand tranquility .

%4.5.1.]Quiescence

Quiescence is one of the most influential criterion for safe stopping. It was proposed by Jeff
Kramer and Jeff Magee in [J. Kramer and J. Magee 199Q]where they presented a number of
requirements to ensure consistency when reconfiguring a distributed system. They represent the
distributed system as a graph, where nodesare processing entities and edgesbetween nodes
indicate communication channels, i.e, a node can initiate atransactionby invoking another node,

and transactions are the only way to affect another nodes state.

connection

Recipient

Figure 6: A connection

A transaction is an exchange of information initiated by one node that occurs between two
and only two nodes, as shown in Figure 6. The node that starts a transaction is theinitiator.
Transactions consist of a sequence of one or more message exchanges between the two connected
nodes. They assume that transactions complete h bounded time and that the initiators are aware
of their completion. Figure 7 shows two transactions, a and b (note that b is composed of multiple
calls), between two parties.

Initiator Recipient
(a)

complete

(b)

>
U —

—p
P —
———
e — 4
Pra—

complete

Figure 7: Examples of two -party transactions.
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3171 Ul zUWE wE b U ihdepdhrderimrtd Oapéntietrarisdctns. A transaction t is said to
be dependent on another transaction u if t can only complete after u has completed. It is said that u
is aconsequentransaction of t.

Kramer and Magee abstract the statug® of an application into a set of different configuration
statuses for each node and consider two main statuses for each node, active and passive, whose
definitions are given as follows:

1 Active status: a node in the active status can initiate, accept, and service transactions.
1 Passive status: a node in the passive status must continue to accept and service
transactions, but:
1. itis not currently engaged in a transaction that it initiated and
2. it will not initiate new transacti ons.

A passive status is a necessary but insufficient condition for updatability because a node may
still be processing transactions that were initiated by other nodes. Therefore, they introduce a
stronger concept:

1 Quiescent status: a node has a quiescentstatus if:
1. it is passive (it is not currently engaged in a transaction that it initiated, it will not
initiate new transactions),
2. itis not currently engaged in servicing a transaction, and
3. no transactions have been or will be initiated by other nodes that require service
from this node.

In the quiescent status, a node is bothconsistentand frozen It is consistent in that the node
does not contain partially completed transactions, and is frozen in that the application state will
not change as a result ofnew transactions.

To change anode Q to a quiescent status we must ensure that no transactions have or will be
initiated by nodes that require Q. This implies that the following nodes will have to be passivated

also:

1 Node Q
9 All nodes which can directly ini tiate transactions on Q, i.e.all nodes with connection arcs

directed towards Q
1 All nodes which can initiate transactions which result in consequent transactions on Q.

Kramer and Magee defined this as the enlarged passive set EPS) of a node Q, denoted
EPS(Q). They demonstrated that, in a system with nested transactions and assuming that these

transactions complete in bounded time, a node Q can move towards the quiescent status in
bounded time if all the nodes in EPS(Q) are passivated.

Quiescenceis sufficient to ensure consistency and it is reachable in finite time (as long as
individual transactions complete in finite time). Quiescence was impl emented in the Conic
environment for distributed p rogramming [J. Mageeet al.1989]and has since become the basis for

19 Kramer and Magee use the termstate instead. As proposed by[Yves Vandewoude et al. 2007]we use the term
status to distinguish the internal state of a node from its relation to the evolutionary process.
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many other systems. Nevertheless, achieving quiescence in a system (with nested transactions) is
stringent and invasive and often causes serious disruption [Yves Vandewoude et al.2007] This is
because every node that may directly or indirectly cause a node Q to service a transaction must be
passivated for Q to be stopped (and eventually replaced). A second important drawback is that
guiescence breaks blackbox design because itassumes that a node has knowledge of whether its
actions are part of a transaction initiated by another node. This increases coupling and hinders
reusability.

54.5.1.2Tranquility

Although quiescence is a sufficient condition for the ability to update running components, it
has a large drawback regarding the impact on the system when enforcing it. It is not sufficient for
the node to be updated to be simply put into a passive state, but all nodes that are directly or
indirectly capable of initiating transactions on this node must also be passivated. This is a serious
drawback because of the potential impact a change can have on the system, possibly bringing it to
a halt. Vandewoude et al.addressed this problem in 2006 when they introduced the tranquility
criterion [Yves Vandewoude et al.2006]

Tranquility 2° reduces the constraints that quiescence exhibits but relies on two basic
assumptions:

1. the original and resulting configuration are valid, and
2. each node should only rely on external functionality.

Tranquility is easier to obtain and less disruptive than quiescence and still sufficient to
ensure consistency before changes.Tranquility exploits black -box design. Tranquility is, by
definition [Yves Vandewoude et al.2007}

Tranquil status (t ranquility ): a node is in a tranquil status if:

1 itis passive (it is not currently engaged in a transaction that it initiated, it will not initiate
new transactions)

1 itis not actively processing a request

1 none of its adjacent nodes are engaged in a transaction in which this node has already
participated and might still participate in the future

To explain what this means, a node that participates in an active transaction can be safely
replaced if:

9 it has finished
1 it has not yet begun
9 itis part of a sub-transaction

In replacement operations, which are the basis for updating software, new transactions that
have not yet begun may be executed by the new versionof the component (thanks to the black-box

20 |nretrospect, Vandewoude et al. mention that a better name would have been Latencybecause thetranquility
condition is not stable by itself, when a node is tranquil all further interactions need to be blocked .
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design principles where implementation details are not known and components rely on external,
public functionality) .

Tranquility is an improvement to quiescence in many cases. Tranquility relaxes some of the
constraints defined by quiescence, which effectively reduces the number of nodes that need to be
passivated. By definition, quiescence implies tranquility because quiescence will passivate many
more nodes than tranquility (including all nodes that tranquility would passivate).  Yet the inverse
is not true, tranquility does not imply quiescence because tranquility passivates less nodes.
Tranquility also adheres to black -box designs, which improve component reusability.

A disadvantage of tranquility is that it does not ensure that the status will be reached in
bounded time. Nevertheless, in practical situations this rarely occurs. In addition, tranquility can
fallback to quiescence in these cases (for example, after a timeout) to ensure the node is passivated
and the system safe ard consistent.

Another drawback is the simplified handling of sub -transactions. Tranquility assumes that
sub-transactions are inherently independent of the enclosing transaction because they are made
independently of the initiator. This independence is not always true. A sub-transaction may use
information that has been calculated by the original transaction, so the sub-transaction is not
independent of its predecessor. For instance, suppose that a nodeX, at time ti has finished its
participation in an ongo ing transaction, and as a result of this participation, the internal state of X
has the valuev. Then, at timeti:ianother node Y, which is engaged in the active transaction, starts a
sub-transaction which involves X and changes its state toY.sAccording to the tranquillity
condition, the node X could be replaced attime ti by a new version. However, if the new version
does not migrate correctly the previous state v, an inconsistency with Y may be produced.

Given these limitations of tranquility, it is im portant that quiescence be given as a fallback.

é4.5.1.30ther approaches for Safe Stopping

Several solutions for safe stopping and updating components for the Common Object
Request Broker Architecture, better known as CORBA, have been provided. Bidan et al.provid e an
algorithm for performing consistent dynamic reconfiguration of CORBA applications, where
consistency refers to RPC integrity [Bidan et al.1998] They passivate links between nodes of a
distributed system instead of the nodes themselves, which causes the activities that use them to
block, but not the nodes themselves (this allows multi -threaded applications to continue to execute
on threads that are not blocked on communication). The impact on execution is minimal. The
disadvantage of their approach is that RPC requests must be independent, nested RPG are not
allowed and the reconfiguration of systems with re -entrant invocations is not supported.

Some authors have provided an invasive approach to safe stopping and updating. They
propose that developers define locations in the code where changes may occur[Hicks 2001].
Duquesne et al. [Duqu esne and Bryce 2008]proposed updating by means of loading a whole
program twice then rerouting between the old version to the new one. They claim that
initialization procedures and general program coherency are not maintained when updating
programs by smaller blocks, thus, they provide language constructs for developers to specify the
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points where the rerouting should occur. Their solution was limited to single threaded applications
and it is difficult to specify a single execution point where an update s hould occur.

The K42 Operating System detects quiescent states using a mechanism similar to read copy
update (RCU) in Linux [McKenney and Slingwine 1998]. This technique makes use of the fact that
each system request is serviced by a new kernel thread, and that all kernel threads are shorilived
and non-blocking. Each thread in K42 belongs to a generation, which was the active generation
when it was created. A count is maintained of the number of live threads in each generation, and
by advancing the generation and waiting for the previous gen erations' counters to reach zero, it is
possible to determine when all threads that existed on a processor at a specific instace in time
have terminated and as such, when it is possible to perform a safeupdate.

The Fractal component model [Bruneton et al. 2006] uses interception points in the
component membrane to replace a component. The interceptors halt new incoming calls and wait
until current calls finish. They use one of two methods to determine when a component has
finished open calls, either thread counting or a thread generation technique similar to K42. Once a
component has finished all open calls, it can be replaced. Although Fractal and K42 call this
guiescence, it doesnot follow the definition of quiescencegiven by Kramer and Magee because
interception is used instead of passivating other components. This reduces the impact on the
system, since less components are stoppedbut adds the cost of the interceptors. This is not a
proper solution to quiescence because it does not handle transactions €.g, a series of calls) and
does not ensure a stable architecture for each transaction.Furthermore, intercepting open
transactions before they can finish, without regard to whi ch components they still require to finish,
can leave the application in an inconsistent or potentially corrupt state.

Gomaa and Hussein [Gomaa and Hussein 2004] introduced a set of design patterns for
dynamically reconfigurable systems, most of which are based on the concept of quiescence. The
contribution of their work is that they specify the behavior required to reconfigure different
architectural styles: master/slave, client/server, centralized and decentralized architectures.

Pissius & Coulson have implemented quiescence in the OpenCom component model [Pissias
and Coulson 2008] Their design is based on interception in connectors and uses metadata and
interception to obtain information about nodes that participate in ongoing transactions. However,
they impose that developers label operations as blocking or unblocking.

The iPOJO component model[Escoffier et al.2007]uses the Inversion of Control (I0C) design
pattern so that the component membrane can be notified of calls to components. The membrane
uses threadOOEEOQWYEUDPEE Ol UwUOwUUOUI wOT 1T wEOOxOOI OUzZUWE
dependency snapshot for the current thread. It differs from other approaches because the
programming model for iPOJO is inherently dynamic, forcing programmers to be defensive
ET EPOUUWEAOCEOPEWI YI OUUOWOEODPOT wbUwx OUUPEOT wi OUWE
call to the next. Even threads that call a component in succession may obain different
dependencies for each call to the same component instance. Thus, for each call to a component,
and on each different thread, a snapshot of the dependencies of that component is taken and
stored in the thread® local variables (.e, ThreadLoal). When the call finishes the variables are
cleaned up. This is not a proper solution to quiescence because it does not handle transactions€.g,
a series of calls) and does not ensure a stable architecture for each transaction, but it provides
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inherent dynamism to the system and facilitates programming dynamic components. Furthermore,
it places a large burden on developers because the programming model must be closely followed,
and internal state must be carefully handled, in order to ensure the application is not rendered

inconsistent because of dynamic changes.

4.5.2Handling stateful artifacts

Another key issue when facing dynamic evolution is that of handling statefulcomponents.
Statefulness refers to the existence of internal state that may change as aamsequence of
interactions with external elements or spontaneously due to proactive behavior [Hammer 2009].
When replacing components, updating requires that the state of the old component be moved or
transferred and possibly transformed, to that of the new component. In the case of stateless
artifacts, updating is much simpler since state transfer is no longer necessary (by definition they do
not have state). In this case, once a stateless component has simply been gesced, it can be
stopped, removed and replaced by another component.

State transferis the process of extracting the runtime state of an element and using this
information to initialize a new version. If a very fine -grain approach to updates is used, when an
update occurs in the middle of a procedure, information such as the CPU registers, the stack, the
location in the method, variables, and other information would have to be preserved. Persistent
state not related to the activeness of a methodwould also be required, such asglobal and instance
variable have to be saved. One reason to push for a safe state (explained in the previous section), is
that it minimizes the amount of control state that needs to be preserved. This is highly
advantageous since it minimizes the complexity of movi ng from one active part of code to another,

while migrating large amounts of small but important details.

In many cases, such as in component models and when using tranquility or quiescence to
attain a safe state, the real clallenge is not to copythe data from one component to the next, it is
more precisely to adaptor transformthis data to an acceptable format for the new component. State
transformations necessary when data structures change between two components, and iggenerally
highly application specific. Proposing a generic method for state transformation is challenging, yet
it is not a central idea of this dissertation. Nevertheless, this is an important requirement to
dynamic evolution, and as such, we will explain the three principal methods of achieving it.

No State Transfer. The complexity of state transfer and transformation has led to, what
Hjalmtysson and Gray call passive partitioningHjalmtysson and Gray 1998; Malabarba et al.2000]}
which consists of allowing multiple versions of instances to coexist in the framework
simultaneously, where code and values of old versions are used exclusively by older parts of the
system, while new instances are always of the newest version. The decision of which to invoke,
either old or new, is handled automatically. This is an efficient way to handle updates but the
drawbacks become apparent and burdensome to programmers when handling many versions of
code and state interacting together and trying to ensure program consistency [Hicks and Nettles
2005] These defects are very visible in the languagebased approaches in which they are used, and
they are likely mitigated in a component environment with clearly defined interfaces.

Delegated State Transfer. This approach puts the burden on the developer for handling
differences in state. The state is transfered automatically but is not transformed. Transformations
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are provided from programmers who have knowledge on the semantics of the state in both
versions of a component. This is called atransformation function Some approaches assist the
developer in creating transformation functions, as, for example, Hicks et al. who provide

automatically generated method templates [Hicks and Nettles 2005].

There are two general variants to this approach, namely, Global Updatend Active Partitioning.
The former migrates all instances to the new version ensuring that there is only one version
available at any single time. The latter allows the programmer to specify which instances are
migrated and which continue to use their current version, making it possible to execute with
multiple versions simultaneously. Hjalmtysson and Gray are an example of this approach, they do
not convert instances automatically but let programmer may explicity do so if desired
[Hjalmtysson and Gray 1998].

Automated State Transfer . In order to fully automate state transfer, the dynamic update
mechanism must use state information from old and new versions and automatically transform the
state from one to the other. This process is complicated because of state semantics (or more
precisely the lack of explicitly declared semantics). Another problem emerges when the new
Y1 U U b O OtuctuneEdeniaih sueléments that are not available in the old version, such that, they
are impossible to fill in with the necessary values (default values are often used). The theoretical
limitations of state transfer have been discussed in [Bloom and Day 1993].

Some approaches that have been proposed provide a semiautomatic state transfer
mechanism. DeepCompare [Yves Vandewoude and Yolande Berbers 2005] consists of static
analysis that takes place and automatically detects similarities in the source code d the new and
old component versions, with minimal user assistance, and maps the detected structures between
them. The approach was demonstrated to be effective, automatically detecting the transformations
in 95% of the cases, but it does require access teource code of both versions.

4.6 Approachesrelated todynamic evolution

There are many research fields that have addressed issues related to dynamic change
management. As expressed in Chapter 3, software evolution was not considered a serious
discipline until many years after the pioneering work of Lehman [M.M. Lehman 1980] and others.
This, and the growing needs to have particular aspects of evolution addressed, led rise to the
existence of various approaches, more or less specialized to a particular domain. The fields we will
address in this section, namely, Control Systemsand Computational Reflectignare all relevant
because they address the adaptation of physical devices, the ability for a computer program to
observe and change itself, and the configuration and self-management of information technology
systems, respectively. Furthermore, these fields share the general notion of controtoops to gather
information a nd adapt the system accordingly and continuously.

4.6.1Control Systems

Control systems are devices that direct or regulate the behavior of other devices or systems.
A control system is thus a process that supervises execution and adaptsit, by means of varying
different input parameters, in reaction to a stimulus (or stimuli) it receives. There are many
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variants of control systems, but they fall into two basic categories, namely closedloopand openloop
control systems, depending on where the stimuli comes from.

Open-loop control systems do not make use of feedback, and run only in pre-arranged ways.
They compute input using only the current state of the system and a model. These systems are
useful where state can be modeled by a mathematical formula. These systemsare often used in
simple processes of their low cost and simplicity to construct , especially in systems where
feedback is not critical. Such examples include a washing machine, where the time to wash is
provided by the user, or a lawn sprinkler, which star ts and stops at precise times. In the sprinklers
case, if it includes a moisture sensor to know if the lawn needed irrigation, for example if it rains it
would no longer need to irrigate, it is a closed -loop control system.

In the case of closedloop, or feedback systems, a control loog as shown in Figure 8| uses
sensors, ontrol algorithms and actuators in an arranged manner to regulate a variable at a
reference value. Owl B EOx Ol w b-truisk coftrBlerzwhichEntayifcrease (or reduce) the
gas and air mixture to a motor in order to accelerate (or decelerate) when speed increases (or
decreases) beyond a respective thresholdspeed. Closedloop control systems are as such adaptive,
i.e, they use sensing in order to adapt to varying circumstances. Other examples may include

robots that adapt their speed, refrigerators, air conditioning and heating.

Measured System et -
Reference + error input ystem outpu
»1 Controller p——3] System >

Measured output

Sensor |«

Figure 8: The feedback loop to control the system's dynamic behavior.

Morrison is not the first to show us that these concepts can be applicable to software systems
and, more specifically, to the development of adaptive and reconfigurable systems [Morrison et al.
2007] Software is more malleable than hardware, providing it with many benefits in regards to
change and adaptation. In the case of software architecture, the architecture itself is the controlled
process, while the controllers are the mechanisms that change the architecture dynamically. These
ideas, and specifically that of a continuous control -loop that acts and reacts on the architecture,
have influenced this dissertation.

4.6.2Computational Reflection

Reflection is the capability of a program to observe and modify its own structure and
behavior at runtime. Althoug h the concept has extended to many fields in computer science, it was
initially provided in programming languages. In computer architectures, program instructions are
generally stored as data; the distinction between instructions and data being a simple matter of
how they are interpreted and treated. The processor executes instructions, while data is read,
processed and written. Yet, some languages provide facilities to treat instructions as data and
OOCEDPI awlUT 1 OOWET EOT DOT wWE wx U @ynaniiclly This Edndefit ArideSid the& O E w U (
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programming languages and worked on variants of Lisp to achieve this.

The usefulness of reflection and its growing popularity helped it spread to many fields, such
as distributed computing, operating systems, middleware [Kon et al.2002] component-oriented
programming [Bruneton et al.2006] software architectures [Tisato et al.2001} among others. In
object-oriented languages such as Java, reflection allows both inspecting and invoking at runtime
elements unknown at compile time. You can instantiate classes or invoke methods, inspect the
classes or interfaces, recover field names and methods, among other things. Reflection can be used
to adapt a given program to different situations dynamically but it usually requires additional
knowledge in order to take advantage of more generic code execution. This level of adaptation is
achieved thanks to a reduction of hard-coding solutions. In component models, reflection allows a
program to access components, instantiate or destroy them. It also allows to inspect components,
their interfaces and bindings, and sometimes internal elements such as their data or the classes that
are used to implement them. Reflective programming, specifically for reconfigurations, can
become complicated and the APIs used do not generally provide many guarantees when one
wishes to change an application. Higher -level approaches have been proposed, such as FScript.
FPath is an XPath like language designed to express queries on the Fractal component model.
FScript [David et al. 2008] is a domain specific language that uses FPath to specify dynamic
reconfigurations for the Fractal component model. The language separates reflection, and more
specifically, reconfiguration from the application itself and provides guarantees to
reconfigurations, such as atomicity, consistency and termination.

To better understand the concept of Computational Reflection, Maes gave us an early
definition to reflec tion. Her definition attempts to be general for all computational systems
although her work focused on the application of these concepts to object-oriented languages. The
definition is as follows:

Computational Reflection is the activity performed by a matational system when doing
computation about (and by that possibly affecting) its own computation.

[Maes 1987]

A definition of reflection given by Malenfant et al.in 1996, in a paper they wrote on the
generalities and technicalities of efficiently implementing reflection in programming languages, be
them functional, object oriented or even logic programming, is the following:

Reflection is the integral ability for a program to observe or change its owrasogell as all
aspects of its programming language (syntax, semantics, or implementation), evertiatguA
programming language is said to be reflective when it provides its programs with (full) reflection.

[Malenfantet al.1996]

The authors go on to specify that the word integralis key to the concept of reflection because
no limi ts should be placed on what the program may observe or modify.

Maes had also introduced the notion of two levels necessary for reflective systems. Although
somewhat informally, they are the self -representation and the internal structures of the program.

Here is an extract from the article:
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A reflective system is a system which incorporates structures representing (aspects of) itself. We
call the sum of these structures the seffresentation of the system. This gefpresentation makes

it possible for theystem to answer questions about itself and support actions on itself. Because the
selfrepresentation is causaiyonnected to the aspects of the system it represents, we can say that:

[Maes 1987]

The needfor causal links between the representation of a system and its internal structure
becomes apparent. The internal structures should be linked to the representation in such a way
that should one change, the other does also. This causality, between what ismore commonly
known as the baseleveland the metalevel [Genesereth 1983] is necessary to avoid drift between

them, which would make reflection very complicated.

In general, the baselevel deals with computation about the doma in of application, whereas
the levels above it, known as metalevels, perform computations about the system itself. There is
no limit to the number of meta -levels, but generally one or two seem appropriate at any given
moment in order to avoid complexity. Each metalevel is concerned with the representation and
manipulation of the level below it ( i.e, its relative baselevel), giving rise to the notion of a
reflective tower of meta-levels [F. M. Costaet al.2006] The metalevels can be seen inFigure 9.

[ Meta—Meta—Level

- o
Reification Absorption
p '
Meta—Level
-
Reification Absorption
p Y
Base—Level ‘

Figure 9: Architecture of a reflective meta -level system.

As shown in the figure, exposing the internals of a base-level to a meta-level is known as
reification Modifications to the self-representation result in causal changes to the reified elements

of the baselevel, which is known as reflection or absorption.

The metalevel provides two types of operations: introspection and intercession. Introspection

provides the operations of a program to examine the data and instructions of the baselevel. It is
the ability of a program to reason about itself. Intercessiorcomprises the operations which change

the data structures and instructions of the base-level. It is the ability of a program to modify its
execution.
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4.7Dynamic evolution in software architectures

Software architectures[D. Perry and Wolf 1992] cannot be monolithic . Architectures, just like
the software itself, need to evolve in order to satisfy the ever-changing constraints and demands
that are placed on them. Software that remains stagnant will be increasingly seen as if it was
actually getting worse, and will eventually fall into disuse, as described by Lehman [M.M. Lehman
1980} Furthermore, software architecture brings modularity to software ( e.g, componentization) in
order to mitigate complexity. And modularity drives the system to be dynamic [Barais et al.2008]
There are many reasons why dynamic evolution is desirable (e.g, improve cost, ensure safety). The
primary notion is to be capable of changing a running system while avoiding interrupting the
provision of its services.

To achieve dynamism, an architecture needs to change its configuration, i.e, add new

components, remove old components, change bindings and change properties at runtime. This
dynamism interacts in subtle ways with the running system and its open computations. The
impact of change on running systems needs to be taken into account.

Luckham and Vera [Luckham and Vera 1995], define dynamism in software architectures as:

Z 0 whe capability of modeling architectures in which the number of components, connectors, and
bindings may vary whenhe software system is executed.

Medvidovic and Taylor [Nenad Medvidovic and Richard N. Taylor 1997] describe dynamism
as anaspect of component configu rations:

Configurations exhibit dynamism by allowing replication, insertion, removal, and reconnection of
architectural elements or stdrchitectures.

Both of these definitions clearly see an architecture as a composition of arditectural elements
(e.g, components) that are added, removed and bound to each other. This vision draws the user to

a coarsegrain view of the system.

More recently, Baresi provided us with the following definition for dynamic software
architectures:

[Dy namicarchitectureprepresent systems that do not simply consist of a fixed, static structure,
but can react to certain requirements or events bytmne reconfiguration of its components and
connections.

[Baresiet al.2004]

Many Architecture Description Languages (ADLs) have been created to provide for and
specify dynamism in software architectures [Bradbury et al.2004] These languages fall into two

main categories concerning the manner in which they manage dynamism, namely by explicitly
describing dynamism or by constraining it.
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'4.7.1Managing dynamism in software architecture

Dynamic reconfigurationrefers to changing the structure of the architecture at runtime.
Various authors from different domains such as self-adaptive systems, mobile systems or
autonomic computing have used the term. Dynamic reconfiguration is useful for everything from
self-healing and context awareness to adding new functionalities. However, dynamic
reconfiguration has almost exclusively been used to refer to changing of instances of components,
not types.

Structural evoldion includes changes in both the bindings (connections) between components and
the set of component instances.

[Jeff Magee and Jeff Kramer 1996]

In order to distinguish between types and instances, instead of using the generic term
dynamic reconfiguration, Cuesta et al.[Cuestaet al.2001]have proposed using the terms Structural
Dynamism to refer to instance management and Architectural Dynamismto refer to managing
architectural types. Although these terms have not caught on, it is useful to separate the two
casesDynamic instance management. Focuses on clanges involving the creation, addition,

removal and destruction of components and their connectors (bindings).

1 Dynamic type management. Focuses on changing the type of an architectural element
and its instances at runtime. This is necessary for supporting unforeseen changes.

It should be mentioned that both instance and type management are complementary.
Instance management acts at the configuration level (.e. which defines instances and bindings),
whereas type management acts at the type level {.e.whic h defines the behavior and structure).

Although there is a lack of consensus between the approaches to express dynamism in
software architectures, it has been argued that the approaches fall into two broad categories
regarding how they manage dynamism [Barais et al.2008] An Architecture Description Language
EEOQOw I PUIT T UwUUxxOQUUWEOQwWI RxOPEPUwWwUxI EPIi PEEUDPOOW O
evolutions to be foreseen, or, it can define a frame for dynamism in which dynamism is
constrained.

1 Explicit dynamism . Users imperatively specify all changes to be done to the
architecture. These ADLs tend to be similar to imperative programming languages. It is
common for these ADLs and their dynamism features to refer to architectural instances,
and not types, when changing the architecture. All possible future architectures must be
foreseen. Examples of these ADLs include Wright [R. Allen et al.1998]and ArchJava
[Aldrich et al.2002]

1 Constrained dynamism . Contrary to an explicit specification of dynamism where all
the potential snapshots of the system configuration must be foreseen, other languages
try to confine the potential evolution of the software architecture in what can be called
constrained dynamic softw are architecture evolution. These languages provide notions
of logical components (e.g, specification) that can be used to refer to a family of
components, which all satisfy the constraints to be included in the architecture. Some of
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these languages include the notion of Architecture Type. Examples include SafArchie
[Barais and Duchien 2005]

Furthermore, although approaches like Darwin [Jeff Magee and Jeff Kramer 1996have taken
a proactive programmed approach to software evolution (see section4.4.2), other solutions have
considered ad-hoc or reactive approaches to evolution [M. A. Wermelinger 1999; Endler and Wei
1992]

4.8 Conclusions

In their attempts to achieve dynamic software evolution, projects have approached the
subject in many different ways, as described in this chapter. Furthermore, there are many issues

that must be simultaneously resolved in order to all ow software to change at runtime.

To be retained from all of this is that software architecture and component -based software
engineering move focus from programmingin-thesmall to programmingin-the-large directing
ET YI OOx1 UUzw EOCEw E Wén Dw-eklUikgemeatation detais G tigh -level
integration concepts These conceptanust include those related to handling dynamism. However,
current approaches lack the level of integration necessary to include dynamism into software at
design-time while ensuring that the software behaves as expected at runtime. Indeed, dynamism is
a crosscutting concern that affects software from design to execution, over various levels of
abstraction, such as source code, packaging, deployment and runtime.

Among the properties that current approaches lack are:

1 Selectively enabling dynamism. Dynamism is highly invasive and should be enabled
where required, allowing developers and architects to concentrate their efforts where
dynamism best assists the application in achieving its goals, while saving resources
where dynamism is not required.

1 Understanding the impact of dynamism. Dynamism should be brought under the
control of architects. To achieve this goal, the impact of design decisions regarding
dynamism must be well understood, even before the application is executed.

1 Ensuring consistency. Dynamism should never corrupt the application, even when it
occurs unexpectedly. Indeed, the tradeoff between selectively enabling dynamism and
minimizing the impact of change mean s that increasing the availability of components
not programmed for dynamism can introduce corruption. Consistency is more
important than availability.

These factors leadus to include dynamism into application design, and provide design
concepts that allow architects to better understand the impact that dynamism will have given their
current design decisions. Furthermore, our approach provides guidelines necessary to build
components that are designed, decoupled, programmed and packaged in order to ensure proper
dynamic behavior.
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"If I had asked people what they wanted, they would have said ‘faster horses'."
| Henry Ford

Software can no longer rely on the purely desktop -centric assumption that its execution
environment is static and always known a priori, i.e, at design-time. Curr ent areas of researchsuch
as ubiquitous and pervasive computing, are pushing this conclusion to its extreme. Software must
handle, among other things, heterogeneity of the underlying execution platforms and
communication protocols, mobility of the execut ion environments (which induces changes to
resource and service availability), and the ability to integrate evolving requirements and new
i 1T EUUOUI Ubw OUIUPOT wUTT wUubdi UPEUI zUwWEUET PUIT EUUUI w
connections, is a mechanism that shows promise in allowing a system to satisfy these ever-
changing requirements. Indeed, software architectures allow reasoning about the levels of
dynamism required for these new environments and improves the comprehension of dynamic
requirements.

This work focuses on giving the software architect control over the level, the nature and the
granularity of dynamism that is required in the application. Of particular interest are components
that exhibit dynamic behavior, of which we distinguish two types: detachable and volatile.
Detachable components are such that they may be stopped, removed or updated at any time,
while volatile component s can simply become abruptly unavailable (e.g, becausea physical device
is disconnected). Applications composed of detachable and volatile components are called
dynamic applications . Dynamic applications need to be highly adaptable and resilient, yet they
need to remain consistent and to provide best-effort guarantees regarding their availability. They
must be developed with these considerations in mind, which means that the availability or
unavailability of the services they require should be integrated into both their design and
implementation, and no longer handled in a purely ad hodashion.
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However, dynamism is a crosscutting concern that has a particularly large impact on
software development. Furthermore, it breaks many assumptions that developers are generally
allowed to make. In dynamic applications, developers have to be particularly aware of possible
changes that could otherwise corrupt their software and lead to unpredictable execution 2%. Writing
dynamic software is complex and error -prone. Arguably, given the level of complexity and the
impact dynamism has on development, software cannot become dynamic without (extensive)
modification and dynamism cannot be entirely transparent (although much of it may often be
externalized or automated).

Nevertheless, recent Software Engineering and Middleware technologies| more specifically
those coming from the Component-Basal Software Engineering (CBSE) and Service Oriented
Computing (SOC) domains| have shown promise in enabling dynamism. Service-oriented
component frameworks provide basic mechanisms to handle dynamism, such asdependency
injection, late-binding, service avail ability notifications, lifecycle and dependency management.
These mechanisms allow programmers to manage dynamic service dependengiesmponents are
programmed to handle their dependencies becoming invalid and changing at runtime. These
platforms assist us in tackling some of the complexity related to programming dynamic
components but, in practice, they are insufficient when it comes to developing dynamic
applications.

Our work specifically targets multi -threaded, synchronous, centralized??, dynamic, service-
oriented component applications. We focus on the following aspects:

BWUOOWEWEAOEOPEWEXxxOPEEUPOOzZUwx OPOU WOl wYDI bo
1 Determine the inhibitors, if any, to effectively using dynamism in current Service -
Oriented Component Models, both in theory and in practice
1 Determine the requirements to design and program dynamic components
From an architectural point of view:

1 Understand the roles architects and developers play when constructing dynamic
software

1 Promote dynamism into the design and management of software arch itectures, where it
can be handled as an architecturalconcern instead of in an adhoc manner in each
component

1 Allow dynamism to be selectively enabled where it is required, and protect sensitive
zones of the application from the instability generated fro m dynamism

From a tools and platform point of view:

21 For example, developers must manage the fact that object references they hanté implicitly are no longer stable
and may change or become invalid at any given moment.

22 Centralized applications execute in a single address space, commonly known as a process in most operating
systems. They maybe multi-threaded, where threads share data and references €.g, global variables) allowing them to
communicate effectively and efficiently.
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1 Propose a software environment that supports and guides developers and architects to
produce dynamic software, and

1 Produce a framework that manages the application's dynamic behavior during
execution.

Interestingly, we found that service -oriented component technologies enforce a level of
decoupling that we call static decoupling , which allows late binding ( i.e, two components to be
connected at runtime), but unfortunately is insufficient to ensure consis tency if the components are
disconnected or reconnectedat runtime (i.e, if the binding changes to another component or to a
new version of the same component). This confusion often misleads programmers into thinking
their software will exhibit proper dyn amic behavior when it does not23. In fact, a higher level of
decoupling, which we call dynamic decoupling| decoupling of both component typesnd component
instancep is required to ensure consistency in dynamic applications.

5.1Dynamismrequirementsand dynamic behavior

Dynamic behavior is the behavior a componentis expectetb exhibit at runtime regarding its
lifecycle and the availability of its provided services. It is an architectural declaration used to
identify dynamic requirements and calculate dynamic b ehavioral patterns in the architecture. We
have identified the following behaviors:

9 Dynamic components can change the type, number or quantity of services they provide
or require at runtime (their dependent components should guard against such
changes). Trere are two types of dynamic components: detachable or volatile.

1 Detachable components can be updated, substituted or removed during the
ExxOPEEUDPOOzUwW I BRI EVUUPOOG w #1 UEET EE (iaésuatedO O x 00
allowing its surrounding components to properly stop in order to avoid corruption
(e.g, corrupting the current execution threads).

1 Volatle components can fail immediately and abruptly, which can lead to the
corruption of the current execution thread(s) if not handled carefully. Volatile
components often represent hardware devices or external services that can become
disconnected or unexpectedly inaccessible.

1 Stable components are supposed not to exhibit any dynamic behavior that affects its
surrounding components 24, They are used for zones ofthe application that remain
relatively static and under tight control from the architect, like the core or backbone of

the software.

23 Dynamism re quires modularity and modularity is encouraged by static de coupling. However, the inverse is not
true, modularity does notrequire dynamism. The confusion between the two concepts leads to the belief that modular
solutions are also dynamic, which is untrue. Nevertheless, dynamic solutions must be modular.

24 Dynamic behavior is allowed as long as existing (client or provider) components are not affected
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1 Stable components, during their entire execution, must provide and require the same
services and never change their own lifecycle (e.g, unexpectedly shutting down is not

allowed).

The declared dynamic behavior of a component is not a direct reference to how the
component is programmed, it is related to the behavior the architect expects from it at runtime 25,
The same componen, if reused, may exhibit different behaviors in different applications.
Identifying the dynamic requirements of the different components of the architecture is a design
decision that has repercussions on, among other things, the granularity of dynamism th e
application will exhibit. For example, declaring that a component is stable means that the architect
does not expect the component to change at runtime, allowing other components to rely on this
expectation of stability. This generally leads to groupsof tightly coupled components that do not
support dynamism because they are implicitly programmed to expect stability 26. Nevertheless, in
an application, if a stable componentfails or becomes potentially inconsistent it must be removed.
Given that stable components are often found in groups and that other components rely on the
expectation of stability, changing a stable component will often lead to having to change the entire
group of tightly coupled components around it, a much larger -grain of dynamism than from a
single loosely-coupled (e.g, detachable) component. For example, it is not difficult to imagine that
changing a component in the core of the software will most likely lead to the entire core being
changed. It is indeed in the interest of the architect to ensure that the frontiers of groups of stable
components are properly protected from dynamism in order to avoid the propagation of
dynamism to undesirable parts of the architecture.

5.2Resilience to dynamism

At the component-level, dynamism is seen in UPOwpbPEa U0 wphAwWEWET EQT 1 wb
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a component to resist the inconsistencies or corruption caused from changing its dependencies at
runtime. Compone nts must be carefully programmed to enforce the level of resilience that is
specified by the architect for each of its dependencies. For each dependencywe define the
following levels of resilience:

a) No resiience means that changing the dependency at runtime may cause the
component to become corrupt. Static decoupling is sufficient for this level of
resilience; it allows late binding but does not ensure proper dynamic behavior if re -
bindings should occur.

25 |n practice, the dynamic behavior of a component may be either an intrinsic or a contextual property, that is,
either directly related to howit is programmed or related to howit is used. For example, a proxy for an external service
might alwa ys be volatile because it is programmed that way, forcing the architect to accept, override or ignore its
volatility.

26 A component is said to expect stability if it is not explicity programmed and properly declared to handle
dynamism.

27 Lifecycle changesimply that a component is programmed to properly start and stop when required. Other
lifecycle changes, such as passivation, are used to ensure consistency and minimize the impact of dynamism.
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b) Dynamic -resilience means that the component protectsits dependency from dynamic
changes, which allows the dependency to change and be rebound to other
components. This requires dynamic decoupling to ensure consistency. A dependency
has two types of dynamic resilience: detachable or volatile.

a. Detachable-resiience means that the component remains consistent and
continues to function properly even when the dependency changest runtime
(e.g, substituting the service provider).

b. Volatile -resiience means that the component remains consistent and
continues to function properly even if the dependency fails unexpectedly at
runtime. Volatile -resilience, in addition to dynamic decoupling, requires
isolation barriers sufficient to protect against failure.

Naturally, the level of resilience a dependency requires is directly related to the dynamic
behavior of the components that the dependency is connected to in the architecture. Thus,
determining the resilience required for acomponent is an architectural concern that can hardly be
fully understood or properly handle d locally (i.e, at the component level). For example, a
dependency towards a stable component does not require any resilience at all because there is no
expectation of dynamism, yet this information is only known in the architecture; itis EOQwWEUET PUI E
decision to declare a component to be stable and to allow such behaviors. A dependency on a
volatile component on the other hand requires volatile -resilience for the component to avoid
corruption should the volatile component unexpectedly fail at runtime.

"OO0YI UUIl OaOwOOET wUT 1 wEOGOx OOI OUUzwWEAOEOPEWEITEY
has been established in the architecture, we can calculate if any given component is at risk of
corruption or inconsistencies caused by dynamism. We define a component as contextually -
resilient if the component is protected against all expecteddynamism 28 in the application. This
implies that dynamism originating from any detachable or volatile component in the architecture
will no t propagate to the contextually -resilient component, i.e, it never becomes inconsistent or
corrupt from expected dynamism. The architect is charged with rendering stable components
contextually -resilient to ensure they will in fact remain stable in the face of dynamism, which
allows other components to rely on this expectation of stability. Interestingly, a contextually -
resilient component is not required to have any resilient dependencies at all if all its dependencies
are stableand contextually -resilient themselves. Contextual-resiiencemeE OU wUT EQwUOT T wEOO
level of resilience is sufficient to protect the component from dynamism in all paths originating
from this component to all dynamic components. Hence, a component is contextually -resilient if it
is protected from all declareddynamic changes in the architecture that originate from either
detachable or volatile components.

Accordingly, it is possible to render every component contextually -resilient in all possible
architectures by making every dependency volatile -resilient2®, which is beneficial for highly

28 Unexpected dynamism is not calculated, which can occur if, fOU wl REOx Ol OWE WEOOxOOI Uz U wEa
DOEOUUI EVUOCawWET ECEUI EOQwOUOWPOWUT T wi YT O0wOTl wEWEOOxODI OUzU wi ED(
29 This is not entirely true. Although not previously mentioned, the services the compone nt provides may be
coupled to its consumer components, requiring that provided services, not only the dependencies, be dynamically
decoupled too.
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reusable components. However, programming volatile -resilient dependencies is technically

difficult and little assistance is currently afforded to developers. Making every dependency of

every component volatile -resilient requires expertise, time and effort, all of which are potentially

wasted if spent on dependencies that do not immediately benefit the application. Selectively

ET OOUDPOT wOT 1 wEOOXxOOI OUZUWEAOEOPEWEI T EYDPOUWEOEWUT |
concentrating development resources where they are most needed and effective.

5.3Developing dynamic applications

Even in dynamic applications, many components do not have direct dependencies towards
dynamic components. Such components are not subject tothe dynamism of other components|
they do not need detachable or volatile -resilience| and can generally be programmed without
further dynamic restrictions. We call components that do not have dynamic programming
restrictions dynamic-free components Making them resilient t o dynamism is, as mentioned
previously, a waste of time and effort. A potentially worse side effect of making everything
EAOEOPEwWPUwWUT EOwPUwWPOEUI EUIl UwUT T wUOI UPEUI zUWEOC
maintainability 3°. Because of the difficulty of programming dynamic -resilient dependencies, the
role of the architect is to correctly identify and often maximize the number of dynamic -free
components; and conversely, to identify and closely confine the areas in the software that are
subject to dynamism.

An important task for the architect is to identify as many dynamic -free components as
possible because they can be developed with the same traditional tools and methods used for static
software, leading to a potentially faster development cycle with  more maintainable code and often
better performance, albeit sacrificing the benefits of fine-grain dynamism. In addition, an architect
needs to understand how dynamism propagates through the architecture, how and where it can be
contained, and which compo nents to protect. For that, the architect may rely on component zones

Isolation barrier
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\
\\
N
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Component zone

’ Exterior
Dynamic Confinement Zone Dynamic Resilience Zone

Figure 10: Using zones for the confinement and resilience of dynamism.

30 Dynamism can affect business logic and thus it also affects the algorithms that an application mayuse. Theresult
of including dynamism concerns into an algorithm is additional complexity and often a loss in efficiency.
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Zones are an architectural construct that represent a connected subset of the architecure
(i.e, a set of connected components) and, as seen irFigure 10, provide the architect with two

important calculations:

1) if dynamic components exist in the zone, verify that dynamism is confined and does
not propagate; (we call it a confinement zone) and,

2) if dynamic components exist outside the zone, verify that the zone is protected from
exterior dynamism (we call it a resilient zone).

These calculations serve to identify the dependencies that are not sufficiently resilient to
protect the zone against exterior dynamism and to identify the dependencies that are not
sufficiently resilient to contain dynamism in the zone (and thus affect exterior components). Both
calculations serve to answer the questions of?Canexterior dynam O wE O U U U x tand®PCanwa O O
dynamism escape the zaned affect other componePits

Components zones allow abstraction and encapsulation, providing a uniform view of the
application at various levels of abstraction. They provide and require services just like atomic
components do, and can have their own dynamic behavior (i.e, stable, detachable or volatile).
More importantly, for an architect designing a dynamic application , component zones are a
fundamental concept becausethey are an abstraction leveland a way to define the structure of the
application from the point of view of dynamism. As shown in  Figure 11, a zone is composed of a
frontier and interior components. Frontier components have dependencies with, or provide
services to, the exterior, while interior components do not interact in any manner with the exterior.
For a zone to confine and be resilient from dynamism, it is necessary for the frontier components
to make their services and dependencies resilient to dynamism.

o e e S B B o,

Frontier Components

Component Zone

Figure 11: Component zone showing interior and frontier components.

A component zone that is both a confinement and resilient zone is impervious to any
expected dynamism. We call such zones,dynamic -proof zones. Adynamic -proof zone ensures that
dynamism that occurs inside the zone does not propagate to any exterior components, and
conversely, dynamism from the exterior components does not propagate to the components inside.
Additionally, a resilient zone that does not contain any dynamic components is both dynamic-
proof and dynamic-free. As mentioned earlier, dynamic -free zones allow their interior components
(not frontier components though) to be easily programmed without any concern for dynamism.

%UOOwWUT T wEUET il deddinghuzoné 10 Be dyfathic-proof or dynamic -free
becomes an architectural requirement. The system checks if this is indeed true, and if not, it points
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out possible dependencies to make resilient. These calculations allow the architect to change his
OPOEOQWUOWETEOT T wUOT T wadol zUwI RUT OUwOUwWwUOwWEUOW x L
insufficiently guarded dependenci es. Component zones are a flexible architectural construct that

can be used in different ways by architects. Zones also serve as ararchitectural aid to identify

dynamic behavior, allowing the architect to either confine or protect against dynamism, and

improve the understanding and management of dynamism in the application. In short, it is

possible to calculate the dynamic behavior of a zone or to verify the behavior that an architect

requires. Component zones are presented in more detail in Chapter 8.

5.4Managing dynamic applications at runtime

A runtime for the execution of dynamic applicati ons is charged with many tasks, such as the
deployment and instantiation of components, their removal and destruction, managing the
EOOxOOI OUUzw OPi 1 EAEOI UWEOEwWUT I PUWEIT x1 OEI OEPI UOuw
application, and ensuring proper and consistent execution. Furthermore, the interest of specifying
the dynamic behavior of an application and its components is to see such a behavior properly
reflected at runtime. Evidently, the design and execution of dynamic applications are intertwined.
Our approach ensures that, with the exception of unexpected dynamisnthe execution of dynamic
applications conforms to their design. Given that, at design -time, all expected dynamism has been
identified (using the stable detachabland volatile dynamic behavior declarations) and the safety
and possible corruption of components has been pre-calculated, the runtime should not result in
any surprising or unexpected dynamic behavior, except what is caused by bugsor by previously
unidentified origins of dynami sm. Indeed, the calculations serve the architect to understand and
manage potential dynamism and its propagation before execution. By unexpected dynamisnwe
refer to software or architectural bugs, such as incorrectly declaring the dynamic behavior of a
component (e.g, declaring stable instead of volatile), incorrectly declaring and implementing the
required resilience of dependencies, components that crash or return erroneous values, and
forcibly replacing stable components at runtime 3., In such cases, th wUUOUPOT zUwx UPOUDU
proper execution, which can conflict with declared dynamic behavior leading to otherwise stable
components being corrupted and removed. Unexpected dynamism leads to new calculations of
corruption to ensure consistency; given any dynamic event that changes the architecture, the
runtime must assess if any components have been potentially corrupted and what to do with them.
Indeed, resilient dependencies are required to ensure that dynamism at runtime does not corrupt
components that the architect has taken the necessary steps to identify and protect2.

As indicated before, one of the most important tasks the runtime must manage is the
preservation of consistency. In order to preserve consistency and avoid the corruption of
components, we use an approach that is similar to micro-reboots[Candea et al. 2004} components
that are potentially corrupt are removed and, when possible, others instantiat ed in their place,
leading to a de-facto state of consistency. This is similar in concept to restarting an application

31 Although the runtime has not calculated and does not expect a stable componentto be changed, to the architect
or administrator the forcible substitution of a stable component may or may not be a software bug. The architect may
simply choose to declare components as stable and then let the runtime ensure consistency if the component is changed.

32 For various reasons some components may be ide nffied as expendable and inte ntionally be left unprotected from
dynamism.
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internal references, and allows the application to start from a known, consistent state. Thanks to
the additional information our runtime has at hand, such as the dynamic resilience of

dependencies, our approach automates such a restart procedure by dynamically computing the
minimum number of co mponents that need to be restarted, instead of restarting the entire
application. Our method calculates the extent of corruption caused from dynamism and provides

for localized recovery.

For every dynamic change, the framework performs a consistency ched. Starting from the
point of change (e.g, the component that stopped or disappeared), all connecting components are
analyzed to see if they are properly protected against the type of dynamism (e.g, detachable
components are removed passively while volatile components may stop providing services
abruptly ). If protected they can continue to be used, but if they are not, they are part of the
corrupted area, which is the list of components that have become potentially corrupt because of
dynamism. This means that the dependencies were not resilient against the change that occurred.
Once acomponent is added to thecorrupted area, which is the set of components to be removed,
all components connecting to it must also be checked for consistency, potentially prop agating the
corrupted area across the application until sufficiently resilient dependencies are found. Dynamic -
free zones are particularly sensitive to corruption, any component in the dynamic -free zone can
potentially corrupt the entire zone (because they are tightly coupled and decidedly not resilient),
and as such, all components in the zone might be added to the corrupted area. The risk of
contamination and corruption are the main reasons architects should protect dynamic -free zones
from dynamism. Once the entire corrupted area is identified, it can be removed and necessary
components can be replaced?, bringing the application back into a consistent state. Of course, any
non-persistent state in the components themselves may have been lost during the proess-.

(OET T EOQwWUT T wuUOUDPOI zUWOPUUPOOwWPUwWUOwWI OEEOI wEaC
potential corruption of components. Furthermore, it needs to minimize the impact of a
reconfiguration to the minimal number of components possible. Although th ere is a general
tradeoff between consistency and availability, preserving consistency is generally preferable
because it avoids unexpected and nondeterministic behavior caused by potential corruption that
originates from improperly handled dynamism. We f eel that two of the main reasons that current
software does not use existing dynamic approachesare because of the potential for dynamism to
silently corrupt the application, and from the lack of tooling to assist developers and architects in
statically computing EOUUUx UDOOzUwUDxxOl wi i1 1T EUBwWw®wUUUTIT UOOU]
this work is not on software failure, there are parallels between preserving consistency in dynamic
applications and preserving consistency in the face of component failures. The mechanisms we
propose are effective for the construction of failure -tolerant software as long as the failures are
identifiable by the runtime and the executions are interceptable and recoverable. Mechanically, the
abrupt failure of a component is tre ated identically to the abrupt unavailability of a volatile

33 OQur work does not focus on finding, installing and instantiating components ne cessary for correctly substituting
failed services. We delegate these operations to the APAM framework, which has its own logic and procedure regarding
selection and dynamic substitution.

34 Dynamism, much to the same measure as scalability, affects architectural decisions regarding the handling of
persistent or ?valued? state. State contained inside dynamic components is te mporary at best. Permanent state should be
offloaded to, for example, persistent back-ends.
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is unlikely to be identified at the architectural level ( i.e, any component can fail and we do not

expect the architect to tell us which ones might fail). This means that design-time calculations are

less useful and, for example, the unexpected failure of a stable component may lead to very large

parts of the application becoming corrupt. We explore the notion of failure more in section 7.1

However, even though a potentially large number of software failures may be managed using our
mechanisms, our work focuses on dynamism.

In short, we propose that architects design applications that either confine or resist
EAOEODPUOOwWPT POT wUIT T wuUUOUDBOT wxUI Ul U ¥ime galddlalionsE x x OD
enable the architect to identify, localize, and confine the risks that originate from dynamism, while
the same calculationsat runtime identify potentially inconsistent components and remove them.

Our approach allows architects and developers to concentrate their efforts, in regards to
dynamism, where needed, while enabling them to design dynamic applications that behave as
expected and remain consistent atruntime.

5.5The rest of this document

The remainder of this document goes into the details of our approach, presents our
implementation and then concludes our work. We give a short overview of the chapters to follow:

Chapter 6 explains what Dynamic Decoupling is and how it works. We describe how to
decouple component implementations such that they can be added, removed, or substituted
individually. We also describe the restrictions on decoupling com ponent instances such that they
continue to function properly should their dependencies be changed. Our approach focuses on the
Service Contract concept and describes the insufficiencies of reducing contracts to a simple Service
Interface.

Chapter 7 details how we protect components from failure and dynamism by means of
isolation barriers and recovery mechanisms. We also detail how the mechanisms necessary at
runtime to ensure consistency. These mechanisms and calculations are Isared at design-time in

order for architects to understand the expected dynamic behavior their applications will exhibit.

Chapter 8 we provide an overview of our approach, from design to runtime and back. We
also describe the types of analysis that can be performed at both the architectural levels, as well at
the component implementation levels, to assist architects and developers respectively in their
quest to build dynamic applications.

Chapter 9 describes the implementation and validation of our approach, the Robusta
framework. Robusta relies directly on the APAM framework for designing, executing, deploying
and running dynamic applications, and indirectly relies on the iPOJO component model and OS Gi

dynamic module platform.

Chapter 10 presents our conclusion and the perspectives of this work.
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Dynamic-Decoupling
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| Parnas 1972.

Designing and building dynamic software systems requires splitting the system into units
that are individually deployable, installable , instantiable, destroyable, uninstallable, upgradable
and substitutable. Our approach is based on a component approach, where dynamism is handled
by manipulating the lifecycle and status of individual components. In order for this to be
achievable, components must be decoupled. Coupled components inhibit dynamism because they
have been programmed in such a fashion as to be unable to be individually manipulated .
(Removing a component while another is coupled to it leads to erroneous or unpredictable
behavior.) Coupled components mean we have to change larger sections of the software losing the
fine-grained dynamism from changing individual components. Furthermore, we must identify the
extent to which other components are coupled. Of course, as mentioned in the previous chapter,
decoupling requires programming and design effort that might not be required for every
component (there is a tradeoff between effort and dynamism) . Nevertheless, componentsthat do
require dynamism must be properly decoupled in order to ensure correct operation.

In this section we explain and detail the two levels of coupling we address in this work,
namely coupling between component implementations and coupling between component
instances.Our approach focuses on the serviceconcept and particularly on the Service Contracas a
means for decoupling components. Decoupled services are flex points in the architecture that
allow for dynamically replacing components at runtime. We propose expanding the Service
Contract beyond the common notion of Interface that is used in other centralized component
platforms. Conceptually, the Service Contract is to components what the interface is to classegin
means of both indirection and decoupling) . The Service Contractis an essential element in the
design of a dynamic architecture.

Our objective is to decouple components and to establishthe Service Contract in a way that
allows for all of the following:

1 Allows dynamically changing service providers without destroying consumers (and
vice versa).
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1 Allows hiding implementation details of components (not everything is explicit in the
service contract).

T O00O0PUWUUDPOT wbdOxOI OI OUEUPOOWUxIT EPI PEWEOGEUUI
This means that both service provider and service consumer components may use

implementation specific classes in service interactions without impacting other
components.

1 Allows multiple providers and multiple consumers to interact using the same service
contract, freely and simultaneously.

1 Allows service interactions to use complex objects (it is unacceptable to limit
interactions to simple primitive objects that only encapsulate data , as is the case in most
distributed solutions ).

In essence, ar objectives revolve around defining the Service Contract in a way that allows
components that usethe contract (i.e, components that require or provide services conform to the
contract) to evolve independently. There are two levels of dynamism among which dynamic
changes have an impact, both requiring dif ferent techniques and concepts. The first level of
dynamic change regards component implementations, where the coupling that occurs among the
components is at the classlevel. The secondlevel regards component instances where coupling
occursbecauseof shared objectinstancesand objects that require special handling (e.g, objects that
have a retention policy).

To achieve our objective, wemodify the notion of service contract in two ways: a) the service
contract includes the service interface andall of its transitively referenced classes €.g, data transfer
objects), which means that the contract is composed of interfaces and classeshat define the objects
that transit between components during service invocations ; and b) the service contract establishes
which objects of an interaction can be freely used, shared or kept by a component, and which
objectshave a retention policy and need special attention.

Our approach to decoupling component implementations i s to modularize our application in
such a way as to ensure that the Serice Contract, when packaged into modules, is fully
independent from the modules that compose the component implementation s. This gives the
Service Contract, from a design point-of-view, an increased priority over component
implementations . To achievedecoupling , we rely on analyzing dependency graphs at the classand
module levels, and we provide guidelines to packaging classes into modulesthat ensure sufficient
decoupling for independent evolution of component implementations . It is interesting to note th at
packaging is generally not visible at the code-level, such that developers are not inherently aware
of this level of coupling when programming components. This means that packaging is an
orthogonal concern to programming. Nevertheless, coupled modules will dramatically limit the
levels of dynamism the application may exhibit. In the case of coupled modules, coupling is
analyzed (coupling is directional) in order to ensure the minimal number of modules to  satisfy
consistency are impacted when adynamic change occurs.

Our approach to decoupling component instances relies on the notion of shared objects that
transit through the component instanceU provided and required services. Indeed, we provide a
mechanism for defining which objects are managed by a component, and thus, coupled to the

70



Chapter 6DynamiecDecoupling

E 00 x O Olife€ytleg &ihd which objects are freely shareable {.e., decoupled from the component).
These concepts are important becausein centralized application s, components may rely on shared
memory to, for example, imp rove performance or reduce resource consumption. In the case of
managed objects, the component holding such objects is notified that it must release the object
otherwise, the component is destroyed in order to force the release. Contrary to implementation

decoupling, instance decoupling is expressed directly in the Service Interface, making it a
programming concern that must be managed at the source code-level.

In the following sections we explain in more detail the concepts of component
implementation and component instance decoupling, which we call dynamic decoupling

6.1Decoupling componentimplementations

Dynamism requires that components be installed and removed at runtime. The main
objective of decoupling implementations is to achieve the individual inst allation and removal of
component implementations without affecting other implementations at runtime . Figure 12 shows
a simple architecture, composed of 2 components showing the possibility of either removing the
consumer or the provider component . The goal is to guarantee that the other component will
continue to function properly after such a dynamic change.

Simple Architecture
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a) Consumer is decoupled from Provider. b) Provider is decoupled from Consumer.

Diagram Legend
:):Co Component ——C  Required Service
Implementation ——C Provided Service

Figure 12 Removing decoupled component implementations does not invalidate other implementati ons.

Not shown in this figure is that, r emoving a component implementation invalidates all
component instances of that implementation (the instances of a removed implementation must be
destroyed) causing dependent component instances to have to rebind to new service providers if
available. However, decoupled implementations do not invalidate other component
implementations. If the implementations are not properly decoupled then they cannot be
individually removed, leading to the invalidation of  potentially many component implementations
and, consequently, all of their respective component instances The relationship between
component implementations and component instances is similar to that of class and object: if a
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class is removed from the platform then all of the objects instantiated from the class must also be
removed in order for the class to be properly released. Indeed, the goal of decoupling
implementations is to be capable of removing a component implementation with minimal impact
on both other component implementations and component instances.

It should be noted that client components may use, either simultaneously or consecutively,
multiple service providers, and inversely, service providers may be used by multiple client
components. This relationship of N consumers to M providers 35 shown in Figure 13, is
fundamental to allowing architectural flexibility For example, should a provider become
unavailable, a different provider that provides the same service can then replace it. Consumers
that use different providers should be decoupled from their providers in the sense that, should the
provider be removed or become unavailable, the consumer continues to function properly.

: 4 ™
Se(rgce S1 Provider
- ~ Component
Consumer - v,
Component C . s ~\
\_ ) Service S1 Provider
Ve ~ Component
Consumer - Y,
Component C . ~ ~
\_ Y, Service S1 Provider
Component
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Consumer
Component N
Service S1 .
Provider

Component

Figure13: Multiple service s defined by asingle Service Contract are used by interconnected components simultaneously.
Each provider provides the same service and each consumerequires the same service Decoupling must allow each
component implementation to be installed, updated a nd removed individually, while sharing the same service contract.

Our approach exploits the underlying modularity of the system in order to allow
implementations to be individually changed. Modularity refers to how the different
implementations are packaged into single deployable units, named modules . This is important
because, although components are composed of individual classes that reference each other, a class
is not the unit of deployment, modules are 3¢ (see section2.5.2). Modules contain multiple classes,

35 Not all services are required to service more than one client, nor are client services required to use multiple
providers simultaneously. However ,the Nx M relationshipis the more generaland most demanding case in regards to
implementation -de coupling and allowing multiple components to coexist.

36 There has been much discussion on the relationship between the concepts of class, module, package amh
component. For our purposes, the Java language groups classes into packages of highly coupled classes (i.e., the Java
package). APAM on the other hand, groups packages into larger de ployment units that are called modules. There is an
informal consensus that a module is a better vehicle for implementations because a Java package is too small. Aimost
invariably developers arrive at a group of tightly connected packages. Once a cycle exists between two packages, it
makes little sense to keep them separate.
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so in a sense, we are adding and removing groups of classes in single blocks. Modules are expected
to follow best -practices regarding both cohesion and coupling among their classes (among other
Object Oriented best practices), but this subject is not treated in our work 37. Nevertheless, our
approach presentsfurther restrictions on packaging which are necessary to ensure proper behavior

of dynamic modules. Such restrictions are provided as guidelines, where, if not properl y followed,
coupling among the modules is detected and fine-grain dynamism (i.e, individual removal of

modules) is lost.

This section describes coupling among modules, characteristics required for decoupled
implementations and the analyses to detect coupling.

6.1.1Defining the Service Contract

As previously mentioned, packaging classes into modules is a design decision that affects the
dynamic module system. Packaging can cause undesirable coupling among component
implementations that leads to the impossibility of individually removing modules (and, by
consequence, individual components). In a worst-case scenario, all modules are coupled in such a
way that the entire application must be stopped and reloaded for every single change, completely
defeating the goal of fine-grain dynamism.

Figure 14 shows a conceptual diagram describing the logical relationship that is commonly
perceived between component implementations and the service interface. Indeed, the service
contract is generally reduced to simple interface that is shared between two components and is
seen simply as the interaction point between them. The implementations are shown as separate
entities that do not overlap (in the case of implementations, this means they do not share classes
other than the service interface). If we were to modularize such a case, we would probably use
three modules, one for the client, one for the provider and a final one for the service interface. Both
implementation modules would depend on the interfac e module, but not on each other (i.e, they
are expected to be decoupled).

Service Contract
(Simple , Interfaced

Consumer Provider
Component Component
Implementation Implementation

Figure 14: Shows a common misconception of the relationship between component implementations and the service
contract in centralized applications (compare to Figure 22).

However, such a relationship is idealistic and does not fit how modularity or services really
function in centralized applications. In fact, the service interface is but the initial communication
point between the components; communication is not limited to the service interface , it can occur
through other objects as well. Indeed, the interface defines the operations a provider component

37 For example, itis possible to package unrelated classes into a single module but this does not make very much
sense.We expect modules to contain related classes that have been developed and tested together.
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permits; yet, a service interface also references many other classes and intéaces (types) with
which both components may continue to interact with . Figure 15 shows a generic metamodel for
types (as seen in the Java programming language) A type can be either a class or an interface.
Types can reference oher types. Also, interfaces can be implemented by various classes and classes
can be subsequently inherited (i.e., extended in Java programming language ). This shows that a
single reference to an interface, e.g, the service interface, can lead to a largegraph of other types

being indirectly referenced.

References

* Implements 1
Interface P Class
1 * L:]
* *
Implements Inherits

Figure 15: Metamodel showing the relationship between interface and class

Consumer and provider components in a serviceinteraction do not generally reference every
type reachable from the service interface. In fact, which exact types are referenced by either
component will undoubtedly vary; at a minimal the service interface is referenced by both
provider and client, although generally a reasonably large part of the reachable type-graph is
referencedby both components. Figure 16 gives us an example of a simple architecture composed
of two components that communicate using a single service. The service interface is defined using
a Java interface, which isreferenced by the consumer componentimplementation class (necessary
for binding and invoking the provider) and is implemented by the provider component
implementation class (this is necessary for the consumer to be able to invoke operations on the
provide r). Note that colors are used to guide the reader into distinguishing between classes that
are part of the implementation sof each component, and classes that are independent of themand
used in interactions (namely the Service Contract classes) Furthermore, it is important to
distinguish the component implementation classes from regular classes, and to distinguish the
service interface from regular interfaces.
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Service .
Consumer Provider
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Figure 16: Shows the dependency relationships between classes used t@onstruct components

An interesting result of separating component implementations and the service interface is
that we can calculate the entire type-graph (both classes & interfaces) that two components
potentially use when communicating through service interactions. This is calculable because
objects that traverse component boundaries must be defined by types that are referenced, either
directly or indirect ly, from the service interface38. However, not all types of all the objects that
traverse component boundaries can be found in the transitive closure of referenced types starting
from the service interface. This is becausethe transitive closure may contain interfaces or classes
that are implemented or inherited by unknown 2 types. Indeed, it is possible UOwWO OOP wUT | Ul
object that passes through the service interface, but wecannot be sure that the object is of the type
specified or if it is a subtype (i.e, the service interfacecan referenceasuper type to the objectthat is
actually passedin an invocation)39. In the case of an interface that is referencedwe know there is a
class that implements the interface (otherwise no object would be passed); however, which class is
not directly known from the transitive closure 40,

Nevertheless, even though there are still hidden types that can circulate between two
components, those types remain inaccessible from the components themselves (components
should never downcast objects to find their hidden types because this supposes they know more

38 |tis possible to use either the rootclass(e.g, Object in Java) or a container object to wrap other objects in ways
that the type of the wrapped objects are not known from the type -graph. This implies that the receiver component of the
collection casts the objects to a known type, which, in fact,causes hidden coupling between the components and should
be avoided. In general, a component should never require down-casting any objects obtained through a service
interaction, and, if such is the case, than the service should be redesigned (for example, using generics).

39 nthe worst case, the root class of the class hierarchyis usedd.g, class Object in Java), allowing any object to pass
through. This should be avoided when possible.
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referenced and heldin memoryas long as there is an existing reference towards them. This means that a component
programmer may not know he is indirectly referencing a type. This complicates dynamism b ecause if the class is
removed, allreferences, either direct or indirect, to objects of that class must be released, otherwise this will result in a
memory leak.
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about the objects and the service than what is expressed in the contract, implying hidden
coupling). Indeed, a component should only directly reference a type that is contained in the
transitive closure of types starting from the service interface, not hidden types.

Understanding the relationship between the service interface and the referenced classes is
particularly important because, unlike highly decoupled distributed computing approaches 41,
centralized applications can build services using complex objects and interactions. However, such
interactions run the risk of introducing hidden coupling, which is difficult to detect and hinders
dynamism. Hidden coupling exists in centralized applications because the classes that are used in
the service interaction may be unknown and yet still be removed (because of dynamism itself),
placing the component programmer in an untenable position where he must release objects that he
was unaware of. This affects the components that are directly or indirectly using such classes,
without the components (or developers of the components) having any way of knowing which
classes are? Ul Eli2iDdg wsed. In short, coupled implementations are caused by the (direct or
indirect) referencing of classesthat belong to another components implementation and which are
obtained through service interaction s.

Clearly, either component, using or providing a service, candirectly referenceany type (class
or interface) that is contained in the transitive closurestarting from the service interface. As we can
begin to see, the service contract must consider the service interface plus additional classes used in
the service interaction. This is necessary so we can clearly identify and separate this group of
classes from the component implementations. Figure 17 gives us an initial example of which
classes require separation (contrast toFigure 16).

Service Contract

Service Interface

Figure 17: An example showing a graphical view of the Service Contract. The Service Contract is composed of the
transitive closure or referenced types reachable from the service interface.

41Distribute d applications communicate using services with interfaces that define transferable data, generally using
primitive data types. Each interaction between consumer and provider passes (i.e.,copies) these primitive values
betweenthe components. Complex objects, such as classes, are generally not permitted be cause this causes coupling and
Ul EVET UwOT 1 wU a &d)thiog tiics with D alv BsRBIGdzthalaggy. Howe ver, exclusively using primitive types
for communication is quite restrictive, undesirable and unnecessary in centralized applications.
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Following our explanation, w e informally define the Service Contract as follows:

The Service Contract of an interface | is the set oftypes(interfaces &
DEFINITION classes) that are needed to provide the service defined byl, i.e. all

types that | directly or transitively depends on.

In order to more formally define the service contract, we will start by defining the
relationships between classes and interfacesThe relationship between two types may be caused by
any of the following types of coupling found in source code: inheritance, abstract class
implementation, interface implementation, composition, aggregation, association, dependency and
exception. When considering dynamism as the only concern, we can reduce this to two types of
type-coupling, namely the extends(and its reverse relationship, extendedBy and the depends

relationships, which we define as follows:

Definition 6.1 (Extendsrelationship: A type C exendsa type D fif its relationship with D is of
inheritance, abstract class implementation or interface implementation. This implies that C
depends on D at runtime and that C provides new functionality not existant in D. The extends
relationship is directi onal.

Definition 6.2 (ExtendedByrelationship: We define ExtendedByas the reverse relationship of
Extends A type D is extended by a type C if C extendsD.

Definition 6.3 (Dependselationship: Atype Cdependsn a type D if its relationship with D is
of composition, aggregation, association, exception, dependency or extends This implies that the
type C requires D at runtime in order to properly function 42. The dependselationship is not
symmetric; C requires D to function but D does not require C to function.

We proceed by defining the Type Graphwhich is composed of classes and interfaces

Definition 6.4 (Type Graph:A type graphis atuple TG = <Type Extends, ExtendedBy) epends>
where:

1. Typeis a set of types (.e, classes or interfaces);

2. Extends TypexTypeis a partial ordering relation expressing that some types Extends(as
defined in 6.1) others.

3. ExtendedBy TypexTypeis a partial ordering relation expressing that some types are
ExtendedBy(as defined in 6.2) others. ExtendedByis the reverserelation of Extends

4. Depends TypexTypeis a partial ordering relation expressing that some type s Depends
(as defined in 6.3) on others.

We should note that the Service Contrads computed by the transitive closure of Dependsand
Extendsrelationships starting from the service interfacthat is used to define the service. For a graph

42 This is equivalent to a Java import in the class file headers of the Java language. This information is used at
compile time to, among otherthings, ensure type safety, and at runtime for execution purposes. Other languages have
similar requirements for both compilation and runtime.
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6.1Decoupling component implementations

G=<Node, Relwith Nodethe set of nodes, andRelthe set of relationships between nodes, we note
[r1O w @'wmth r 1, ra N 'Y ‘Qihie transitive closure of relationships r 1 to ra.

And finally, using the transitive closure operator and the previous definitions, we can define
the Service Contract, which is the set of types used to provide a Service.

Definition 6.5 (Service Contragt Let TG be aType Graph. A Service Contracis aset of types
defined by the tuple <ServicelnterfaceDepends, Extends>

1. SC(Servicelnterface¥ { tN "Yw ) [xServicelnterfacet>1 [Extends Dependp}

2. Servicelnterface Type(Servicelnterfaces the interface used to define the service);
3. Thus, SC(t) Type

The Service Contract is the set of types reachable, directly or transitively, from the service
interfacetrough an extendsor dependselationship .

However, although the Service Contract has been defined, we must still handle hidden
objects that can be passed from components through service interactions. In the next section we
will detail h ow we handle such classes while ensuring that components remain consistent and
continue to function properly.

6.1.2Defining the Extended Service Contract

The Service Contract as defined previously describes the types of objectsi(e. the classes and
interfaces) that can be passed from one component to another during a service interaction.
However, not all classes shared between the components are fully visible using the Service
Contract. This happens because the Service Contract can contain interfaces that willbe
implemented by component implementation classes, and component implementation classes can
inherit classes contained in the Service Contract. Indeed, the problem is that of realization and
generalization of interfaces and classes. To explain what this means to decoupling

implementations, our example starts by ignoring the problem.

Supposing that separating the Service Contract is sufficient to decouple two component
implementations, we might believe that creating three modules (one for the consumer component,
another for the provider component, and a third for the service contract) would be the minimum
number of modules sufficient to ensure proper operation if a compo nent implementation is
removed. Figure 18 presents what this would look like if we were to modularize the classes in such

a fashion.
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Service .
Consumer Provider
Component Component Component
Implementations

Classes & Consumer Component Module Service Contract Provider Component Module
Interfaces

Diagram Legend
Component /\  Service Interface
Implementation O Component implementation
—C  Required Service | 7. class
——O Provided Service | . Interface
O Class
r————- | —— Depends link
| | Module —> Inherits link
b J ————> Implements link

Figure 18: Naive proposal for packaging a simple component example. Notethat class E inherits and class H implements
types in the Service Contract. This meansthat the component implementations may ind irectly reference these classes.

As we can see,the component implementations can only directly reference classes in the
service contract. There are no direct dependencies between the Consumer and Provider
implementation modules. Indeed, such an architecture presents the following desirable
characteristics:

1 The transitive closure of classes starting from the service interface does not reference
component implementation classes. In fact, the service contract is deoupled from the
implementation classes E1 EEUUIl w DUOw EOI Uw OOUw Ul 11 Ul
implementation classes.

1 The component implementations reference the service contract.

T 311 wWEOOXxOOI OUwbOx Ol Ol OUEUDOOUWE OwO OU usses
(e.g, classes of the provider component are unreachable from the consumer
component).

1 Communication between components is limited to classes that are easily
distinguishable and separable (i.e, they reference the Service Contract).

1 public interface S {
2 void setF (F f);
3 D getD();
4}
Figure 19: Simple Java interface showing how the Service Interface S directly references classes F andD.
ClassesF and D are respectively a parameter object sent from the Consumer to the Provider component, and a return
value object sent from the Provider to the Consumer component.
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6.1Decoupling component implementations

However, in Figure 18 we can see that class Einherits class Fwhich would make it possible
for the consumer component to create an instance of class E and pass it to the providecomponent.
(To see how subtle this can be in sour code, we provide the sample interface shown inFigure 19.)
The provider component can directly reference class F(i.e,, in source code there is a reference to
type F); however, indirectly , the provider could be referencing an instance of class E. Shouldhe
consumer component implementation be removed, class E would be removed with it , and thus,
the provider could potentially hold onto invalid objects of class E 43. Indeed, this is not the only
such casewhere indirect coupling is visible. Figure 20 presents this and other indirect coupling
pathways.

. . Consumer Component Module Service Contract Provider Component Module
a) Consumer is coupled to Provider. oI m——— =e ————

» A
This is the obvious case of coupling that l\_@ ______________________ S i = _,_e_@__\,‘

occurs when the consumer obtains a

reference to the provider. Decoupling ryr X LA . ! ” Tl O’ b
occurs by unbinding consumer and provider - < ’ "‘, v ™
components. Ubinding is automated using )
dependency injection mechanisms. ¥ X | -~ F o I 4 b
—>Or @ O
Consumer Component Module Service Contract Provider Component Module
b) Consumer is coupled to Provider. O :
Coupling occurs through interface /| which is ¥ A ¥ Y
implemented by class H, which is part of the - o O
provider implementation. |
——=7C - v X
’ Y « - :@
—e=" O Lsn@ ¢ © O
Consumer Component Module Service Contract Provider Component Module

c) Provider is coupled to Consumer.
Coupling occurs through class F which is
inherited by class E, which is part of the
consumer implementation.

( 7 Indirect coupling path

Figure 20: Shows the various indirect coupling paths that occur if we were to follow a naive mod ularization technique
which does not consider interface realization or class generalizations .

Indeed, indirect references to objects defined by hidden classes will result in memory leaks
or unexpected behavior should coupled modules be removed. An initial solution that would work
is to outright prohibit the usage of interfaces (other than the service interface) inside of the service
contract, and to prohibit inheriting cla sses from the service contract. This would lead to a solution

43 Although it is programmatically possible to release the objectf class E that areindirectly referenced, the fact
that the component does not know or directly reference class E makes this extremely difficult. This would lead to an
overly complicated program ming modelthatis not realistic and would require the programmer to follow all objects of
all types he receives through the service in order to release references to those objects in case an indirectly referenced
type became invalid. This would be further complicated if there are multiple intermixe d subtypesthat the component is
unaware of, and only some subtypes become invalid.
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very similar to distribu ted systems where all data types that passamong distributed components
are explicit, public and shared (and generally composed of primitive data types like integers,
strings or floats). Nevertheless, in centralized applications, the drawback of such a solution are that
the implementation detail s of classes, if accessible through the serviceontract, would need to be
made public to other components. Furthermore, components would have to use each and every
class exactly as defined in the service contract, dsallowing the generalization of services that can
be (transparently) specialized. This breaks encapsulation and releasesimplementation details ,
leading to an increase in coupling at the source code level (classes will be hard coded to other
specialized classes) This would most likely lead to a large number of incompatible yet highly
specialized services caused by potentially small differences or changes in the classesand service
interface that build the service contract.

Hidden coupling caused by indir ect referencess problematic because it is hard to identify (it
occurs whenever there is inheritance or implementation of types defined in the service contract),
and because the coupled components are not aware of it. In fact, it's invisible to the components
themselves; it depends on how they are packaged. In theory, such coupling can be
programmatically handled by the components at runtime if the component can release the
indirectly referenced objects For example, in part b) of Figure 20, interface | is implemented by
class H, and the consumer component knows, at most, the interface I. Should the provider
EOOx OOl OUzUwbPOxOI OIl OUEUPOOWET wuUl OOYI EWEUwWUUOUDLOI
release all objects defined by class H Because it does not know class H the framework could
potentially notify the component to release objects defined by classes that implement interface |I.
However, there could be potentially many classes that implement I, forcing to component to either
releaseall objects or to manage information related to where each | came from and only eliminate
the coupled Is.

In general, because thecoupled components indirectly reference super types of acoupling
class but not the classitself, it is possible to handle such cases inthe source code. If the coupling
class is removed, the coupled component can remove references to the objects of that class.€.
nullify references to the objects so they can be garbage collected). However, because packaging is
often expected to be an orthogonal concerrf4we do not expect a componentto be programmed to
potentially remove all instances of a class it does notdirectly know, should the framework inform
it of such coupling. Certainly, the programming burden would be great bec ause any indirect
reference to a class that is removed by the system could potentially invalidate the component and
would require complicated programming measures to decouple it at runtime . It is much saner for
a component to suppose that any objects it rderences are held by?stable? classes, allowing a much
simpler programming model. Indeed, one of the main benefits of service oriented component
models is that you can freely program intra -component (i.e., object-oriented programming
paradigm ), and you pay special attention to dynamism regarding everything inter -component(i.e.,
component-oriented programming paradigm). The modularization of software components
should follow this logic.

Our approach is to modularize applications with hidden dependencies in a way that the
hidden dependencies areheld externally from the component's implementation module and held

44 Packaging becomes an important crosscutting concern that can affect dynamism quite dramatically.
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6.1Decoupling component implementations

externally from the service contract. This is a compromise between having to make
implementation details public and the need to avoid indirect coupling. By putting into separate

modules the classes that subtypethe service contract, the component's implementation modules

can be individually removed without impacting other components, as long as the extension

modules and the service contract remain in place. It is important to note that the extension

modules can be composed of many types which reference each other, but there should be no

Ul TTUI OETl UwWUOPEUEUWUT 1 WwEOOXx OOl OUzUwbOXx Ol 01 OUEUDO
from the service contract to the implementation module because of such a dependency).
Continuing with our example, we propose the modules as defined in Figure 21.

Service
Consumer Provider
Component Component Component
Implementations

Classes & Consumer Component Module Service Contract Provider Component
Interfaces Module

Service Contract Service Contract
Extension Module Extension Module

Figure21: Minimal packaging into modules to allow the component implementations to evolve independently and still
allow specializing the service contract.

Indeed, as long as the Service Contract and its Extension Modules do not change, the
component implementations may continue to function properly and independently o f each other.
It should be noted that in Figure 21, we show the minimal number of modules to achieve
decoupled implementations. However, although we propose using individual modules for the
service contract, for the component implementations and for the extension modules, these could
potentially be multiple modules each 45. Design decisions regarding modularity, such as dividing a
module into smaller modules or regrouping modules into larger ones, can be performed to
improve reusabil ity, to refactor code, to decouple modules, yet the impact on dynamism should be
taken into consideration when making such changes. It is particularly interesting to see that
modularity is an orthogonal concern to developing components (it does not directl y impact source
code)s. As a side-note, to achieve greater dynamism we could use one class per module allowing
every class of the system to evolve independently. Although it is technically possible to construct a
system using one class per module, the runime cost of doing so would generally be prohibitive 47.

45 For example, the componentimple mentation may be spread over multiple modules. This does not change our
approach. Infact, aslong as thesetof the modules that is used to construct a component re mains de coupled from the set
of modules that construct the service contract, our propo sition holds.

46 This is true because atthe sourceode leveleach class depends on other classes, not modules. Theeveloper is
pote ntially oblivious to where a class will be provided from. This allows modular design decisions to not impact source
code.

47 Dynamic language interpreters, such as Jython (Python on Java)have used similar te chniques to allow high -level
classesé.g, Python classes)to be dynamic €.g, methods andfields can be added and removed at runtime) even though
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We see modularity as a crucial concern that needs to be considered when creating dynamic
applications. Packaging classes into modules has a large effect on dynamism. Furthermore, the
Service Contract ismore than just a simple interface as commonly described. As seen inFigure 22
(and contrasted with Figure 14 earlier in this chapter), we show that the Service Contract should
not be limited to a simple interface and that it should contain classes that are independent of both
provider and consumerimplementations. Additionally , it must consider classes thatproviders and
consumers can use in service interactions that sere to extend and specialize the service contract
(e.g, classes that inheritfrom service contract clas®sor that implement interfaces in the service
contract), but which are related to the E O O x O O imPléirdntation s. Extension classes allow
components to remain agnostic to how the service is provided (implementation details remain
hidden), but to still use the service and keep the objects it has obtained a reference to even though
the implementation may be removed .

Externalized Implementation Classes used to
Specidlize the Service Contract

c
Consumer Service 2 Provider
Component Contract 5 Component
Implementation % // Implementation
Includes b

Data Transfer Classes

Figure 22: A conceptual overview of the Service Contract showing its importance in the tri -party (consumer, contract,
provider) when designing dynamic components (compare to Figure 14).

We informally define the ExtendedServiceContractas follows:

The Extended Service Contiact of an interface | (noted ESC(l)) is the set of
type that are needed to provide the service defined by I, i.e. all types that
| directly or transitively depends on , or indirectly depends on through

extensions.

DEFINITION

We proceed to formally define the Extended Service Contract using our previous definitions
(Definition 6.1-6.5)from section 6.1.1

Definition 6.6 (ExtendedService Contragt Let TG be a Type Graph; the Extended Service
Contract of interface Servicelnterfacenoted ESCServicelnterfagds defined by:

1. ESC@ervicelnterfage= { t ¥ "Yw N ‘P < Servicelnterfacet> N [Extends® ExtendedBy
Dependf };

their underlying Java classes are not. To do so, dython classis mapped onto multiple Java classes, and each Java class is
loaded by its own classloader (very similar to its own module in our approach). If a Python class changes, the Java class
implementing that partis remov edanda newJava classis loaded (in Javayou mustremove the entire classloaderandall
classesitloaded, otherwise nothing is removed, forcing fine -grain dynamism approaches to use one classloader per
class). This tends to be very costly at runtime andis probably a reason why dynamic languages on the Java Virtual
Machine remain limited in use and are slower than their natively written counterparts.
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2. SC(Servicelnterfadd ESCServicelnterfade ESCGervicelnterfagd Type

The Extended Service Contract is the set of types reachable from theservice interfac&ough
an extends extendedByor dependgelationship. This set of types should be externalized from

component implementation modules , into Service Contract and Extension modules, in order for
the component implementation sto be individually removable.

6.1.3Modularity: components and modules

In sections6.1.1and 6.1.2we explained the importance of the service contract in centralized
applications. Moreover, we have defined the service contractasthe set of types reachable from the
service interface. We have also recommended that types thatinherit or implement the types in the
service contract be externalized from the component implementations and put into service
extensions, such as to ensure that dangling references do not occur when component
implementations are removed. Dangling references are a common occurrence in current
approaches given the lack of a Service Extensioroncept, and because the contract between two
components is often reduced to a simple service interfacet®. Indeed, the service contract may be
specidized using service extensions, and, possibly more commonly, the service extensions may
provide implementation classes for interfaces that exist in the service contract.

Consumer Service Provider
Component Component Component
Implementations

Consumer Component Module Service Contract Provider Component
Module

Classes &
Interfaces
Service Contract Service Contract
Extension Module Extension Module
Modules
Consumer o Consumer Service Contract Provider Provider
Implem. Module "| Contract Extension > Module < Contract Extension Implem. Module

Figure 23: Overview expressing the relationship between components, types and modules

The approach in Robusta is to createfive distinct (albeit potentially reusable) modules for
every service interaction, such that, either component implementation directly depend on the
service contract and their service extension, and POEDUI EVUOQawWETl x1 OEwOOwUI 1 u

48 Such coupling inhibits dynamism because we canrot safely remove a component implementation because its
classes are being usedyy other components. Doing so mayresultin memory leaks (e.g, in Java the classloader and the
definition of all classesitloaded are transparently held in memory by the virtual machine because of a single dangling
reference) or unexpected be havior (e.g, the objects maybe proactively destroyed like in C++). In order to retain overall

consistencyin such cases of coupling, we have to remove allcoupled components, introducing a much larger impact of
change.
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service extension. For implementations to be decoupled (a requisite for removing and replacing

implementations), no direct or indirect dependencies should exist between component
implementations 4950, Figure 23 reflects the modularization of a simple architecture (consumer
component and provider component ) with a single service. Visible in the figure (bottom) are the
modules that require being created in order for the component implementations to be able to be
dynamically removed without impacting other component implementations .

Extension modules depend on the service contract they extend, but they should never
depend on the implementation modules>t. Implementation modules depend on the service
contract and service contract extension modules, but not on other implementation modules . The
service contract should not directly depend on implementation or extension modules 52. No cycles
between modules should be found in a decoupled modular architecture. Externalizing the service
contract and contract extensions is important because,as explained in the previous section, it is
possible for component implementations to reference objectsdefined by classes thatare in any of
the extension modules (see Figure 20 for a graphical explanation of hidden classcoupling
pathways). Indeed, extending a service contract means that the types that are not visible from
simply looking at the service contract €.g, implementation or specializ ation types) can transit
through the service nevertheless. Figure 24 shows the abstract communication channels that exist
between two components. We can see that classes tt are defined in the service contract and the
extension modules are instantiated and ?Ppassed through the service, either as parameters or as
return values, depending on the role the component plays in the interaction 53. Instances of classes
contained in the implementation modules do not pass through the service, hence, the component
implementation modules are decoupled .

49 The exceptionisthatiOEDUT EUwWE OUx OPOT wEOPEaAUwl RPUOUwWI UOOwWUT 1T we ddUUOI
xUOYDPEI UWEOOx OO OUzUwbhbOxO1 01 OUEUPOOWEOGEUUBwW3T PUWEOUxODPOT wbU
component instances, commonly automated using dependency injection and dejection mechanisms. In the case of
programmers manually handling (special case) referencesto service providers, it has been found that it is common for
programmers to incorrectly hold references at runtime, leading to dangling servic e referencesiGama and Donsez 2008]

50 |f the imple mentation of a component Adepends, directly or indirectly, 0 nthe implementation of componentB, it
is said that Ais coupled to B.

51 This would create a cyclic de pendency causing us to be unable to remove the implementation module, which is
one of the main goals of our modular architecture style.

52 A direct de pend ency on another module would, by definition, me ans that the other module is part of the Service
Contract. Any module the service contract depends on is actually part of the service contract itself, such that it is
impossible to have the Service Contract depend on any other modules. If the service contract and component
implementations share modules, they are effectively coupled and cannot be removed separately. Modularizing the
service contractis done to ensure thata common base of all reachable types areegrouped into we ll known decoupled
modules in order to ensure dynamism.

53 The roles may be less clear if, for example, parameters are passed by reference instead of by value, like in C++.
Javadoesnotallowpassing objectreferences by reference, objeceferences can only be passed by value. However,

EOUT OUT T wbUzZUWEWEEEWXUEEUDPET Owbpl WEEOwWUPOUOEU]I wUDOPOEUWEI T EYD
object (e.g, a pointer to a hashmap object), which then has object references addedo it by the callee. The added

references would be accessible to the caller, effectively simulating pass by reference. In either case, complex service
invocations do not affect our approach to decoupling imple me ntations.
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4 = Parameters N .
{ rsuTmeT Provider
Cl mponent | C Component
Component 14 Return Values N
Implementations L
Modules
Y | et k- fC
Consumer g Consumer Service Contract Provider el Provider
Implem. Module I 7| Contract Extension > Module < Contract Extension 1 Implem. Module
\
C =  p—" e ——— A
Diagram Legend (cont.) Extended
:> Abstract pathway indicating where components Service Contract
obtain classes used in a service interaction

Figure24: Parameters and return values used in a service interaction are instances of classes that are contained in either
the Service Contract module or the Contract Extension Modules.
Componentsthat reference classescontained in a different implementation module are coupled to that implementation .

It is interesting to note that our approach limits types that passbetween one component and
another to those that exist in the Extended Service Contract In fact, the service contract is the first
delimitation of types that are shared between components (the transitive closure means that only
those types and any inherited or implemented type scan pass) and is an important reason to why

they have been externalized from component implementation modules. However, the Service
Contract can still referencethe root class in a single root hierarchy language (e.g, the Objed class

in Java), meaning that any class in the system can pass through the servicebecause all classes
inherit from the root class. The design of a service should avoid the use of the root classbecause
this limits most possible analysis to ensure that decoupling is sufficient for dynamism 54 When
encountering the root class in the service contract if we are optimistic we suppose that the types
are properly decoupled, which if wrong could cause dangling references (resulting in a memory
leak or other undesirable occurrence); or if we are pessimistic, we suppose that the object can be of
any type in the system, resulting in the coupling of the service to all classes accessible by the
implementation (which is generally overly strict). In the pessimistic case,it should be understood
that any change to any module in the system would potentially require invalidating the service
contract and all components that use the contract in order to guarantee there are no dangling

references
In general, implementation decoupling and proper module design allows for the following:

1 Component implementation modules can change without impacting other
implementations (or instances).

1 A single service contract can be used by multiple clients and multiple providers,
simultaneously.

1 The service contractdoesnot directly depend on implementation or extension modules ,
it is decoupled and independent .

54 This problem is similar to that o f container classes before the use of generics. The compiler was unable to verify if
the insertion or removal (or any otheroperation) of an object into or from the container would succeed. The riskwas that
the object was not of the correct type, resulting in an unexpected runtime exception.
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1 Component instances remain valid as long as the extended service contract is not
changed (i.e, the service contract andthe contract extensions modules are not removed

or invalidated) .

1 Componentimplementations may use specialized classesin service interactions; neither
the service contractnor the component implementations are required to have previous
knowledge of all types that are used in the interaction 55. The extended service contract
continues to allow implementation hiding and encapsulation for centralized

applications.

é6.1.3.]l\/|odule Dependencies

In Robusta, a module contains classes, interfaces, metadata files, and other fildbased
resources. Figure 25 shows the file-based metamodel of a modulez tbntents.

Module

[ ]

Type Component Metadata Other Files

= i

Interface Class Images

Figure 25: Metamodel showing different files that modules contain

Module dependencies must reflect the relationships between the types (classes and
interfaces) contained with in the modules. The relationship between two types can be of Extends
ExtendedByor Dependsas defined in section6.1.1

Furthermore, type relationships can be expressed as a directedgraph, such as shown in
Figure 23 (middle) and formally defined in Definition 6.4. Because types (classes or interfaces) are
not individually dynamic | they are grouped into dynamic modules | there is little need to work
with such a fine-grained graph3¢. We convert the graph into a module graph that is both simpler
(less edges and vertices) and expresses dynamism (modules can be individually installed and
removed). To convert the graph we use the following formal definitions:

55 This is a strong difference with highly decoupled distributed applications, where the service contract is often
reducedto simple types, such as Data Transfer Objects (DTO), that are composed of primitive data typeslike integers,
floats, Booleans and strings. Marshaling and unmarshaling of DTOs require both nodes of the system to have a precise
representation of the data types. Any change, even potentially simple ones, to a data type in the distributed service
impacts both nodes.

56 Using the fine -grained type graph provides tooling with enough information to propose which classes should go
into which modules in order to create decoupled provider and consumer components. See Chapter 8 for more
information on tooling to assist in the design of dynamic applications.
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Definition 6 .7 (Module Grapl): The Module Graphis defined by MG= <Module, MExtends,
MExtendedBy, MDependsxyhere

1. Moduleare the set of modules in the system;

2. MExtends Module Moduleis a partial ordering relation expre ssing that some modules
extend others;

3. MExtendedBy Module Module is a partial ordering relation expressing that some
modules are MExtendedB others. MExtendedByis the reverse relation of MExtends

4. MDepends Module Moduleis a partial ordering relat ion expressing that some modules
depend on others.

Definition 6.8 (Type Graph to Module GraphProvided a type graph TG=<Type, Extends,
ExtendedBy, Dependsand a packagingfunction, we can derive the associated module graph
MG=<Module, MExtends, MExtendiBy, MDepends=as follows:

1. packaging: Typ€ Moduleis amapping function that defines what module a type has been
packaged into®7;

a "tvYongd N0 € Qo anQpackagingt)
2. "t 2N Yo Qpackagingty) packaging@) then
a. tytz MOwo Q¢ Qpackagingt:),packagingtz) ¥ 0 Owo Q& Qi
b. titz NOwo Q¢ QQQEaekagingt),packagingtz) ¥ 0 Owo QE QQQ6 w
c. titz M'OQn Q¢ Qipackagingti),packagingtz) ¥ 0 O0Qn Q¢ Qi

The following metamodel, shown in Figure 26, graphically shows the relationships between
modules obtained from the graph manipulations (we have omitted the ExtendedBy relationship

because it is the reverse of theextendgelationship) .

Depends

]
(7

Extends

Figure 26: Module Relationship Metamodel

57 |n practice packaging is performed by the developers who de cide what modules to create and then select which
classes go into those modules.
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[6.1.4ServiceContract reusability for multiple components

Our approach to decoupling component implementation makes the service contract and
contract extensions a central element in the design of dynamic applications. It is important for
components that provide and re quire the same service to use the same service contract modules.
This ensures that components are using the same type definitions in order for them to be able to
interact without running into problems caused by incompatible or unavailable types. Figure 27
presents an architecture with multiple components (multiple provider and multiple consumer
components) interacting through the same service (namely service S1). The result of such a
scenario means thatobjects obtained from one provider can intermix with objects obtained from a
different provider, and vice versawith consumer produced objects. Furthermore, objects created by
one provider component can be passed to a consumer component,which are then passed to a
different provider component, and then passed to another (entirely different) consumer
component. Because every component implementation depends on thesameservice contract, if the
objects are instances of classes in the serviceontract, this is not problematic; however, if the
instances are from classes in the extension modules, this means that the components arendirectly
coupled to any or all extension modules. Indeed, the idea of externalizing extension modules is to
combat indirect coupling. All components that intera ct with a service are potentially indirectly
coupled to any or all extension modules.

: 4 ™
Service S1 Provider
- ~ Component
Consumer : N
Component . - ~
~/ Service S1 Provider
- ~ Component
Consumer G N
Component . - ~
\_ J Service S1 Provider
Component Component
Implementations \ -
Modules
T T T T T T T T T T T T T T T T TS TSI SITSESIT T T T \
Consumer | - Consumer | ] Provider _ 1 Provider
Implem. Module : “ | Contract Extension i i Contract Extension | ~ | Implem. Module
( i H [ I
] i i !
! v V V ¥ [
Consumer 1 Consumer | [>| ServiceContract | 4 | Provider <! Provider
Implem. Module : ~| Contract Extension Module Contract Extension | | Implem. Module
|
A
(S F FAR S
: [
| P Provider _ Provider
| . Contract Extension | = | Implem. Module
:Extended Service Contract 1
T

(All extension modules)

——— e e e e e e e e e e = e e = e e = e = = = = = = = = ——

Figure 27: Multiple client components bound to multiple provider components, all around the same servicecontract .
By allowing each individual component implementation to be installed and removed independently, our approach to
impl ementation decoupling solves this otherwise complicated case of coupling among modules. Dynamism is limited to
implementation modules, which can be freely installed, re moved or updated. However, The Extended Service Contract
must not be changed (no modules can be removed, yet more modules can be added) because this could result in dangling
references.
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This level of dynamism effectively allows implementation modules to be added, removed
and updated without ever invalidating other component implementations or the service contract.
Service extension modules are less dyname¢, you can add new service extensions when, for
example, installin g new component implementations; however, service extension modules cannot
befreely removed without potentially causing dangling references because of indirect coupling. To
avoid such dangling references, the framework would have to destroy all instances of all
components that use the service The Service Contract itself cannot be changed in any way; no
classes or modules can be dynamically added to it and it cannot be removed without invalidating
all modules (and all components) that depend on it.

An illustration of wha t this means in regards to designers and architects using high -level
architectural concepts is provided in Figure 28. As we can see, the service contract is centralo all
components that require the service or provide the service. For the components tobe compatible
with one another, they must use the exact same contract (all contract classes must be the same).
Adding new components, either consumer or provider, can be done without impacting other
components. There may be any number of consumer or provider components, all using the same
service. Component implementations may be removed without impacting other components as
long as they are properly decoupled and their service extension remains in place. Finally, service
extensions do not have to be unique or per-component; two components can reuse the same
service extension (effectively reusing the same underlying modules to instantiate the classes
needed to provide the service) without any issues. All in all, this allows for a fairly flexible
modular sol ution that enables and encourages dynamism.

Consumer
Component
Implementation

Provider
Component
Implementation

uoIsuaixy
ERTIVETS

Extension

Service

i ns+0“in3 new

component  implementation Service Extensions not removed! New component

Consumer m Service - Provider
Component Fo Contract © o Component
Implementation\ 2 ,g, 32 o€
o8 Includes o8
3 Data Transfer Classes \” &

Uninstalled COmponcn+ Implemcn+o+i0n5

Figure 28: Conceptual representation of multiple component implementations using a single service contract.
Given that the Service Contract is decoupled and well identified, all component services are compatible and can interact
through this single service. Note that as long as none ofthe Service Extensions are removed, component instances
instantiated from these implementations will remain valid. If an Extension is removed, this can lead to having to
invalidate and destroy all component instances in order to avoid dangling references.
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56.1.4.]Adding dynamism to the Extended Service Contract

Up to this point we have expressed the need to ensure that classes used in a service
interaction not be removed because this would lead to dangling references, which cause memory
leaks and potentially other unexpected behaviors. At the module level, in order to ensure that
dynamism is properly handled, we have established that we cannot remove any module from the
set of modules in an Extended Service Contract without risk. Interestingly, if we analyze the
component architecture and the module architecture at the same time, we can have a better
estimation of components that are potentially coupled to service extensions. Figure 29 shows a
simple architecture with three components. Using our approach, we can see that the components
A, B and C are potentially coupled to any of the service extension modules. Indeed, without
thorough dynamic runtime tracing or instrumentation we cannot effectively know if, for example,
EOOxOOI OUw! wi OCEVUWEwWUI i1 Ul OET wUOWEOw OBRNdoEsd,wi UOC
analyzing the architecture at the component instance level, at runtime, would give u s a more
precise calculation.
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’ € . s N
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Modules
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Implem. Module Contract Extension : ] Contract Extension | Implem. Module
Service S1 <Jenee Component C > Component C
Contract Module Contract Extension | Implem. Module
Extended Service Contract % J
L (All extension modules) )

Figure 29: Because of theinteraction path through component A, component B is coupled to component C's Service
Contract Extension (and vice versa).

Looking at a different architecture composed of two disjoint sub -graphs, as can be seen in
Figure 30, we can see that a modulelevel analysis would imply that Component B is potentially
EOUx Ol E wU O wE%rdce étnsibnUHotiveydl, womponents B and C are in disjoint graphs
at the component implementation level OwO 1 EOPOT wUT EOwUT 1 Ul wPUwOOwx OU U/
service extension to be passed to component B (nor vice versa).( | WEOOx OO01 OG0 w" zUwUI U
module were to be removed, there is no reason to invalidate component B. Indeed, by analyzing
the architecture and possible interaction paths we can improve our analysis of coupling and
changeimpact.
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56.1.4.Z_azy removal of Service Extensions

Removing a service extensionruns the risk of invalidating all components currently using
the service in order to be sure no component is directly or indirectly using classes defined in the
service extension module. Components directly using a module 3 classes can be trivially found;
those indirectly using them are much more difficult to detect . Although removing a service
extendon without invalidating indirectly coupled components can lead to dangling references,
which, given the execution environment can lead to different runtime problems, it is interesting to
note that in controlled circumstances we can remove the service extasion lazily. In the particular
case of the Java framework, and whenno modules directly rely on the service extension module,
(e.g, the component implementation that uses the extension is removed), and the extension is
properly decoupled, we can remove the extension from the framework without having to
invalidate indirectly coupled components . Underlying , the Java framework will only free the
classloader and loaded classes from the extension module when all objects created from the classes
in the extension module are released. Without thorough dynamic runtime instrumentation, we
cannot be sure if all objects have been released or not. N YT UUT 1 Ol UUOwWUT PUWEOI U
because, if they haw not been released?, the memory used for the classloader and classes will not
be freed, hencewe still consume the same amount of memory as before the extension module was
removed; and if the objects have been released the Java virtual machine will recover the used
memory5°. Furthermore, | YI OQwbi wUT I unbriedbielf idleaaed, Uf théyzate wev@ntually
released than we will recover the memory at that time.

58 We call modules that the framework h as removed but which the underlying virtual machine has not garbage
collected because of indirect or direct references shadow modules. Shadow modules can be very difficult to detect.

59 |tis particularly importantto manage the memoryconsumed by classes a nd classloaders because in many Java
virtual machines, classes are loaded into the permgen memory space, which is a much smaller memory spaceused to
store class definitions, and should not be confused with the heap memory where objects are stored and which is
generally much larger. Filing either the heap or the permgen will result in an out of memory exce ption.
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In such cases, itcan beD OQwUT T WEx x OPEEUPOOZUWET U0wBOUIT Ul U0 wC
given the possibility that used memory might be recovered. The only immediate drawback of
doing so is that the classes in the module even if it is not removed because of indirect coupling,
will not be usable or loadable by other modules should a new component be deployed and require
them. In such cases, we would h ave to deploy a new module or redeploy the same module to
satisfy the classdependencies, potentially causing a shadow version of the module and an active
version to coexist. This is not particularly dangerous, there is no limitation to having multiple
versions of the same classes available in the franework simultaneously; however, it is a waste of
memory (the exact contrary of our objective of recovering memory) and should be a technigue that
is used sparingly. This work has not explored more effective techniques to discover unused
modules.

6.2Decoupling componentinstances

Component instance decoupling is the second part in our approach to decoupling
components in order to ensure dynamism. Dynamism can drastically impact an application,
creating a complex programming model that is both difficult to understand and error-prone. In the
previous section we analyzed and proposed an approach to modularity that allows component
implementations to be added and removed without impacting other component implementations.
Nevertheless, and not to be confused with implementation decoupling, there is a type of coupling
that is not related to where a type definition is stored (i.e, what module contains the class or
interface), it is related to how a component usesthe objects it obtains through a service interaction
and to additional constraints the object might have . We call this instance decoupling.

Instance decoupling has a direct impact on programming because it expects components(or
developers as it happens)to follow guidelines on how long a component can hold a reference to an
object. We propose thatdevelopers rely on the concepts of freely shareable objectgin a very large
sense of shared) and managed shareable objects (also in a very large sensef managed). Both
service interactions. The approach is very similar to a data retention plan, where components can
specify which objects are managed and which objectsare free. Particularly, a reference towards a
managed objectmust be releasedafter a certain event, while free objects can be held indefinitely ©°.

We define which objects are managed by a component {.e., coupled to the component that
provides the object) in the Sevice Interface, as well as which objects are freely shareable (.e,
decoupled from the component) . The concepts of free and managed objects are importantoecause
in centralized application s, components may rely on shared memory to, for example, improve
performance or reduce resource consumption. Furthermore, some objects require special semantics
or are not usable after some events €.g, configuration objects). The component holding managed
objects is notified that it must release the objecs, otherwise, the component is destroyed in order to
force their release. Contrary to implementation decoupling, instance decoupling is expressed

60 Note that this is ortho gonalto the modularity concem (it does not matter if the component imple mentations are
coupledor not) andit is nottr ansparent to development. Programmers must know if an object is managed or free and
must respect the fact that it must be released if managed.
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directly in the Service Interface, making it a programming concern that mu st be managed at the
code-level, as shown in Figure 31.

public interface PrinterService{
void Print (@Managed Document D);
@Free Status getStatus();
@Managéd PrinterConfigurator getConfigurator();

Figure 31: An example printer service showing the use of Managed and Free object annotations on return values and
parameters in the Service Interface.

6.2.1The need forFree and Managed objects

Developing dynamic applications is uneasy because of all the restrictions that are added to
the programming model in order to ensure that the applications will be consistent and continue to
function correctly after a dynamic event (e.g, a change event, a failure event). Decoupling
components can be pushed to its extremes, leading to approaches similar to those found inmodem
distributed computing solutions where only simple data structures are shared (composed of
primitive data types), or at most, xml documents with well -established document type definitions.
This places the burden of decoupling on the definition of the data that circulates between the
nodes and prohibits the use of complex objects.If the definitions change, both nodes are impacted,
because encapsulation and implementation hiding are no longer possible.

The requirements when developing dynamic applicati ons in centralized environments are
much less binary; decoupling components is a tradeoff between encapsulation (and
implementation hiding ) and increased dynamism. Retention policies on data or objects obtained
through a service also require, in some casesspecial distinction. When an object is shared through
a service, i is often desirable to make explicit the condition s under which it can be safely used, in
order to ensure that it will not be invok ed when in an undesirable state or held onto beyond a
certain period. Although there are various ways in current approaches to simulate such behavior 2,
we feel there is still a requirement to establish, at the service contractlevel, an object retention
policy that makes explicit such a needto ensure that objects are released when required This
allow s sharing potentially complex objects, such asdatabase connection objects and thread objects,
through simple service invocations, with the assurancethat the objects will be released when the
component that provid ed them is removed.

Retention policies can become extremely finegrained according to the requirements of each
application. For example, we can envision a retention policy that is independent of the
EOOx OOI1 OUz @.g Gbdmblé diiebtithat @comppnent can invalidate at any moment), or

61 Annotations in Java cannot be applied to return values; however, they may be applied to methods. Because a
method may have only one return value, we interpret the annotation as being applied to the return value. The compiler
isn'tgenerally too picky, so it is possible for readability purposes, as shown in the example, to make it appear as if the
return value is annotated.

62 For example, in the Java programming language you can use thelllegalStateException in order to throw an
unexpected runtime exception in case a method invocation is performed on the object at an unacceptable time.
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values, methods, classes that are shared among component instances), but these tend to be side

cases. Therefore,in this work, we limit retention policies to a single possibility: Managed Objects

are linked to the component instance that has created them and must be released when the
component instance is invalidated or destroyed. For example, if we have a
DatabaseConnectionPool component, we expect all other components to release
DatabaseConnectionObjects when the component is invalidated. Indeed, we feel that coupling

Managed objects.

6.2.2Free and Managed objects

Figure 32shows how object references from consumer and service component instances can
point to the same object in memory. When two components point to the same object,
independently O1 wUOT 1T wOE tkd dbject i cofsiddfed © €hared object. Any parameter sent
from a consumer component to a provider component can become a shared object. Any return
value sent from provider component to consumer component can become a shared objed.
Furthermore, a shared object can point to other objects, leading to an object graph being shared.

Objcc'f* References
(passzd-b(j—l/olue)

/i\
\&J
Invoke service

—

pl:Provider

cl:Consumer
Object Reference
- /

. bject Reference
Component (3) Return S
Instances Object Reference
CE e R P R DR PR PR
Object Space Store Reference 1.\4) (2/'Create Object (e.g., new)
(Shared memory) (e.qg., this.result = pl.invoke();

Shared object graph () Shared Object

(Changes to any of these objects
may affect either component)

Figure 32: Invoking a service causes parameters to be passed to the service provider and return values to be sent to the
service consumer. Object references from either component can then point to the same object, which is considered shared.

Shared objects, often enough, represent a resource used in common by client and provider
components (e.g, a port, a configuration file, a thread, a database connection object), or store
shared state €.g, a session). If, for example, the provider component disappears, the shared object
is possibly still valid, in a technical sense, but may not make sense for the new provider
component (e.g, the new provider uses a different port or different configuration file). Using the

old object with the new component may foul and crash it.

The question we are trying to resolve is: What happens to shared objects if thecomponent
that created the object disappears? The problem is shown graphically in Figure 33. The figure
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shows that after a service invocation, there may be shared objectgeferenced by both components.
When the component that created the object is invalidated, removed or destroyed (in this case this
is the service provider component, it is unclear if the shared objects remain in a valid state or not.

Corhpone.n‘f' Invalidated

cl:Consumer

Object Reference

Component
Instances

Object Space
(Shared memory)

Shared
Are the shared objeets stil valid? () Object
O

Figure 33: Shared objects referenced from two components require a mechanism to establishfithe objects may continue
to be used even after the component that has created them is removed.

Our approach is to augment the Service Contract concept with metadata to specify the
retention policy for objects passed between componentsin a service interaction. We annotate types
in the Service Interface(the initial point of contact between two components) in order to indicate if
an object is Managed or Free This adds a semantic dimension to the otherwise purely syntactic
nature of the service interface. Annotations on parameters used in a method indicate the retention
policy on objects created by the consumer and sent to the provider component. Annotations on
return values are to indicate the retention policy used on objects sent from the provider compone nt
to the consumers3é4, This idea is very similar to ownership typefBOYAPATI et al. 2003].

pl:Provider

Object Reference

cl:Consumer

Object References

Component
Instances

Object Space
(Shared memory)

Free Object
Independent of Components

Managed Object
() Coupled to component
O

63 Our modelsupposes that parameter objects are created byservice consumer components and return value objects
are created by service provider components. The termcreate is used sparingly; however, even if the component did not
create the objectitis responsible for passing it in either a parameter or return value to the other component.

64 \WWe do not support in -out or out parameters available in languages such as C++ or Ada. Even programming
languages like Java can subvertthe lackofirout variables by using container or wrapper obj ects, with values set by the
receiving components. These practices should be avoided because it breaks the directional nature of the service.

96



Chapter 6DynamiecDecoupling

Figure 34 shows that components can simultaneously reference Free Objects, which do not
have retention conditions, and Managed Objects, which components must pay particular attention
to releasing when the component that created the object is invalidated.

Handling Managed objects require s releasing the object when the component that provided
it in the service interaction becomes invalid. Figure 35 shows an example of acomponent that is
removed. References from the consumer component to the manage object must be released,
allowing the managed object to be garbage collected.If the reference is not released this results in
a dangling reference, potentially causing memory leaks, unexpected behavior, or failure. Note that
the framework can force the release of managed objects by destroying the component (causing the
garbage cdlector to eventually release the objects) however, it is not possible to easily detect such
cases without extensive runtime instrumentation.

CompOnan‘f‘ Invalidated

cl:Consumer

Object References
[ s ] [~

Component
Instances

Object Space
(Shared memory)

______________
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-
~

Managed Object ™,
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-
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Free Object
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e

~ -
hhhhhhh
_________________

Dangling References . .
Inhibit Garbage Collection Invalid ObJECtS
Cause Memory Leaks Do not use

Lead to unexpected behavior
Cause components to fail

Dangling Reference!

Figure 35: An invalid component can cause Managed Objects that to become invalid, lea ving components that continue
to reference these objects in a potentially corrupt state because of dangling references.

When programming a component that has multiple dependencies to the same servicetype,
handling managed objects can becomecomplicated| especially when the component is bound to
multiple components simultaneously| because it would require tracking Managed objects along
with the service dependency. Using dependency injection mechanisms complicates this issue even
method callbacks for binding components is easier because the service dependency reference can
be stored in a container object €.g, a map) with a list of managed objects coming from that
particular service. A map of service dependency objects that points to a map of managed per-
service objects, or a new wrapper object created by the component to hold both the service
dependency and the managed objects, are probably the easiest way to handk this case.

Finally, unlike Managed return value objects, Managed parameters are particularly difficult
because the service provider, which must release the object when the service consumer component
becomes invalid, is never directly bound to the consum er through a dependency (the consumer is
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bound the provider) and does not generally distinguish between one consumer and anotherss, An
identification mechanism is needed to distinguish between components and then to notify the
component to release al managed objects held using the given identificatio n. In order to avoid

polluting the method call with parameters used for identification purposes, o ur approach uses

Ul Ul EEWOOEEOQWYEUPEEOI UwUOwxEUUwWUOT 1T we 1 depicdidet] wE OO x
which can then use it to construct itsmanaged object reference map. When a consumer component
PUwDOYEOPEEUI EwOUwWUI OOYI EOQwUT T wxUOYPEI UWwEOOXxOOI
consumer components id. The id can be checked and managed objects relased.

6.2.3Characteristics of Free objects

Free objects should be by far the more common type of retention policy used in the Service
Interface for shared objects. Free objects are conceptually similar to data that passes between nodes
in a distributed system: the node can safely use the data as long as it needs to and the data is not
spontaneously invalidated. Certainly, free objects are used just as Data Transfer Objects (DTOs) are
for sending information between two components. However, they EEQWE | w? Bue&s @b. R 2 w
As we have seen in our approach to implementation decoupling (see section 6.1 Decoupling
component implementations), in centralized systems, components have a need to encapsulate and
hide implementation details. Free objects allow for complex objectsas long as the object is not
coupled to the component that has created and provided it.

Free objects are recommended to be immutable and serializable. This is important because
this can reassue the component that has a reference to the object that no other components will
change the values or the state of the object in question. Indeed, immutable data is much easier to
use in multi -threaded applications and adds to the scalability of the overall system. Serializability
allows for the co-location or transparent distribution of the components ¢8.

Free objectsabide by the following guidelines :

1 Free objectsare decoupled from all components and can transit freely throughout the
application . They canbe shared by various components.

1 Free objectsremain valid even if the creator component is invalidated .

1 Most free objects should beimmutable objects (e.g, DTOSs) (primitive data objects where
there is no retention plan are always valid and useable)

65 Most compone nt models do not add support for providers to distinguish betwe en consumers. However, in many
casesa provider may use the current thread ID to achieve a similar result, since every thread has a unique ID.
Nevertheless, the thread ID is not sufficient in our case for releasing Managed objects because different threads may be
used by the same component, a the same thread used by different components.

66 The identification value is already used by A PAM in ordert o distinguish componentinstances. Itis made visible
to the components in certain cases, such as when releasing managed objects.

67 We use the termcomplex object to contrast with Data Transfer Object, in the sense that, the objectis not limited to
containing data (ge nerally primitive values only in distribute d systems). Complex objects exploit the be nefits of object -
oriented systems by wrapping bot h data and operations into a single unit (namely, a class).

68 Distribution concerns are not addressed by our work. However, given the benefit of serializability for such
systems, there is added benefit to considering it when possible.
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1 Free objects can be complex objects if they do not interact with their creator
component's internal state.

1 Free objects use wn-accounted resources (accountedresources are limited, and if
limited they must be released, thus, they are no longer decoupled and must be
managed).

1 To further improve decoupling, Free objects should be contained in the Extended
Service Contract modules in order for them to continue to be useable even when a
component implementation is uninstalled . This is however an orthogonal concern.

6.2.4Characteristics of Managed objects

Managed objects are used for shared objects that require special handling. Managed objects
generally are used for objects that use accountedresources such as thread objects, database
connection objects, device acces®bjects, among others. Because the underlying virtual machine
cannot generally automatically or transparently handle objects that use accounted resourcesthere
is a procedure to follow, these objects cannot be freely shared or passed from component to
component in the architecture.

Another kind of Managed object are those objects used to store mutable state that is shared
between consumer and provider components, like session state, a history of previous interactions,
an agreement for a common protocol, an service-level agreement, or a common configuration.

Itis difficult to find an equivalent to resource-based Managed objects in distributed systems
because currentcommonly used approaches do not rely on such a concept, particularly given the
level of coupling that this could introduce. In centralized systems on the other hand, the idea of
sharing accounted resources between components is quite common. For example, a Java Enterprise
Edition server may create close to a hundred thread object$® that are placed in various thread
pools, waiting to be used to service operations. The same occurs with database connection objects
which are objectively more expensive. ( U z U nt&e3tihg ta Bote that in languages that use
memory allocation mechanisms, where memory must be reclaimed manually, any object that
claims memory has to be managedproperly in order for it to be released 7°.

State-based Managed objects can be found in distributed systems, under the form of special
parameters passed back and forth between consimers and providers, such as session ID or
transaction ID objects. As with centralized systems, if the provider is replaced by another one,
passing the old Managed object in a parameter may result in unpredictable behavior, errors or a
crash.

69 This is the case othe JONAS application server which has a thread pool for EasyBeans, one for Tomcat, one for
Joram, among others.

70 |tis arguable to saythat such programming e nvironments are notide alfor creating centralized component -based
dynamic applications. Indeed , sharing objects between components in e nvironments that do not have a garbage colle ctor
would add to the programming burden and incre ase the risk ofimproper memory management and memory leaks. In
such cases, the fallbackis to rely on simple primitive data types instead of objects (which is the case for loosely coupled
distributed systems), trading off fle xibility and productivity for simplicity and de coupling.
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Managed objects abide by the following guidelines:
9 Managed objects are coupled to he component that created them.
o They become nvalid if the cr eator component is invalidated or destroyed .
1 They are dbjects that may interact with the creator components internal state.

1 They are used for accounted resources

0 Resource obgcts that need to be controlled or pooled (E.g., JDBC connectors,
threads).

1 Special data objects that only make sensé¢o useif the component th at produced them is
still valid .

o E.g., Configuration objects.

Components that receive a reference to a Managed object must be programmed to release the
reference when the creating component is invalidated. To do so, it is expected that the component
implement a notification callback method that is invoked by the framework when the creator
component is invalidated 3 w3 T 1 wE Ul E U Oitentific&tiGnxnGniberOis) gsebuo distinguish
between components when required .

[6.2.5Free and Managed objects and their implications on the service
contract and encapsulation

Free objectsincrease the restrictions on how an object should be programmed by its
providers, but it frees users ofthe object from having to deal with any special considerations
regarding dynamism. Indeed, programmers should make free objects thread-safe, immutable’t and
serializable, allowing components to freely propagate the objects, use them or release them.These
properties make the object inherently shareable.

The type of an objectalso hasrepercussionson encapsulation. Indeed, a component should
no longer encapsulate the implementation classesof free objects becauseshould the component be
removed, the free object would become invalid . However, thanks to the use of service extensions,
free objects may be put into either the service contract or the service exensions, allowing it to be
externalized from the component implementation.

Indeed, free objects must be capable of?outliving ? the components that create them. Thus,
their inclusion directly into the service contract is straight forward because service contracts
outlive the components that depend on them. Including implementations of free objects into the
service contract is a natural way of saying that ?the effect of the interactions between two
components is valid as long as the contract between them remains valid 2. Given that many
components can rely on the same contract, and that the components may specialize the contract
through service extensions, this is a relatively flexible solution to the compromise between
decoupling and implementation hiding.

1 Immutable objects are inherently thread-safe.
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[6.2.6Notifications for releasing Managed objects

As described earlier, Managed objects need to handled and programmed in such a way as to
ensure that, when the component that provided the object becomes unavailable, the object is no
longer used by other components. We propose a programmatic approach to handling such cases.
Indeed, the particularities of Managed objects make them difficult to handle in an automated
fashion.

Moreover, Managed objects complicate the use ofservice dependency injection directly into a
EOOx OO1 O hethusé, MHe®dejdcting a service reference, we must also notify the client to
release references to theM anaged objects. However, service injection and dejection is transparent
to the component, while Managed objects are not. In theory, it is hot mandatory to provide a
notification service; the component that is not notified of an injection or dejection may
continuously verify if the injected service reference is the same, and if not, it can release all
Managed objects of the previous srvice. However, such a polling strategy is not practical.

The use of callback methods is much easier and straightforward for handling M anaged
objects. There are twodifferent callback methods that can be used. The first one avoids the service
injection issue by using a callback method for binding components. The component implements
the callback methods bind(Service serviceReference) and unbind(Service
serviceReference) , which receive a service reference indicating which service to bind and which
one to unbind. In the case of multiple service dependencies, the service reference can be used to
find t he service in a list or container objectheld by the component itself . Similarly, using a second
container object (probably a map), the component can save all Managed objects using the
serviceReference  as the key. This way, when the dependency becomes unavailable, the
component can then find the list of Managed objects that were obtained from that component and
release them.

The second method of callbacks is similar in essencebut is more general because it can be
used by consumer components that use service injection and by provider components that receive
managed objects from consumer components2. We provide a thread local variable that contains
the previously executed E OO x OO01 OUzUwhOUI UOE Quhilkis addady iusedEly the OO w o (
framework for handling and identifying component instances . When a component obtains a
reference to a Managed object, it can immediately check the threadand obtain the identi fication
number of the component that created it. The framework ensures that the identification number is
updated on every thread entry to and exit of a component. Components that require the previous
EOOx OOl OUzUwPETI OUDI DEEUD OO W GtaldvaEibble wsthg Stinglitl EOY T Uw U
Component.getPreviousl D()

Finally, our approach to handling Managed objects is optional and does not need to be
implemented . A component can be implemented with or without the necessary code to properly
handle managed objects. When the componentindicates that it releases managed objects by, for
example, implementing a callback method, the framework will notify it when necessary and

72 Provider components are referenced by consumer components and, as such, do not directly reference the
components theyare providing the service to. This makes it difficult for a provider to ide ntify which objects should be
released, if any.
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6.2Decoupling component instances

suppose that the reference is properly released?. However, should the component not indica te that
it handles managed objects, if the framework considers it possible for a managed object to be
referenced, then, the framework may destroy the component in an attempt to force it to release the
dangling reference’ and to retain UT | wWE x x @éngisketc OOz Uw

6.2.7Coupling propagation: passing Managed objects

Handling managed objects requires not only releasing the objects when indicated by the
framework that the creator component is no longer valid, but also paying attention to avoid
propagating the object reference.Propagation is the receiving of an object and then passing it on to
another component. Free objects do not have any particular conditions put on propagation, as by
definition, they may be freely shared among components. However, managed objects must be
properly released when the creator component is invalidated, otherwise, this may result in a
memory leak or other undesirable behavior . Figure 36 shows that objects received through service
interactions may be internall y referenced and then sent to other components through successive
service interactions.

Parameters In

>paramc+crs Ir&) — S OOO(\
O 7 AN o
O— pl’ﬂpa_q‘a‘f'gs'::)
Parameters Out

Return Value Out

a) Propagation from provided to required service. b) Propagation from provided to provided service.

Return Value In

Return Value In

4 —C—~——F——
O— —C %S
N ——C

Return Value Out Parameters OuF

c) Propagation from required to provided service. d) Propagation from required to required service.

Figure 36: Propagation pathways in a component. A component may receive an object coming through provided or
required services, and pass then to other components through provided or required services.

UWEEOQWET wUI 1 OOWEWEOOx OO0l OUwOEawxEUUWOENT EOU W
object, a component may end up coupling other components by passing them M anaged objects
that they becomeunknowingly coupled to. Furthermore, because components are not obligated to
be aware of Managed objects®, they may (unknowingly to themselves)be passingManaged objects
to other components. Indeed, one of the framework 3z tasks is to ensure consistencyand to do so,

73 |ndicating that the component behaves properly and releases managed objects when it does not is considered a
software bug in the component.

74 Fine-grain code -analysis may be usedto indicate if a Managed objectis in factreferenced and if that reference is
held by the component or propagated to other components .

75 Qur approachrelies on concentrating programming efforts for dynamism on critical parts of the architecture,
while letting the framework ensure consistency in parts of the architecture that are not programmed for dynamism.

102



Chapter 6DynamiecDecoupling

components that knowingly or unknowingly reference Managed objects must release them when
necessary, by forceful destruction if needed.

There are two cases that the framework considers when analyzing potential propagation.
The first one is when the component is aware of Managed objects and handles them properly. In
this case, and only for Managed objects, propagation is indicated in the EOOx 001 OUz U
implementation class. Should the component receive a managed object and pass it to another
component, the component indicates this information using either a metadata file or using
annotations in its implementation class’6. A simple example using annotations is given in Figure
37. As can be seen, the component implementation (which provides a simple proxy service)
indicates propagation using, as origin, the Service type (i.e, service interface) of the propagated
managed objects?, and as destination, the Provides service annotation. For components that are
aware of Managed objects, the framework expects them to properly declare propagation. If this is
OOUw EOOT Ow UT T Ow Ul T wi UEOI POUOwW EOOUDPETI UUwW UT DPUwW U
implementation.

[* import headers */

import fr.imag.PrinterService;

@Provides (propagates=Print  erService)
public class Printer Proxy({

@Requires PrinterService printer;  /finjected dependency

/*method definitions start  here*/
PrinterConfigurator getConfigurator(){

return printer.getConfigurator();

YYA

Figure 37: Component implementation example showing how to indicate Managed object propagation from a required
service to a provided service.

The second case of propagation is with components that are not aware of Managed objectsIf
propagation is not handled, the worst case scenario is that the component propagates managed
objects through all services it requires and provides, thus, transparently coupling all components it
interacts with. In this case, once coupling becomes transparentand hidden to components, it is not
possible for the components to properly release the managed object®. Indeed, transparent

76 The inde pendence between two different Service Contracts means that we cannot specify this information in the
Service Interface because some component implementations may propagate Managed objects while others do not.

7 The limitation of using the Service Interface as that propagation is calculated using implementations and not
instances, thus, itis less fine-grain. However, the advantage is that it is simpler to use, and it opens up the possibility of
using static code analysis on propagation at design-time.

78 Because components e the Service Interface to know which objects to properly handle (i.e., using the
@Managed annotation) and they use Map obje cts to ide ntify which components have provided the Managed objects, if a
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6.2Decoupling compamt instances

propagation of managed objects may lead to the forced destruction of all components reachable
from the propagating component.

Component destruction is not problemat ic for components that have been identified by the
architect at design-time; however, transparent propagation is still problematic because components
that are programmed to be aware of dynamism may not know they are receiving a propagated
M anaged object Indeed, there is a lack ofa protection barrier against such cases Such a barrier is
needed in order to ensure that a component will never hold a dangling reference caused by a
hidden Managed object.
311 wOOOawUEI 1| WEUUPUUET Owi YiO calddlaie thé cdrEa®inatidd U O z U w
caused by thehidden propagation of Managed objects. This is discussed below.

6.2.7.1mproving propagation analysis

There are multiple ways to improve analysis regarding the propagation of Managed objects.
Using the Service Cortract i.,eQwUT 1 w21 UYDET z Uwb Owe Gdn GdmpPetbl @ B3O w E OE
that defines the Managed Object is reachable through other Service Contractswith which a n
unaware component interacts’. If it is not a reachable clasqi.e. the class is not cmtained in the
transitive closure of reachable classesD i wUT T wUI E Se6viEeinidrfade), ThEni it fsimpossible
for it to be propagated through that service. Such a calculation needs to be done for all services the
component interacts with (both ¢ onsumed and provided). However, if two service contracts have
an overlapping class that is used to define a Managed object then propagation is possible. If
propagation is possible, the next calculation is to verify if propagation is through a Free object. If
not, that means that the component transparently propagates a Managed object through an
explicitly declared Managed object, and is thus no harm to other components. On the other hand,
if it propagates the Managed object through a Free object, propagation becomes transparent and
transitively couples other components. Because of the transitive nature of propagation, a
contaminated component (i.e, a component that has receiveda hidden managed object) must be

analyzed using the same procedure to see if cotamination is further propagated.

Static code analysis is another way of analyzing propagation. The idea is to analyze the
EOOxOOI OUzUwWUOUUET wEOGET wUOOwWI I 1 1WelipMih Bisapdidadh WE | wb i
more detail in section 8.3.4

56.2.7.2Design-time considerations of propagation analysis

In general, a component that is not programmed for handling dynamism should never be
allowed to interact with services that define managed objecs. This can be easily verified: if the
component requires or provides a service that declares managed objects(i.e.,, the service interface

has a Managed object annotation) it should implement a notification callback method and handle

componentreceives a hidden Managed object that is transpaently propagated by an unaware propagating component,
the receiving component will not be e xpe cting the notification to decouple from such an object even if the Framework
should send one.

79 Note that the transparent propagation of Managed objects only occ urs through components that re ceive Managed
objects (theyare defined inthe Service Interface) and are unaware of they must release them or indicate they propagate
them (i.e., they do not receive notifications from the framework to release them nor do the y specify propagation).
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them correctly. If it does not, the designer should be warned and the component should be
changed.

Should a component receive a Managed object and not be aware of naotiications, it should be
verified that the component does not propagate the managed object If propagation does occur, the
propagation path should be determined and the objectthrough which propagation occurs in the
destination Service Interface should be identified . The destination Service should have its Service
IOUI1 Ul EE| zdeclared Eall laEMhnaged object (using @Managed annotation) allowing
components that use that service to be aware of coupling. Thus, even though the propagating
component is unaware of propagation, other components can still be aware because the Service
Contracts properly inform them of Managed objects .

Finally, particular at tention needs to be paid to components that interact with Managed
objects because of the risk of propagating the objects. When designing services, architects and
developers should be attentive to identifying Managed objects in order for verification proces ses to
be effective. When transparent propagation occurs, it can be extremely hard to identify how far the
objects have been propagated, potentially causing large parts of the application to be invalidated in
an effort to ensure consistency and avoid dangling references

6.3 Conclusion

There are multiple facets to designing dynamic applications. In this chapter we have seen
one critical aspect of dynamism: decoupling components in order to ensure correct dynamic
behavior. Decoupling takes place at the component implementation and component instance
levels.

Decoupling component implementations consists of modularizing components and services
into individual units that can be installed, removed, updated and substituted at runtime without
impacting other component implementations. Our approach is service -centric, where decoupling
occurs around the service. We identify the Service Contract, which consists of the Service Interface
and all transitively reachable types from the Service Interface. This approach allows for multiple
provider and consumer components to use the same Service Contract and be bound together in
any configuration, while still avoiding service incompatibilities, such asClass Cast Exceptions.
Moreover, components can specialize the Service Contrat by means of Service Contract
Extensions. Specialization allows components to provide and require unique services while
(partially) maintaining implementation hiding and encapsulation, an important aspect to building
centralized applications.

Decoupling component instances describes how certain services may use objects that require
special management. Dynamism means that these objects, generally never expected to become
unavailable in a monolithic application, have to be handled differently. Our approach i s to use an
object retention policy that is declared in the Service Interface. We propose two policies: Free and
Managed. Free objects can be used and shared however a component wishes, while Managed
objects need to respect the retention policy. When the creator component of a Managed object
becomes unavailable, references to the Managed objectmust be released. When designing a
service, Free objects should be designed to be threaesafe, immutable and serializable to increase
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the applications robustness. Managed objects should be attentively chosen and used for resources
that require accounting and recovery (e.g, any objects generally pooled like threads or database

connections which are often not trivial to construct or destroy).

The most important argumen t of this chapter has been to showthat developing dynamic -
decoupled components| components used in the construction of dynamic applications | is a very
difficult task filled with subtle pitfalls that can lead to unexpected and undesirable behavior if not
cared for. The process of building complex applications built from dynamic and non -dynamic
components can only safely be undertaken if programmers and architects are supported by tools
and frameworks dedicated to this task. We argue that this support is required at all levels of
software design and execution:

1 Architectural level, to determine the dynamic zones of the application and to identify
which components require dynamism and best benefit the application,

1 Component level, to properly decouple component instances and create dynamic
resilient dependencies,

1 Deployment and packaging level, to identify and decouple the modules required for
the Service Contract, the Extended Service Contract and the component
implementations,

 The framework, for managing the ax x OPEEUDPOOZUWEADOEOPUO W DY
unexpected dynamic change events all the while ensuring consistency given the level
of decoupling among the components.

This support is required to safely develop robust dynamic applications .
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Chapter 7
Dynamic Applications. Runtime

Support and Consistency

Analysis

"In our profession, precision and perfection are not a dispensable luxury, but a simple
necessity."
| Niklaus Wirth, "A Few Words with Niklaus Wirth", Dr Carlo Pescio (June 1997)

Dynamic applications allow change. They are dynamic because components of the
application can change and evolve at runtime without having to restart the entire application.
Dynamic applications are the result of ashift from monolithic software architectures to Dynamic
Software Architectur es (DSA) composed of loosely-coupled collaborating units , which we call
components. Previously in this dissertation, w e have described how to construct such units and
how design decisions taken at multiple abstraction levels (i.e., at the module level, the component
implementation level and the component instance level) affect and are affected by changes in the
applicationz U w E U E 1. ®othbhE welhbve focused on decoupling components so that change
impact will be minimal and isolated to individual compo nents.

(OQwUTl PUWET ExUIl Uwbkbl wbpbDOOwi OE &tlntiin® and iholv to EnsureOD E E U
that its components remain consistent. We consider an architecture to be consistent if all its
components are consistent However, small architectural changes at runtime (at both the
implementation and instance levels) can cause domino effects across the architecture and lead to
large parts of the application being invalidated, which is why decoupling is so important.
Nevertheless, decoupling components can be difficult and potentially costly, which is why our
approach proposes decoupling techniques to ensure consistency but does not force themupon
developers or architects. On the contrary, our approach is| given any level of coupling among the
components| to minimize the impact of changes on the architectureat runtime while continuing
toensureU1 1 wE x x @an&iskebcy) Widich damponents to decouple to better handle dynamism
becomes a design decision
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7.1Failure detection

Furthermore, unexpected dynamism (e.g, bugs, failures or forced changes)and component
volatility are critical elements in the design of robust applications. Failure, which is volatile and
unexpected, is particularly difficult to handle and requires isolation barriers (that can affect a
EOOx OOI OU z lbgids td Br8udd congistedey. Calculating components that are potentially
corrupt and removing them from the architecture ensures consistency. Ensuring consistency is
crucial to enabling dynamic applications.

7.1Failure detection

Detecting when and where a failure has occurred can be problematic, but our approach
requires finding the point-of-failure in order to calculate the degree of collateral corruption and to
perform the necessary reconfigurations. This section briefly describes what we mean by failure and
how the detection is performed.

We have described why it is unrealistic to have to identify all components that can fail in
order to make the application failure -resistant (seesection 4.7.1). Without a proper mechanism to
decide what constitutes a component failure and when the failure invalidates the component, there
is effectively little failure -tolerance except for failure originating in volatile components. Indeed,
precisely identifying when and where a failure occurs and, consequently, if the failure requires an
architectural change to recover, is highly desirable. This work has not focused on failure
identification, which itself is a potentiall y extensive subject of its own, yet there is much overlap
between failures and our tolerance to volatility.

Section5.1E1 UEUDET UWEOOXx OOI OUUzwl RxT EUI EWEAOEOPEWE
stable, detachable and volatile. The underlying notion behind volatile is that, once it becomes
unavailable, it can no longer be used and any active requests need to be aborted. We expect that
developers of volatile components use an exception, namely, theServiceUnava i la bleException
to abort any active requests. Moreover, this exception tells the framework that the component has
become unavailable (.e, has failed), and that the component is no longer useable.

The generic exception mechanism (i.e. the ServiceUnavailableException ) to indicate that
"something" has happened and that an ?Parchitectural reconfiguration is required? can be used by
components of any dynamic behavior to indicate that they have failed. The detection of these
exceptions occurs at the component's frontiers (.e, provided and required services) and is
otherwise not intrusive . However, this conUD O U]l UwUOwi EOQOOWE EE O e E®W B WIE D 6 (
21 EPOUUI wEPEUI 2 w E O Ocobifdomettsnow EandEtirdtheueXddplionu This is
natural for volatile components that know they might fail, but not so much for o ther components.

In Table 2 we provide a comparison of the different dynamic behaviors and how they relate
to the activeness of the dynamic change {.e, reactive or proactive) and the expectedness of the

dynamic change. As we can see, theunexpected reactive dynamism includes component failures.

108



Chapter 7Dynamic Applications: Runtime Support and Consistency Analysis

Expectation of dynamism

Expected dynamism Unexpected dynamism

Forced update (only applies to

Proactive change Detachable components
stable components)

Activeness
of change

Reactive change Volatile components Failures, software bugsO w 6

Table 2: Activeness of change compared toexpectation of dynamism

A natural first intuition would be to extend the exception mechanism to simply include all
unchecked exceptions (e.g, all runtime exceptions) and treat them identically to t he
ServiceUnavailableException . This approach has its drawbacks because not all unchecked
exceptions are used to indicate failure. Indeed, we cannot always suppose that an exception that
crosses component boundaries is indea a failure. The line between deciding to use unchecked and
checked exceptions can, in fact, be very thin. In order to avoid overreaching with our failure
detection mechanism, we provide a configurable mechanism, where the architect decides which
exceptions are treated at the architectural level (.e, wrapped into a
ServiceUnavailableException ) and which exceptions are leftto UT | WEx x OPEEWB® OOz Uu
handled directly by the components. Interestingly, even some checked exceptions might simply be
treated as an architectural error, allowing components to not have to implement the try -catch-
finally clause or the potentially complicated logic that they often require to recover.
The UT UUOUwW Of wUUET wEOwWExxUOEET w O®athUrhentioni >gx OPE E
Depending on how the architect decides to handle exceptions, we have:
1 Empty exception list: Only the ServiceUnavailableException is used to cause
architectural reconfigurations. Only explicit failures are handled by our mechanism and
cause reconfiguration; any other exception is expected to be handled by the
ExxOPEEUDOOZUwWOOT PEwWPHUT OUOwUI EOOI PT UUEUDPOOG
1 Selective exception list: Provides a list of exceptions that are considered failures that are
equivalent to the ServiceUnavailableException.

1 Allinclusive list: Any and all unchecked exceptions that are caught at the component's
frontier are considered equivalent to failure and treated as a

ServiceUnavailableException.

We believe this mechanism is flexible enough to treat a large array of common failures in
current systems, and because it is configurable it avoids the risk of overreaching. Of course,
detecting exceptions is still a limited way of detecting failure. A more complete failure detection
mechanism is complementary to our approach and can easily beincluded. Such a mechanism can
use much more complete analysis, for example, component input/output analysis, to decide when
the component must be replaced by throwing the ServiceUnavailableException. The rest of our

approach can remain intact.
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The following sections focus on calculating the extent of potential corruption caused by
dynamism and on recovering from dynamic changes, including unexpected dynamism and
component failure. They implicitly rely on the detection of the point -of-failure or, more generally,
the point -of-change we havedescribed.

7.2Minimizing recovery using isolation barriers

Programming dynamic application s raises the question ofhow far we can transparently
handle dynamism for developers and architects. The goal of many projects is to dlow us to
program components that are oblivi ous to dynamism , and yet paradoxically, still support change.
Some approacheshave shown that there is a tradeoff between programming model and the
support for transparent dynamism 80 the more restrictions placed on the programming model the
more guarantees canbe support eds™.

When attempting to minimize the restrictions on the programming model, and specifically
for centralized component-based applications that allow sharing complex objects,there are many
aspectsof dynamism that can be automated, externalized and managed transparently; however
our experience and results support the conclusion that dynamism cannot be fully transparent.
Indeed, we have shown that decoupling components is not entirely transparent to neither
programming ( i.e, the sourcecode reflectsinstance decoupling concerns) nor modularization ( i.e,
classes are packaged in order to construct independent modules).Failure is another concern that is
not transparent when programming dynamic compon ents.

Component unavailability in centralized applications is different from distributed
applications because there isgenerally not an interruptible communication medium between the
components (i.e, the network). This has led to approaches that continue to use a component even
when the component is being removed?®?; we call this service cachingSuch approaches generally
omit the fact that components can and do fail, or that component s can act as proxies to distributed
services or to physical devicesthat can be interrupted . Indeed, just because we hold a reference to
a component does not mean that the componentis useable.

We have introduced this cache vs. fail dilemma by characterizing components according to
their expected dynamic behavior: namely, detaclable components and volatile components.
Detachable components allow service caching(they remain useable and allow finishing current
operations®3), while volatile components are used to express immediate unavailability (similar to
failure, they cannot service any further operations and current operations on them must be
aborted). Volatile components are used to represent devices and remote servicesComponent
volatility is a step towards recovering from component failures (potentially any component can fail

80 For example, cloud computing approaches restrict, among other things, how state can be handled. These
Ul UOUPEUPOOUWET EUI EUT WEOUxOPOT WEOEWPOEUI EUI wlOT 1 WExxOPEEUDO(
81|n some approaches the programming modelis not explicit in the source code (e.g, POJO based approaches) but
PUwUUDPOOwWxUT Ul OUwhbOwWOT T WExxUOEET zUWUOET UOabOT wxi POOUOXxT adw w
be followed when programming these components in dynamic en vironments.
82 Current operations being service by a component are allowed to finish while new operations are initiated on
other components.
83 Robusta exploits this feature at runtime by allowing current operations to finish without failing.
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at runtime) 84, In addition, component volatility can propagate through the architecture causing
potentially any component to fail if not properly protected. Indeed, tolerating components that can
fail introduces a large array of issues that need to be addessed but it also increases the number
and types of applications that can be constructed using the platform .

To mitigate the propagation effects of a failure, we introduce the concepts ofisolation barrier
and recovery mechanisms. Isolation barriers contribute to system resilience by providing failure
boundaries permitting part of a system to fail without compromising the whole [Aiken et al.2006]
Isolation barriers are implemented by consumer components to guard against possible corruption
caused by UT T w Ul UY D E failure. (REcH\RH is the pracess through which a component
recovers from a failure and continues proper execution from a consistent state We characterize
isolation barriers and recovery mechanisms according to the consistency guaranteesthey allow
and the level of intrusio n they have on the component that implements them.

7.2.1Localized recovery

Localized recovery is the process of repairing the architecture as close to thepoint of failure
as possible.Figure 38 shows the implementation class of a simple consumer component in a simple
architecture. The architecture is also shown, composed of two components, a consumer anda
provider component. The sample code shows that the dependency is injected into the consumer
component using the MyService field.

@Component Implemented boy;
public class MyClass {
@Requires MyClass

MyService service;

| O~
blic void usefulMethod() { \

/1. ..
pu

} } MSSe,rUice

service.call(objl, obj2);

Figure 38: Describes a simple architecture and the consumer component's implementation class.

Supposing that the provider component fails, it is essential to be sure that the consumer
component remains valid and consistent before finding another suitable service provider for the
desired service. Figure 39 describes this process graphically. When the provider component
becomes invalid, we need to know if the consumer component is consistent For the consumer
component to be consistent, it must be decoupled from the provider (i.e. instance decoupling) and

the failure caused by the provider component must not have corrupted it.

84 Component failure remains more difficult than component volatility. Indeed, our work does not address failure
characterizations or how to properly identify a failed component.
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recover? Create new' instance
Figure 39: Branching in a simple architecture in case the provider component becomes invalid.
Informally, we call this branching. Branching is the process of finding a n alternative solution

to a failed or invalid component and rebinding the architecture to the new component as close as
possible to the failure.

Localized recovery is part of a larger analysis on the architecture. Once a component fails, we
need to calculate if any surrounding components are corrupted because of that failure, which in
turn can further propagate corruption . Asingle failure can cause a large part of the architecture to
become invalid in a domino effect, as described in Figure 40. Corruption can be propagated,
causing more corruption .

// Df?o EFK\)

(C <oA= AT D<o AT <L)
1/
Tnvalid “Component

Figure 40: A single component failure can cause many components to become invalid.

Finding a branching solution in a larger architecture has to consider which components have
been corrupted, remove them, and rebind valid components as close to the point of failure as
possible. The problem of finding where to branch is shown in Figure 41.

Where do we Branch?

Figure 41 A single failure can cause various componentsto become invalid. The framework must find a branching
solution that ensures consistency and minimizes the impact of the failure.

In order to guarantee that a component has not been corrupted, and thus, allow branching,
we use isolation barriers and a recovery mechanism to ensure consistency. These mechanisms
allow selecting key components, which become flex points in the architecture and allow rebinding
to new components should a failure occur. These mechanisms are described next.
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7.2.21solation barriers and recovery mechanism

We use an exceptionbased mechanism to express that a serviceinvocation has failed
allowing the component to recover and return to a consistent state Exceptions are straightforward
becausedevelopers are already accustomed to using them. A service failure, e.g, caused by an
unavailable volatile component, causes an unchecked runtime exception to be thrown by the
framework upon the component invoking the invalid service. Runtime exceptionsdo not have to
be declared and are thrown when an unex pected condition has occurred®s. The use of unchecked
exceptions means that the compiler does not force a component to write exception handlers to
catch the exceptions,allowing components to remain unaware of failure if desired. Furthermore,
components that wish to be aware of dynamism can simply implement atry - catch - finally
clause to manage the excepion.

The process of isolation and recovery consists of catching and managing the exceptions
causal by failure, and returning the component to a consistent state We call this the recovery
process Both isolation and recovery can be intrusive (directly imple O1 OUI EwbPOwUT 1 w
business logic). Depending on the level of isolation and intrusiveness, we propose the following
recovery mechanisms:none externaland applicationspecifiaecovery. The recovery mechanisms are
used to ensure that corruption does not occur.

m
(@]
O

57.2.2.1N0 recovery mechanism

The inexistence of an isolation and recovery mechanism means that the component does not
catch or manage the exceptions caused by service failures. The nature of runtime exceptions means
that we cannot be sure that the canponent remains valid unless it is resilient. Indeed, an
UOI RxT EUIl Ewl BRETI xUPDOOWEEOWEEUUI w UihcbnsistettQeavin®thed Uz U w
component in an inconsistent or invalid state (the component might be corrupted) . This is shown
in Figure 42.

Invalid Component

Level 1:

POJO without dynamic O—( )

programming restrictions

\
\, PP o
~ B y N
/ e P )

Bronchinﬁ consishnetj NOT
GUARANTEED

Create new instance

Figure42: We cannot guarantee the consistency of a component that is not aware of dynamism, as is common in the case
of POJO (Plain Old Java Object) approaches.

Components that do not implement resilient dependencies or a recovery mechanism are
considered to be programmed unaware of dynamism . They are particularly oblivious to the fact
that a service provider may fail unexpectedly. In essence, this means that they cannot be trusted
after a dynamic event. In order to ensure consistency, the framework must destroy the component

85 Many such exce ptions exist, as for example, accessing an out of bounds index on an array otinvoking a method
on an object in an incorrect state.
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instance. This causes stateloss but isboth simple to program and ensures consistency because new
components start from a de-facto state of consistency

There are several excepions to the rule that, if indicated, are sufficient to ensure the
component remains consistent even if there is no recovery mechanism:

1 Stateless componerit the component does not have an internal state there isno reason
to destroy it because there isno state to corrupt.
 Immutable staté wbDi wUT T WEOOx OOI OUzZUWUUEUTI whUwOOUwWOUL
9 Incorruptible state the developer can indicate that the component is tolerant to
exceptions (and thus corruption) caused by the failure of its dependencies. The
i UEOI POUOwWPPOOWUUUUUWUT 1T wET Y1 OO0x1 UzUwWEUUUC
The lack of a recovery mechanism(or the lack of assurancethat the component is resistant to
dependency failures, see section8.3.3 means that the framework must destroy the component
because it is potentially inconsistent.

§7.2.2.2Externa| recoverymechanism

Externalizing the recovery mechanism is possible under specific and well identified
conditions. Particularly, the risk of handling the recovery mechanism externally i s that the failed
service invocation has corrupted the parameters passed from consumer to provider components.
External recovery allows the framework to transparently re -bind the component at runtime and to
invoke the new component using the previous param eters. Being external, this is transparent to the
EOOUUOTI UWEOOXxOOI1 O bgdbowk i Bigu2i48) this spprdéaénbdnuires additional
metadata in order to ensure that the parameters are consistent.

Extra Metadata

Ceharaeterizes _use of service)

Level 2:

External Management @ o—( )
POJO + Metadata

Branc.h'nﬂ Co.nsis‘l'cnctj
GUARANTEED

Figure 43: An externalized recovery management is possible if additional metadata is available to ensure that the
service invocation has not been corrupted (the parameters used in the invocation are consistent and reusable for a

second invocation).

Generally, in order to guarantee that the parameters remain consistent, they should be
immutable objects. (In section 6.2 we described Free objects and recommend that they be
immutable, serializable and thread-safe). However, detailed analysis of the provider component
may show that it does not alter, or at a minimum, corrupt the parameters, such that the request can
be serviced by the new component.
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If it is determined that the request can be serviced by the new component, the consumer
component is not notified of the change?®. If it is determined that the request is no longer valid, the
ServiceUnavailableException is thrown . The consumer component, if it does not internally
catch the exception may be corrupted and will consequentl y be destroyed in order to ensure the
Ex x OPE E UD OOz Bxoeftin® ibbrequiting Eha &estruction of the component are, as
previously described, if the component is stateless, immutable or incorruptible.

é7.2.2.3App|ication-specific recoverymechanism

The consumer component can implement a customized recovery mechanism inside of its
business logic. Application-specificrecovery is achieved by wrapping every service invocation in a
try -catch -finally  clause that catches the ServiceUnavailableException thrown w hen a
service failure occurs. This is presented in Figure 44.

COnsis-f'cnc(j Code part of Component

Level 3:
Application Specific
Component programmed

for dynamism
Branchinﬂ Co;«sis‘f'cno.ﬂ
GUARANTEED

Figure 44: Application -specific recovery mechanism handles service failures inside application code to ensure
consistency.

Fine-grained customized handling allows a component to use custom code to ensure
consistencyin more complicated scenarios. If consistency cannot be achieved, the component may
proceed to shutting down and then throwing a ServiceUnavailableException to indicate that it
has not achieved a consistent stateor that it cannot complete the current request.

7.3Application Consistency andCorruption
Analysis

The objective of corruption analysis is to ensure that the application is consistent after a
dynamic change. To do so, the framework must ensure that all of the components are consistent.
Consistency implies that b1 w OUUUWET wUUUI w U statesundvé notucdtrGpted 6yO1 O U U

86 |t should be notedthat, particularly in the case of externalized recovery, partially executing a request that fails,
and then, re-executing the request using another provider component can lead to side -effects (e.g, writing to a file,
accessing a device, printing onscreen) that can become undetectable by the consumer component. If the component
needs to be informed of a failed service invocation, it should use an application -specific recovery mechanism.
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dynamism , that the state of open executions?” have not been corrupted, EOE wUT EUwUT | wg OO
business bgic has beenproperly respected. During this process, the consequences of a dynamic

change event are analyzed in order to calculate, given current execution conditions, the
components and executions that will potentially be corrupted by the change or the components

and executions that have already been corrupted.

The consequences of a change depends on various factors, as, for example, the type of
change at hand, the activeness of the change, component coupling, and open executions (i.e,

threads). Once the consequences which we call the change impacthave been identified, the
framework can search for branching points in the architecture to redirect new executions to
replacement components. Branching must consider component decoupling, dependency resilien ce
and open executions in order to be successful. Furthermore, because executions are continuously
advancing through the components and their trajectory 88 is not known, this creates a level of
unpredictability . This unpredictability leads to two branching t echniques: optimistic branching
which supposes that the open execution will succeed and finish properly, and pessimistidoranching
which supposes that the open execution is at risk and will fail. Interestingly, optimistic branching
can fallback to pessimistic branching at the additional cost of removing the optimistic branches
that failed . Both branching techniques are describedin section 7.3.3.1

Finally, our approach uses various optimizations in order to reduce the impact on open
executions. Where paossible, we allow branches to ccexist, redirecting new executions to new
components and reusing old components for old executions. This allows the framework to handle
multiple architectural branches simultaneously (potentially tr ansparently), while gracefully
stopping and removing old components.

[7.3.1Activenessof dynamic change

It is important to distinguish the origin of a change event and the effect that such a change
has on the consistency of the application. Changescan be proacive or reactive, and symmetrically,
the process of ensuring mnsistency can be proactiveor reactive. We explain both types of change
and the consistency proces®sthat follow them.

57.3.1.]Reactive change and consistency

The application is reactive to change when dynamic change occurs bottom-up, directly from
the components that form the architecture. Reactivity implies that the application has to change to
take into account the event that has occurred. Such events are seen in, for example, components
that fail at runtime (the application does not know they will fail, they just do). Our approach
characterizes the dynamic behavior of components, such that reactive components declare their
volatility ( see section5.1). Volatile components are, by their nature, causes of reactive changes in
the architecture.

7$R1 EUUPOOUWEUT wOExxT EwOOUOwWUT Ul EEVwUOWOT PUwWOT ESUWOT EQwUOT 1
Ei Opil 1 OWEOGOxOOI OOUWUUEU!I weEOEwWUT Ul EEWV0DEUT wbUwlOT EQwOT 1T w0l Ul EEZ
01T 1 wE O Osfidlds, viile thread state is stored on the stack.

88 Trajectory is informally usedto indicate thatthe components that will effectively be executed by the thread are
not known a -priori.
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In regards to consistency, a reactive change can cause the application to become inconsistent.

This occurs because a component that fails or becomes unavailable (such as a physical dege) can
no longer be used, forcing the application to react. This means that a recovery process to return to
a consistent state is required. Our approach to this is to detect and destroy components that are
found to be potentially corrupt . Furthermore, we abort the executions that are also found to be
potentially corrupt. Both of these processes leadto the propagation of corruption across the
architecture, which can be mitigated using isolation barriers and recovery mechanisms that
increase the resilience of a componentd dependencies sufficiently to protect against such
corruption (see section7.2).

In general, any component that fails or is explicitly and forcefully changed results in a
reactive  change. Reactive = changes are dcovered at runtime when a
ServiceUnavailableException is thrown. The framework uses the same exception mechanism
as described earlier (see section7.2) to detect components that are no longer useable®. It should be
noted that, at design time, our proposal recommends declaring components that can falil
unexpectedly as volatile components®?. In general, stable and detachable components do not cause

reactive changes.

7.3.1.2Proactive change and consistency

Proactive change can be seen asaxurring in a top -down fashion. A change order is sent to
the framework, which then reconfigures the application to reflect the change. The important
difference with regards to reactive change is that proactive changes can be controlled by the
framework an d should never lead to an inconsistent state. Indeed, because the framework controls
and manages the change process, no executions should be aborted and only components that are

not properly decoupled will be impacted by the change.

Proactive change avoids the situations that introduce inconsistency. At runtime, the
framework can branch the architecture at a safe anddesirable point, and redirect open executions
to new components, while gracefully stopping and removing old components that are impacted by
the change event.

7.3.2The impact of change

To better understand how a change event can affect surrounding components, we describe
how different types of change potentially corrupt components at runti me and how the corruption
is propagated through the architectur e. Furthermore, propagation depends not only on the
components (i.e., how they are programmed), but also on the current status of open executions in
the architecture. Open executions that are impacted by a change and need to be aborted can
further propagat e corruption.

89 Our efforts to dete ct component failure s or malfunctions are limi tedto components that indicate there is a fault.
We expect components that fail to throwthe ServiceUnavailableException . This can be extended to use a more
sophisticated and thorough process of failure detection. This is described in section 7.1, but remains outside of the scope
of this dissertation.

90 Although this information is not particularly useful at runtime be cause the framework uses exception detection to
find reactive changes, itis very useful at design to ensure that there existresilie nt de pendencies sufficient to protect the
application from reactive change events (or failures).
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Seen from a highOl YI OOwUT 1T wi 0000pPPOT wlaxl Uwobi wET E

possible:
1 Add a component implementation ,
1 Remove a component implementation (causes the removal of all its instances)
1 Create a component instance (the component implementation must be installed) ,
1 Remove a component instance

Adding components, either implementation sor instances, is not troublesome to consistency
because all components are initially in a de-facto consistent state. Additionally, existi ng
components are not impacted by adding instances or implementations because component
oriented approaches decouple components sufficiently to ensure what we call static-decoupling,
which allows late binding (among other characteristics) . However, removin g components requires
consistency checks to ensure that the remaining components are consistent. Removing a
component instance may affect other component instances if they are coupled. Removing a
component implementation, which is a process performed at the module level, may impact other
component implementations because the modules are not properly decoupled. (Dynamic
decoupling is discussed in Chapter 6.) Additionally, if a component implementation is removed or
becomesinvali d, all of its component instances also become invalid and should be destroyed.

Finally, open executions(i.e. execution threads)in the application must be considered. When
a component instance is invalidated, this may further invalidate partially executed operations
(active threads) in the application . The framework may abort open executions that are potentially
corrupt, causing corruption to spread further. The next sectionsanalyze in more detail the effects
of removing components.

7.3.2.1Removing component inplementations

Component implementations are packaged into modules. In section 6.1 we have described
how to decouple component implementations using a five -module approach in order to decouple
the Service Contract and Service Catract Extensions from the component implementation
modules, allowing component implementations to be removed without impacting other
implementations . This is a flexible tradeoff between the needs of decoupling and implementation
hiding. Nevertheless, our approach to decoupling is arecommendation; we allow developers and
architects to package implementations however they want. This allows efforts to be focused on
areas of the application that require dynamism, instead of forcing all components to be decoupled.
(The tradeoff is a loss of fine-grain dynamism caused by coupled implementations and instances.)

Modules are added and removed, and they represent the deployment unit s that reify
dynamism at the implementation level. Modules contain, among other thing s, classes and interface
that are used to construct component implementations. Furthermore, the Service Contract is also
contained in modules.

Regarding the impact of removing a module, m odules have two types of relationships: the
Dependsind Extendsrelationships. An extendsrelationship implies a depends relationship, and the

impact at the module level is the samefor both types of relationships . As shown in Figure 45, if a
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module dependsn another, and the dependee module is removed, the dependent module is
invalidated. On the other hand, if the dependent module is removed, the dependee module
remains valid (dependencies between modules are obviously directional). This assessment is

straightforward.

Component Instance | OF
Instances

Component
Implementations

Definition | contained in

Modules

DCPCHCJS

Figure 45: (1) Removing a module causes (2) dependent modules to be invalidated. (3) Component implementations
contained in invalidated modules are also invalidated. (4) Component instances of invalidated implementations must
be stopped and destroyed.

However, lessintuitive is the fact that an extendgelationship can cause componentinstances
to become invalid even though there is no direct relationship between the modules. This occurs
because extending a module, by either inheriting classes or implementing interfaces, means that
the component instance that directly references classes in theextended module may actually be
indirectly referencing classes contained in the extension module. This problem has been
introduced from sections6.1.2through 6.1.4 Figure 46 shows the impact of removing an extension
module on component instances and component implementations. It is particularly interesting to
note that the independent component implementation is not invalidated when removing the
extension because it does not directly reference any classes contained in that moduleNevertheless,
the effect on the component instances isclear; they become invalid because they potentially
indirectly reference classes in the modules being removed.
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Figure 46: (1) Removing an extension module has little effect on independent modules, but (2) it invalidates component

instances because they mightindirectly reference objects defined by classes contained in the invalid module.

This may discourage the use of module extensions given the fact they can impact component
instances in such a way. However, extension modules are necessary to allow implementation
hiding (the extensD OO WO OE U OI zUWEOEUUI UwEUI wOOUwaénedibEDUI E
designed to remain installed in the system 1 Y1 OQwUOT OUT T wOT T wE OO x Onfptuied) z Uwb
are removed. Furthermore, we have evoked the possibility of selectively invalidating component
instancesthat have very possibly obtained references to objects of hidden classesn section 6.1.4.],
while not invalidating components that we are absolutely sure have not Additionally , we have
described how to lazily remove extension modules in section 6.1.4.2 These optimizations, and
others we have yet to explore, mitigate the defects of using extensions, allowing developers and
architects to exploit their benefits.

C
C

The next sectiondetails the effectsof removing component instances. It is important to note
that removing component instances does not impact modules or component implementations.

7.3.2.2Removing component instances

The impact of removing a component instance varies depending on the relationship other
instances have with it. At a minimal, removing a n instancewill affect the instancesthat are directly
boundtoit, causing them to be rebound to other components if possible®2. Moreover, an instance
can be inactive, meaning that there are no open executions that are using the instance, or active,

91 This is important because this allows multiple components to provide implementation classes for the same
interface, transparently. This also allows sub-typing classes to specialize behavior.

92 Qur work does notfocus on selecting other components to bind with. This is left to the APAM framework which
can choose which components to bind, can instantiate newcomponents and can de ploy comporent imple mentations, all
in an attempt to satisfy a dependency.
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meaning that it is currently servicing a request. Active instances are more complicated to treat
because we must manage the threads and the thread state in addition to the internal state ofthe
instance. Furthermore, removing a failed instance is different because any active executions must
be aborted because they cannot properly finish (this occurs with volatile components that become
abruptly unavailable). We continue this section by analy zing the different impact cases according
to the relationship and activeness of an instance.

Decoupled component instances (instance decoupling is discussed in section6.2 Decoupling
component instanceg can be individually removed and the remaining component can be rebound
to another. This is shown in Figure 47.

Valid Bl"ar\c“ng

Create new' instance

Figure47: A decoupled component remains valid and can be rebound to another componentf its provider is inactive and
abruptly fails at runtime . Rebinding depends on finding a component that provides a compatible service.

Coupled component instances cannot be individually removed. Removing a component
instance invalidates its coupled instances. This is because the coupled instance uses Managed
objects that are not properly releaseds3. The effects of removing a coupled instanceare shown in
Figure 48.

Tnvalid wuplff'}\ins+0ne¢ Invalid Component instace
© S5

—o— PQ)

Coupled Instance /
Lock indicates that component
is coupled through this service

Figure 48: Removing a component instance that another component is coupled to causes the coupled component to
become invalid.

Active component instances add the possibility of corrupting the current execution thread. If
a removal is proactive, we can gracefully remove a component instance by passivating the instance
(in order for it to stop initiating new requests) and allowing all open requests to finish before
stopping the instance and destroying it. As long as the instances are decoupled the remaining
instances are valid. If the instances are caopled, we passivate all of them because they cannot
remain in a consistent stateso there is no need to manage them individually.

93 The term Managed objectis used sparingly. Itis possible that the components cannot be separated because their
internal states be come intimately coupled, or the component does not properly release accounted resources or other
Uxi EPEOWOENI EOUB w3Owl OUUUIT wOT ECwUT 1T wedOOxOO1 OUUzZwWUUEUT UWEOWOO
interactions because theyare guaranteedto be inde pe ndent of the component that has created the mAny objects that do
not ensure this level of independence are considered Managed objects.
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Figure 49: The proactive change of active components does not corrupt decoupled components becausthe component
can be gracefully removed and active requests are allowed to finish. The time needed is not bound.

The amount of time needed to gracefully remove a component instance is unknown (i.e,
graceful removal is unbounded but finite °4); however, graceful removal can fallback to areactive
(forceful) removal process, causing the requests to be aborted After a configurable amount of time
the framework aborts the request and forcefully stops and removes the component.
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Figure50: Reactive removal of an active component causes requestdo be aborted. A ServiceUnavailableException is

thrown when aborting a request. Dynamically -resilient components remain consistent and valid because they can
recover, while non -resilient components are potentially corr upted by the exception and will be removed.

11 EEUDYI wET EOT 1 OWEUwWiI OUwi REOXx Ol wWEWEOOXxOOI OU0zUu
to provide its service to others. If the component is active, any open requests on it are aborted. To
abort a request we throw a ServiceUnavailableException , which can be caught by other
components. If the calling component has a dynamically -resilient dependency, meaning that it
catches the exception, manages it either internally or externally and remains consistent (see section
7220wPDU0wbUwWOOUWET UOUOal Edw' OPI YI UOwDI wueklient, th&e OO x O(
component could potentially be corrupted and will be destroyed. The exception propagates to the
next component where the same analysis is performed. Figure 50 shows this process.

94 The underlying hypothesis that allows us to ensure that removal will eventually occur is that threads that a
componentreceives must perform their taskandthenbe Ul O1 EUT Edw" O0Ox OO OUUWEEOOOUW?2U 0T |
create. Eventually, every thread is expected to finish. We consider stolen and dangling threads to be software bugs.
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Sessional servicegequire that the same componentbe usedfor multiple service interactions .
Sessional services require thedependency not be changed urtil the sessional request has finished.
In a proactive change, the component is held until the session is finished (i.e., all threads finish the
sessional request). A reactive change, similar to above, causes the sessional request to be aborted
and the ServiceUnavailableException to be thrown. The difference is that, given the sessional
nature of the service interactions, components in an open session are not necessarily active and
POOZUWEEUVUET wUIT T wilREI xUPOOSw3Owi OUUUI reqie@dthe VU1 OF
components are notified the request has failed. This is shown in Figure 51. If the component does
not implement the necessary callback method, it is potentially in an inconsistent state, either
supposing the request succeededor having only partially executed the sessional request, it cannot
be trusted and will be removed.

Mo+i{-‘3 c0mp0ne,nti_’ of
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failed session
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Service

\ /i\COMPOnad' reactive
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Figure 51: Aborting sessional requests causes theServiceUnavailableException to be thrown; however components that

participate in the session must also be notified that the sessional request has failed. If they do not implement the
callback for notifications then they are potentially inconsistent and are removed.

7.3.3Corruption analysis & application recovery

Dynamism can cause component corruption if the assumptions the component makes on its
environment are incorrect. We have explained that the manner in which components are
programmed directly influences the possibility that the component will be corrupted by
dynamism . Developers and architects selectively choose which components and dependencies
become resilient, allowing the framework to use this information to detect which components are
unprotected and potentially corrupt . In the previous sections we have seen that, depending on
1 EET wE OO xe8ieric® 10 gynamism and its level of decoupling, the component can be
considered consistent or potentially corrupt after a dynamic change event At runtime, o ur
approach is to automatically detect and remove any component instancesthat are suspected of
corruption. This ensures consistency and proper execution at the cost of availability and state-
losss.

Corruption analysis uses the different calculations of change impact from section 7.3.2to
determine the impact of a dynamic event on the entire application . As we have mentioned, an

51] OOYDOT WEOGOxOOI OUUwWUUUxT EUI EwOi wE OU U @ndoanGadsethéstatedithe E E O wO |
components to be lost. However, leaving components that are potentially corrupt may cause memory leaks or
unexpected behavior at runtime.
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application is considered consistent if all of its components are consistent. By definition, removing
inconsistent components ensures consistencyConsequently, application recovery is the process of
avoiding and removing inconsistencies, continuing execution using only consistent components.
To recover requires deciding which components must be removed and where to branch the
architecture for execution to continue (i.e,, which bindings to change to new components) . We will
use the example architecture in Figure 52to illustrate the process of corruption analysis, branching
and recovery. In the figure we can see that there are active requests, whch are mapped onto
execution threads. Moreover, the example shows coupled component instances (ve use a lock on

the dependency to indicate coupling, in this case component d is coupled to e), decoupled
instances which have dependencies that can be changedat runtime (i.e, componentsa, b,c ),

and resilient dependencies (i.e, component a) which can protect against the propagation of
corruption from aborted requests.

3Thread 2 &Thread 1

Diagram Legend

o—©—c Valid Component Instance
@ Isolation barrier
(Resilient Dependency)

@ Coupled Dependency

Figure 52: Example architecture showing components with active threads. Coupled components are shown, as well as
components that implement isolation barriers.

Corruption analysis calculates what we call the Corrupted Area which is the set of
components that will be potentially corrupted after a dynamic change event. Corruption and
recovery vary depending on the activeness of change.On the one hand, in a proactive change,
none of the components are immediately corrupted, thus, the components can be passivated and
gracefully removed from the architecture once they are no longer in use. A reactive change, on the
other hand, immediately makes a component or series of components unusable. This can also
cause open requests to be corrupted, further extending the list of corrupted components once the
requests are aborted.

Naturally, the size of the corrupted area is dynamic and varies according to the current state
of active requests in the application. The minimal corrupted area is the corrupted area calculated
supposing no requests are aborted. The maximal corrupted area supposes that requests are
aborted and propagate through all of the possible paths in the architecture starting from the point
of initial corruption. Both minimal and maximal corrupted areas can be calculated statically at
design-time. Interestingly, proactiv e changes always result in a minimal corrupted area®® because
no requests are aborted. This is useful because, ideally, our approach states that architects and
developers identify volatile components , which result in reactive changes®’; so if there is no
vol atility, dynamic changes should always result in a minimal corrupted area as long as the open

96 This is true unless requests are forcefully aborted aftera certain period. In such cases, proactive changes fallback
to reactive changes.
97 However, component failures also result in reactive changes and are much less predictable.
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requests finish in a timely manner. Furthermore, because fewer components are corrupted, some
state-loss is avoided and branching occurs closer to the point of failure. This is shown in Figure 53,

where component e is to be removed. Once the change event has been identified, we prepare to
invalidate all coupled components because their dependencies will no longer be valid (in this case

it is component d). Outside of the corrupted (coupled) area, we branch all dependencies to valid

components®8, in this caseto component x, which can have its own distinct dependencies.

Components stil useable

during a proactive removal

Invalnd icoupled) Remove

EThread 2 éThrEad 1 component

, roactive
(2 gh (b8 )& —~- O—@—m—@ (proactivel
Branch outside@ 0—.—( 777777777

of corrupted zone

Diagram Legend

o—©—c Valid Component Instance
o_@_c Invalid Component Instance
(Still useable)
ﬁ Isolation barrier
(Resilient Dependency)

@ Coupled Dependency

Figure 53: The proactive removal of a component.
(1) The removed component and (2) coupled components are identified. They arpassivated and will be stopped once all
requests have finished. (3) Branching at a decoupled dependency is performed; new threads will use this branch and will
not see the old branch. The new branch is active before the old branch is removed, minimizing downtime.

Using the same example architecture, Figure 54 shows the calculated corrupted area given a
reactive change €.g, a component failure). If the failure occurs while no requests are active, only
coupled components must be removed and no exceptions are thrown nor requests aborted.
(OET T EOwDi wlOT T wEOOXxOOI OUUWEUI OzUWEEUBYI OwlT 1 w
resulting in the minimal corrupted area possible. If there is a request that must be aborted, then
exceptions are thrown and all components in the requests execution path are corrupted until a
resilient dependency is found. The figure shows that the request being executed byThread- 1 is in
the coupled area, which has been corrupted because of the failure of componente. The request
cannot continue, it must be aborted. The ServiceUnavailableException exception is thrown
and moves through the architecture (exceptions move up th e stack, so, it crosgsall components
that have been partially executed by the thread and which were expecting the thread to finish ). In
the example, components b and c are potentially corrupted by this because they do not protect
against the exception. Component a implements an isolation barrier, ensuring consistency and
recovers the aborted request. From this safe point, we branch the architecture. All potentially
corrupted components, denoted in the red area, are destroyed (i.e, componentsb,c,d,e ).

m

98 Qur work does notfocus on selecting a component instance, this is left to the APAM framework. Robusta asks
APAM to provide it with a valid instance that provides a service thatis conform to the expected Service Contract. APAM
may resort to deploying component imple mentations and instantiating in order to resolve a dependency.
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Figure 54: Thereactive removal of active components.
(1) The failed component and coupled components are identified and stopped. (2) Exceptions are thrown that will cause
(3) other components to be corrupted. (4) Adynamic-resilient component recovers the aborted request and(5) the
framework branches from a consistent component.

As we can see, in the case of a reactive change there are different branching solutions
depending on the current state of the requests. In order to min imize the impact at runtime of
dynamism we should remove the absolute minimum number of components possible to ensure
consistency. To do so, we will explore different branching technigues in the following section.

7.3.3.1Reactive lranching strategies

There are two branching strategies that we have informally described in the case of reactive
changes. Optimistic branching expects the minimal corrupted area to result in a consistent
architecture, and, attempts to branch at the closest dependency possibleto the point of change.
Pessimistic branching falls back to a safe branching strategy, only branching at dynamic -resilient
dependencies that implement isolation barriers to ensure consistency Nevertheless, using dynamic
instrumentation, an optimal corrupted area can be calculated given the architectures current state
and the state of active requests.

a) Optimistic branching

Optimist ic branching supposes that the minimal corruption area will be sufficient to ensure
consistency. During a reactive change, optimistic branch ing may fail becauseof active requests that
attempt to execute failed component instances.

Figure 55 shows that the optimistic branching technique results in a branch that occurs
immediately outside of the coupled area. This is the closest dependency that is properly decoupled
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to allow rebinding. However, Thread- 1 may or may not require executing the failed component,

which would lead to an inconsistent state and the request would have to be aborted. If there were
no threads inside of the coupled area, then optimistic branching would be sufficient because all
requests could be immediately sent to component x. It should also be noted that components
coupled to a failed component are invalidated, but are not immediately corrupt, and can continue
to service requests. Indeed, optimistic branching exploits this by allowing active requests to finish,

just like in a proactive change, with the exception that there is a possibility that the branching

strategy will fail (proactive changes do not result in failures or corruption).

Will +hread fail?
Component still useable!

Component
1) Failure
gThread 2 EThread 1

(reactive)

Optimistic Branching

Figure 55: Optimistic branching strategy, showing that active threads are at risk of failing. It is unknown if Thread -1
will fail because it might require executing the failed component.

Depending on the architecture, optimistic branching may avoid corrupting and destroying
components that have important state or that are expensive to construct. Furthermore, because
branching can be parallelized, this eliminates the need to stop requests forlong periods while the
application is reconfigured.

b) Pessimistic branching

Pessimistic branching supposes that threads that might potentially fail, will fail. Pessimistic
branching finds the nearest dependency that implements an isolation barrier and branches from
there. This allows branching and preserving consistency no matter what state the active requests
are in because the recovery mechanism implemented by the componentwith the isolation barrier
ensures the aboted requests become consistent.
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Figure 56: Shows pessimistic branching.
(1) A failure immediately ca uses coupled components to fail. (2) Branching is parallelized, should new requests come
through component a, the architecture will be valid and service them. (3) All active requests are aborted, with the
exceptions being caught and the requests recovered by components that implement isolation barriers.
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7.3Application Consistency and Corruption Analysis

Pessimistic branching is shown in Figure 56. Compared to the optimistic branching strategy,
moUl WwEOOx OO0I OUUWEUT wUUOx x| EWEOEWEOOWEEUDYI wUIl gUI U
need to wait and see if the requests will require the failed components, everything is simply
destroyed. Branching occurs where consistency can be ensured that is, at dynamic-resilient
dependencies

c) Optimal branching

Optimal branching should result in the minimal impact on the application given any of the
possibilities of failure and request abortion previously mentioned. However, because we do not
know what exe cution paths an active request will actually take, it is not possible to pre -calculate
the optimal branching strategy. Nevertheless, our approach is to initially attempt an optimistic
branching strategy and then, in case of failure and aborted requests, fdlback to a pessimistic
branching strategy.
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Figure 57: The opti mistic branching strategy falls back to pessimistic branching .
(1) An initial reactive change resulted in the (2) calculation of a branching point. However, (3) Thre ad-tuz Uwi BT EU0UD OO
path attempts to execute the failed component and must be aborted. (4) Thread- 2 is consequently aborted also. (5)Tthe
recovery mechanism ensures the request are recoverednd (6) a new branch point is found. Finally, all corrupted
componerts, including the failed optimistic branch, are destroyed.

Falling back to pessimistic branching is shown in Figure 57. The main defect of this approach
is that, should the optimistic branch be corrupted and fail, the resources used to construct the
branch will have been wasted. Indeed, and particularly in our example architecture, it might not be
wise to attempt optimistic branching given that Thread- 1 has little flexibility in avoiding the
corrupted component. Should, for example, component d have been connected to multiple
instances and only one of them fail, we would have had a higher expectation that the optimistic
branching strategy would be successful.

In order to increase the precision of our branching strategies, it is imp ortant for the
framework to be able distinguish threads and their possibly different execution paths. The
execution paths are important because aborted requestswill corrupt components that have been
partially executed and which await the thread to return. In order to determine which components
are at risk of corruption, we have created a thread component stack.
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Chapter 7Dynamic Applications: Runtime Support and Consistency Analysis

_______________________________________
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Figure 58: The thread component stack stores a record of components the thread hasexecuted.This information is used
to determine the optimal branching points in the architecture and to avoid destroying components when possible.

The thread component stack is shown in Figure 58. As we can see, each thread stores a list of
components that it has partially executed but which have not finished. For example, Thread-1
executed componentsa,b, ¢, andd. Should Thread- 1 be aborted, it is evident that components
x and y would not be corrupted . The inverse is true for Thread- 2, it would corrupt x and y but not

aand b.

Finally, it should be noted that the thread component stack can be used for other purposes,
such as request tracking, request-based QoS policies, debugging, and performance analysis.
However, given that this is an optimization that comes at so me cost at runtime it remains optional
and is not required by the approach.

7.3.4Summary of theConsistency& Recovery process

We summarize the process that ensures the application remains consistent and continues to
operate correctly after dynamic change.

1. Calculate theimpact ofa change
a. Removing a modules affects component implementations and component instances,

b. Removing component instances can invalidate coupled component instances and
requires branching at safe dependencies.

2. Calculate corrupted area
a. Coupled components because ofManaged objects (data corruption) ,
b. Failed components and aborted threads (thread corruption) .
3. Instantiate new components and branch at safe points
a. Outside of corrupted area
4. Gracefully stop corrupted area
a. Passivatecomponents,
b. Hold exceptions until requests finish or timeout occurs .
5. Remove corrupted area
a. Throw exceptions,
b. Stop components,

c. Cleanup architecture.
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7.4Conclusion

7.4Conclusion

This chapter details how we protect components from failure and how they are rendered
resilient to dynamism by means of isolation barriers and localized recovery mechanisms. We also
detail how the mechanisms function at runtime to ensure consistency. These mechanisms and
calculations are shared at designtime in order for architects to understand the expected dynamic
behavior their applications will exhibit.

Given how dynamism can lead to corruption and corruption can propagate throughout the
architecture, architects and developers need to have tools and underlying support to understand
and contain dynamism. Building dynamic-resilient components, used for the construction of
dynamic applications, is a difficult and error-prone process that can lead to unexpected or
undesirable behavior if detailed attention is not paid .

Finally, the marriage between execution and design-time becomes apparent given the need
i OUwUTT wi UEOI POUOW UOw Y1 e fegarding itHe ut & ¥ BD B Bxpdet@d g W 1 a
dynamic behavior. Our approach uses the same algorithms at design-time that are used for
calculating p otential corruption at r untime, with the purpose of calculating the impact of potential
changeEOEwWPOx UOYDOT wli | wEUET BUI E U ZHbwipidE alldwe veryidg B OT wo
that the application behaves properly (i.e, as expected) while still ensuring consistency gi ven
expected or unexpected dynamism.

Building complex dynamic applications can be undertaken only if programmers and
architects are supported by tools and frameworks dedicated to the analysis of dynamism in the
application . & DY 1 OwE a O E O b U O z Uthi®sOppdrt is BeYuired Giérdsdkhkvariouslevels of
software design and execution.
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Chapter 8
Architectural Support for
Building Dynamic Applications

?The life of a software architect is a long and sometimes painful succession of suboptimal
decisions made pdytin the dark?
| Philippe Kruchten

?Unix was not designed to stop you from doing stupid things, because that would also stop you
from doing clever things.

| Doug Gwyn

In this dissertation we have explored many of the complexities associated with the design
and construction of dynamic applications. We have shown that dynamism cannot be entirely
transparent and must be built into the application in order to ensure proper behavior.
Furthermore, we have expressed the need for the runtime to ensure the application remains
consistent no matter what dynamic event occurs. Consistency is considered more important than
availability . Indeed, we build expected dynamisrinto the application z design and we handle
expecte@nd unexpected dynamisiat runtime.

Given the difficulty of building dynamic components and of integrating them into a dynamic
application, there is a need for tooling and assistance that guides architects and developers.Tools
should assist in the comprehension of dynamic change in the application and to ensure the
application behaves at runtime asthe architect expects This guides the architects to identify where
dynamism is required and the levels of resilience the application needs. Tools also help developers
to ensure their components meet the dynamic requirements architects have established Ensuring a
component is properly decoupled and resilient to change is essential to ensuring that the
application will behave as the architectexpectsit to.

In this chapter we will explore the architectural sup port afforded to architects and
developers in the design and construction of dynamic applications.
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8.1Building dynamic applications

8.1Building dynamic applications

Architects are naturally confronted with a tradeoff that occurs because of the sometimes
conflicting needs of designing new com ponents versus integrating existing components. Designing
Ol PUEOOxOO1 OUUwWUI gUPUT UwUT EVwWUT 1 wEUET PUT EQwUx1 EDI
for developers to program the component accordingly. Integration and composition of components
to build a dynamic application requires obtaining metadata regarding how the component was
programmed in order to deduce how the component will beha ve in the current architecture. It is
interesting to understand the differences between the approaches because the gage an architect
makes of the calculations and tools we propose will be different.

Indeed, designing new components imposes dynamic requirements that the developers must
follow, and verification and analysis rely on making sure the component conforms to i ts
specification. Integrating existing components, on the other hand, allows developers to
laxoUlT il uUbpal wOOwUT I wExxOPEEUDPOOZUWEI UPUI EwWEaAOEODE
verifying t hat the hypotheses are correct.

Moreover, many applications are a tradeoff between using existing components, code,
libraries and utilities and integrating them into the application, and building new components.
Figure 59 shows the cycle that exists between design and development. An architect designs the
dynamic application, which feeds developers new and changed requirements that must be
implemented. Components that have already been developed are composed and their existing
dynamic behavior properties are analyzed, giving the archit ect feedback on how the application is
expected to behave. As we can see, this cycle mixes characteristics of topown and bottom -up
development approaches.

@

, Architect

Designs applications &
.@Manages dynamism
-

[ Dynamic Application ]

Compose and Update New & changed
Dynamism Properties dynamic requirements

[ Dynamic Components j

b‘ﬁ

. Developers
d b. *  Program Components
"

. =

Figure 59 The development cycle in our approach to building dynamic ap plications.
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Chapter 8Architectural Support for Building Dynamic Appicres

Our approach allows refining components and the architecture in order to gradually achiev e
the dynamic behavior that is desired or acceptable It also verifies expected dynamic behavior and
improves the understanding of how corruption propagate s by relatively simple dynamic changes.
This permits the application to evolve, both at design time and at runtime. Indeed, dynamic
software evolution is not only possible, but our approach actively strives for it. Informally, our
approach promotes using runtime feedbackin the ongoing design of dynamic application s. Figure
60 shows the relationship between design and execution, and how information obtained at
runtime is incorporated into design decisions, resulting in updated versions of the application.
Thisallows UT 1T wE x x Q@ymantcbeh@vidr t0 be continuously refined.

Figure 60. Feedback fromexecution leads to improved designs and refined dynamic behavior.

The use of feedback from runtime serves multiple purposes, as for example, verifying tha t
design-time assumptions regarding dynamic behavior are correct and serve the application
properly. Unexpected dynamism, as for example, component failures or forced updates to stable
components, canthen be incorporated into the design. Expected dynamism that is useful can be
corroborated, and when not useful, it can be relaxed. These considerations serve to continuously
place design and programming effort around components that require the levels of resil ience and
decoupling necessary to ensure consistency and an acceptable level of dynamism.

8.2 Architectural Analysis

The objective of analyzing the architecture of a dynamic application is to determine the
components and areas of the application that are at risk of corruption caused by dynamism. We
have characterized components according to their expected dynamic behavior, which can bestable
detachableor volatile (see section 5.1). This allows architects to selectively indicate which
components are expected to change at runtime. Change can be intrinsic to the component because
it represents a physical device or network connection that can become unavailable at any moment,
or it can be contextual, because the component is expectedo be changed removed or updated at
runtime to make way for, for example, new features. Either case, architects are best placed to
understand and anticipate the nature of a component at design-time. We call these assumptions,
particularly regarding detachable and volatile components, U1 I wWE x x @&pEced dytadizi w

As described in section 5.3, we propose two calculations around a single concept that allow
architects to better manage and understand expecteddynamism. Namely, we use component zones
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